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1 BBengeHue

1 BBepeHue
B oaHHOM JOKyMeHTe onucbIBaloTCs OCHOBHbIe cTpaHuubl Web-uHtepderica ynpasneHus LuCl.

Web-nHTepdenc ynpaenenusi LUCI aBnsietcst ctaHgapTHOM (MCnonb3yeMor No ymonyaHuio) cuctemon Web-
ynpaBneHns ansa onepaumnoHHon cuctemol OpenWirt.

CocTosiHre P
Cuctema »
MnK »
Cnyx6b1 »
Cetb »
Cratuctuka b

Boiiitn

PucyHok 1.1 — FrmaBHoe meHio Web-nHtepdenca ynpasneHus LuCl

B pasaene 2 paétca onucaHue mMacTtepa HaCTpOIZKI/I, no3BonALwero BbINONMHUTE NEPBUYHYIO HaCTpOVIKy
OCHOBHbIX NapaMeTpoB 3a HECKOJ1bKO MPOCTbIX LLaroB.

B pasgene 3 (pasgen meHio CocTosiHMe) MpuBedeHbl ONUCaHUSA CTpaHWUL, OTOBpaxaroWwmx pasnuyHyo
MHGOPMALMIO O CMCTEME B LIENIOM, U MHPOPMALMOHHbIE CTPAHMLbI KOHKPETHBIX CryX6 unn npunoxeHuni. B
YacCTHOCTW, B J@aHHOM pa3ferne onucaHbl CTPaHWLbl NPOCMOTPa COCTOSIHUS MEXCETEBOrO aKpaHa (pasgen 3.2),
aKTUBHbIX MapLUPYTOB M NpaBun (pasgen 3.3), cMcTeMHOoro xypHana (pasgen 3.5.2), xxypHana sgpa

(pasgen 3.5.1), 1 cTpaHuubl AN NPOCMOTpa rpadMKoB B pearibHOM BPEMEHM AN HEKOTOPbIX CUCTEMHbIX
napameTpoB (pasgen 3.4).

B pasgene 4 (pasgen MeHio Cucrtema) npuvBedeHbl OMMCAHUSA CTPaHWL, YNpaBneHWUs pasfinyHbIMK
CVUCTEMHbBIMM NMapaMeTpamu:

* TeKyLLMe fata v BpeMs;

* HaCTpoWnku KnneHTa u cepsepa NTP;

* ynpaBneHne JOCTynoM kK cucteme no SSH-npotokony;

* ynpaBneHue kniovyamum SSH;

* ynpaBneHune cnyxbomn ctopoxesoro Tarimepa (watchdog);

* ypaBreHne MOHTUPOBAHMEM Pa3aeroB;

* ypaBrieHne pe3epBHbIM KONMMPOBAHMEM U T.A.

B pasgene Cuctema Takke onucaH dyHKUMOHaN OOHOBMEHMS MPOLUMBKM YCTponcTBa (CcM. pasgen 4.7) u
dyHKUMOHanN OOCTyNa K TepMuHany YCTpOMCTBa Yepes cnyxby Beb-tepmuHana (cm. pasgen 4.8).

B pasgene 5 (pasgen meHto MIIK) onncaHbl cTpaHuLbl Ans HACTPOMKU M MOHUTOPUHIa (PYHKLIMI KOHTponnepa.
B 4yacTHoOCTW, 34ecb ONMCbIBAKOTCA CTpaHuubl ¢ oTobpaxeHneM WHdOopMauun O 3anyLweHHOM MpOoeKTe
MonuroH (cMm. pasgen 5.1), CAMCOK 3arpyXeHHbIX NpunoxxeHun MonuroH n nx HacTporikn (cm. pasgen 5.2), a
TaKke nonesHble Martepuanbsl Ang 3arpysku (cm. pasgen 5.3).

B paspene 6 (pasgen meHo Cnyx0Obl) coaepXaTtcsl CTpaHULbl HACTPOEK Pa3NUYHbIX CAYXXO U NPUNOXEHUN
(HTTP-cepBep, cnyxba STP/RSTP, cnyx6a DDNS, FTP-cepsep).
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B pasgene 7 (pasgen MeHio CeTb) OMMCaHbl CTpaHWUbl yNpaBrieHUs CeTeBbIMM MapamMeTpaMy CUCTEMBI
(HacTporika ceTeBbiX MHTEPdEWNCOB, HACTpOMKa CTATMYECKUX MapLIpyToB U T. M.) U TakuMu 0a30oBbIMM
ceteBblMu cnyxbamu, kak DNS n DHCP. Takke B gaHHOM pasgene npuMBOAUTCS ONUCaHWE HaCTPOMKM
MEXCETEBOIO 3KpaHa W OMUCaHWE WCMONb3OBaHWUS AMAarHOCTUYECKUX ceTeBblX yTunuT (ping, traceroute,
nslookup), ans kotopsix B LUCI peanu3sosaH rpaduyeckuii uHtepdenc.

B pasgene 7.1.2.2 (pasgen meHio CTaTMCTMKA) COpepXaTcs CTpaHuubl MPOCMOTpa rpadouKoB CryxoObl
ctatucTukm collectd n RRDtool ansa nx susyanusauumu, a Takxke cTpaHuua HacTpoek AaHHOW CryX6bl.



1 BBengeHue

1.1 NMopaepxxnBaemMbie KOHTpoONnepbl

B paHHOM pykoBoacTBe onucaH BeG-mHTepdenc ynpasneHns cnegyowwyMm KOHTponfepaMm nponssoacTsa
komnanun OBEH:
+ [1J1IK210-PL — koHTpOnnep Ans CpegHux 1 pacnpegeneHHbIX CucteM asToMmaTnsauum ¢
ncnonHuTensHon cpegon MNonuroHx.

NMPUMEYAHUE
|I| Habop dyHkuuin Beb-nHTEpPdECa yNpaBneHus 3aBMCUT OT BEPCMU MPOLUUBKN KOHTponepa. Tekylias
BEpCUS LOKYMEHTA COOTBETCTBYET NMPOLUUBKE 3.6.XXXX.XXXX.

1.2 NopnepxmBaembie bpay3epbl

Be6-nHtepderic ynpaenerus LUCl paccuntaH Ha paboTy co cnegyrowmmmn 6paysepamu:
* Google Chrome (Bepcus 85.0.4183.102 nnu BbiLLe);
*» Mozilla Firefox (Bepcus 80.0.1 nnu Bbiwe);
* Opera (Bepcus 70.0.3728.178 vnu Bbiwe);
» Microsoft Edge (Bepcusi 87.0.664.66 nnu Bbliwe);
* Microsoft Internet Explorer (Bepcus 11.0.9600.18817 nnu Bbiwe).

Pa6ota BeG-uHTepdeiica Ha Opyrnux Gpaysepax (MNy Ha NepevmcrieHHbIX, HO ¢ Gonee HU3KUMU BEPCUSIMU)
BO3MO)XHA, HO NornHasa yHKLUMOHANbHOCTb HE rapaHTUpyeTCs.

Beb-uHTepdenc ynpaBneHus KOHTpornepamu sBAsieTCs afanTuMBHbIM U NoAAepxunBaeT paboTy Ha
MOOUIBHBIX YCTPOMCTBAaxX (MOOUNbHbIE TeNedOHbI, NMaHLWEThI) C pa3pelleHnemM akpaHa He meHee 400 x 600
Tovek. MobunbHas Bepcust Be6-uHTepdenca otTnnyaeTcs OT HAaCTOMNbHOW NULLIL PACMONOXEHWEM U pa3Mepom
HEKOTOPbIX 3NEMEHTOB.

B cBsisu c aTuM MOGWUIbHasi Bepcusi BeO-UHTepdpeiica B LOKYMEHTe OTAeNbHO He paccMaTpuBaeTcs, a
onucaHa Tonbko pabota ¢ Beb-uHTepdpeiicom Yepes Gpaysep C UCNOMb30BaHWEM OGbIMHOIO HaCTOMbHOMO
nepcoHarnbHOro kKoMmnbtoTepa. Bce npepcrtaBneHHble B AaHHOM [OOKYMEHTE CKPUHLLOTHI Beb-mHTepdpelnca
BbINOMHEHBI C ucnonb3oBaHveM 6paysepa Mozilla Firefox, 3anyLieHHoro B onepaumoHHon cucteme Microsoft
Windows 10 (x64).



1 BBengeHue

1.3 NoakntoveHne kK Web-nurepdency LuCl

Mpn nepeom nogkntodeHmnn kK Web-nHtepdericy LUCl no npotokonam HTTP nnn HTTPS 6yaet otobpaxeHa
CcTpaHuua ayTeHTMdMKauum ¢ nonsMum ANnd BBOAA MMEHW MNofb30oBaTenst M Naporns, Kak Mnoka3aHo Ha
pucyHke 1.2.

UBI:H
plc210

BbINonHUTE ayTeHTUdUKaLMIO

Wms nonb3osatens root

Napons ssse

PucyHok 1.2 — CtpaHuua ayTeHTUdUKaLmm
Mo ymonyaHuto, ons ayteHTudmnkaumm Heob6xXoamMmMo UCnonNb30BaTh CreayoLmne YY4ETHbIE AaHHbIE;
* M4 Nonb3oBaTenid — «rooty»;

* Maponb — «owen».

NMPUMEYAHUE

m HacTpolika napons nonb3oBartens «root» ¢ ucnons3opaHmeM Web-nHtepderica LuCl paccmotpeHa B
pasgene 4.3.1 gaHHoro pykosogcTea. Kpome Toro, naporb nonb3oBaTens «root» MOXHO 3agaTh npu
NMOMOLLIM MacTepa HaCTPOWKU, KOTOPLIN ONMCbIBAETCS B pasaerne 2 4aHHOro PyKOBOACTBA.

Ecnu Bxog B cMcTeMy BbINOSHSAETCS NepBbii pas, To Nocrie yCrnewHon ayTeHTMdukaumm nons3osarento 6yaeT
NpeasoXXeHo BbIMNOMHWTL HACTPOKY YCTPOMCTBA NpU NMOMOLLM MacTepa HacTPOWKu (CM. puUcyHKe ), paboTa ¢
KOTOpbIM NoApoGHO onucaHa B pasaene 2.

1.4 ABTOMaTn4eckoe o6HoBneHne nHpopmaumm

Ha mHorux ctpaHuuax Beb-uHtepderica LuUCl peannsoBaHa yHKLUUSA aBTOMaTUHYECKOr0 0OGHOBMNEHMS AAHHbIX
B peanbHOM BpemeHu. Ecnin Ha cTpaHuue ncnonb3yetcst faHHasa PyHKUKMSA, TO B 3arofioBKE CTpPaHULbl cripaBa
OT rmaBHOro MeHto Byaet npucyTtcTeoBaTtb Hagnce ABTOOBHOBIIEHME BKIMKOYEHO (cm. pucyHok 1.3, a).
ABTOMaTnyeckoe OOHOBMEHME AaHHbIX MOXHO OTKMOYUTL HaxaTuem Ha Haanucbe «ABTOOBHOBJIEHUE
BKJTKOYEHO». MNocne atoro Hagnuck namexHntca Ha ABTOOBHOBJIEHUE BbIKITKOYEHO, kak nokasaHo Ha
pucyHke 1.3, 6.

S ABTOOBHOBNEHNE BENIOHEHD c ABTOODHOBNEHHE EbIKNKYEHD
(a) ABTOMaTHYECKDS {0) ABTOMAaTHUYECKDE
OOHOBMEHWE BENIOYEHOD 0GHOBNEHHE BLIKMHOYEHO

PucyHok 1.3 — ABToMaTn4eckoe OGHOBIIEHMEe AaHHbIX CTPaHULbI

MHTepBan aBTOMaTM4ecKkoro OOHOBNEHNs MHpopMaLmy NO yMOnyYaHuio paBeH 5 cekyHgam M MoXeT ObiTb
HacTpoeH BO Bknaake [lononHuTenbHble CcTpaHuubl O6LmMe HaCTPOWNKKM pasgena rmaBHoro MeHio Cucrtema
(cMm. pasgen 4.1.4).
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2 MacTep HacTpownku

2 MacTep HacTpOMKH

MacTep HacTpoWiku NO3BONSET BbINOMHUTL KOHUIYpaLIMIO OCHOBHbIX MApaMeTPOB YCTPOWCTBA 3a HECKOIbKO
MPOCThIX LUAroB.

[Mpn nepBom 3anycke yCTPOWCTBA, NOCMe BbINOMHEHN BXxoda B cuctemy (cM. pasgen 1.3), 6yaert BbiBeaeHO
OKHO C NpeanoXeHneM 3anycka Mmactepa HaCTPOWKM, Kak NMoKa3aHo Ha pUCyHke 2.1.

MacTep HacTpoiKK
[o6po nowanoeaTs B Be6-UHTepdedc KoHdUrypauuu yctpoiictea MJK210

= 1. Qobpo nowanoeatb

PeKOMEHAYETCA BRINOMHWTE HEYANBHYK KOHDUIYPALMK YCTROACTES © NOMOLLBKY M3CTED3
HECTPOIMKM. MacTep HACTPOHKK NO3BONAET BRINOMHWTE KOHOUIYDALMK OCHOBHBIX
4. XocT NapaMeTpOoE YCTPOMCTEA 33 HECKOMBKO MPOCTLIX Waros.

ECnu Bbl HE XOTUTE HACTPAWBATH YCTPOMCTEO CEAYAc HAMMMUTE KHOMKY «3aKPbITe MacTep
DE HacTpoiku». Bbl MOXeTe 3aNyCTUTb MACTep HACTROMKK No2xe, Bplfpas NyHKT «MacTep
MHTEPhENCoE KOHPUIYPaUWH» U3 MEHKD «CUCTEMEY.

[lns 3amycka HayanbHOW KOHGWIypaLMKU YCTPOMCTEA C MCNIONb30BaHMEM MacTepa
HECTPOMKW HEXMUTE KHOMKY «flanees.

PucyHok 2.1 — 3anyck «MacTepa HacTpOWKU» Npu NepBOM BKITHOUE€HUMU YCTPONCTBA

[nsa npogomkeHus paboTbl MacTepa HacTpoviku Heobxogumo HaxaTb KHOMKy [lanee.

|I| NMPUMEYAHUE
B panbHenwem mactep HaCTPOWKM MOXHO 3anyCTUTb BPYYHYO MPY NOMOLLM MyHKTa MeHto MacTtep
HaCTPOWKM rnaBHoro MmeHto Cucrema (cm. pasgen 4.10).

KoHdurypaums napaMeTpoB B MacTepe HaCTPOWKK pas3derneHa Ha criegytowme waru:
1. Boibop a3bika nHTEpdenca (pasgen 2.1);
. YcTaHoBKa napornsi 4OCTyna K YCTPOWCTBY (pasaen 2.2);
. Konoburypauums napameTtpoB xocta (pasgen 2.3);
. Hactpowka gatbl 1 BpemeHu, Bkntoyasi KoHurypauumio knmeHta n cepeepa NTP (pasgen 2.4);
. Bbibop cxembl ceTeBbIX NopToB (pasgen 2.5);
. HacTpoiika ceTteBbIx nHTEpdhencos (pasgen 2.6);
. Hactpowka cnyx6bl SSH (pa3gen 2.7);
. HacTpowika cnyx6bl FTP (pasgen 2.8);

© 0 N O 0 b WDN

. HacTpoiika npaBun mexceTteBoro akpaHa (pasgen 7.1.1.3).

B neBoli YacTn okHa MacTepa HacTpoeK pacnonoXxeHa NHAOopMaLmMsa O Xo4e BbINOMHEHNSA HAaCTPOWKN B BUAae
cnuicka LaroB, B KOTOPOM ODO3HaYeHbl yxe MpOMAEHHbIe Liary, TeKyLWMA Lar U ocTaBluMecs Lwarn o
3aBepLUEeHNs HAaCTPOWMKM (CM. PUCYHOK 2.2).
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2 MacTep HacTponkm

[MaC'rep HacCTPONKHM \( )
HacTtpoitku SSH

v 1. Lo6po noxanoeatb
v 2. fi3bIk 3pecb Bbl MOXETE HACTPOUTbL NapaMeTpbl JocTyna no SSH

v 3.Maponb ycTpoiAcTBa

v 4. XocT

v 5. [1ata v BpemAa

v 6. Boibop cxeMbl ceTeBbIX NOPTOB
v 7. KoHbWrypauws ceTeBbix MHTEPecoB MopT
* 8. HacTpoiiku SSH

Bxnwo4yute SSH-cepeep
AnemMeHTbl HaCTPoeK

22
9. HacTpo#ku FTP

10. KoHMrypauma MeXCeTeBoro aKpaHa Mopt SSH-cepsepa

PaspewuTe nonb3oeatento «root» BXxoA no napono

OTKNIOYMTE 3TY ONLMIO, YTOGbI Pa3pEeLlMTb NONb30BaTENtD «roots BXOAWTD B CHCTEMY Yepes SSH
TONbKO C NOMOLLbIO SSH-KNoYeH
Xop BbIMNOSIHEHMA
HaCTpOMKH
SSH-knoumn
My6nuyHble SSH KUK NO3BONAKOT BbINONHATL GecnaponbHbli SSH Bxof ¢ 6oNbLUMM
ypoBHeM 6e30nacHOCTH NO CPABHEHMIO C MCMONb30BaHMEM BX0Aa No naponto. YTobbl
3arpy3uTb HOBbIW NyGnMUHbIA SSH KNoy, BCTaBbTe CTPOKY Ny6nuyHoro OpenSSH knroua
WNW NepeTalMTe . pub (aitn B None BEOAA KNOYa.
HeT nyBnmyHbIX KIHOUYeHn.
I SSH knioy BCTaBh HAM No6GaBnTb KN4
3aKpbiTbh MacTep HaCTPOMKH KHonku ynpaBneHus Hazag MpUMEHUTD U NPOAOIDKUTL

PucyHok 2.2 — MacTep HacTpOMKN. dneMeHTbl ynpaBneHus
B HMKHel YacTu cTpaHuLbl MacTepa HaCTPOEK PacnonoXeHa naHerb KHOMOK yNpaBneHns (CM. PUCYHOK 2.2).

KHonka 3akpbITb MacTep HACTPOWMKU BbINOMHSAET HEMEANEHHOe 3aBeplueHne paboTbl MacTepa HaCTPOMKK
6e3 NpMMeHeHMs NapaMeTpPoB TEKYLLErO Luara.
III NMPUMEYAHUE

3akpbITe MacTepa HaCTPOMKKN MPU MOMOLLM KHOMKM 3aKpbIiTb MacTep HACTPOMKU He
BOCCTaHaBNMBAaET NCXOAHbIE NapameTpbl KOHUrypauum (akTMBHbIE 4O 3anycka MacTepa HaCcTpPOWK).

KHonka Hasag (oTcyTcTBYeT Ha MepBOM Luare) BbINOMHAET Nepexod K npeaplaywieMy wary. MiameHeHHble
napameTpbl TEKYLLEero Lwara npu 3TOM He NPUMEeHSIoTCS.
EI NMPUMEYAHUE

MprvMeHeHne BbIBpaHHbIX NapaMeTpPoB Ha KaX oM Luare BbINOSHAETCS HENMOCPEACTBEHHO Nocre
HaxxaTusl KHonkv MpUMeHUTb 1 NPoACMKUTL (MK 3aBepLUIMTb 4115 NOCneaHero wara).

Mexay obnacTblo MacTepa HaCTPOWKM (CM. PUCYHOK 2.2) 1 NaHenbo KHOMOK YyNpaBrieHNs pacnosioXeHbl camum
aMneMeHTbl HAaCTPOEeK NapaMeTpoB Kaxkaoro u3 waros (obnacts HacTporku Ha pucyHke 2.2). B nocnegytowmx
pasgenax NpMBOAMTCHA ONMCaHUe 3TUX HaCTPOEK AMs KaX4oro wara Mactepa HaCTPOWKU.
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2 MacTep HacTpownku

2.1 A3bIK

Ha sTom ware macTepa HacTpOWKM npeanaraercs BbIMOMHUTL HACTPOWKY si3blka Beb-uHTepdpenica LuCl.
OneMeHTbl CTpaHuLLbl HACTPOEK si3blka MOKa3aHbl Ha puUCyHke 2.3.

MacTep HacTporKK
HacTpoiku AsbIKa
+ 1. Jo6po noxanosaTb

« 2. A3bIK

apon: : A3bIK Pycckuii (Russian) hd

PucyHok 2.3 — Mactep HacTpouku. Hactponku sisbika uHTepcenca

B Bbinagatowem cnvcke S13bIK MOMMMO CMMCKA SI3bIKOB COAEPXUTCS 3reMeHT auto, KOTOpbIii MO3BOMSET
UCMonb3oBaTb PEXUM aBTOMAaTUYEecKoro BblGopa fA3blka WHTepdoeiica B 3aBUCUMOCTM OT  si3blKa,
ucnonb3yemoro B 6paysepe KnneHTa.

|I| NMPUMEYAHUE
B panbHenwem yctaHOBKY (CMeHY) sidblka MHTEPdENCA MOXHO BbINOMHUTL BO BKMaAKe A3bIK NyHKTa
MeHto O6LmMe HaCcTPOMKM rmaBHOro MeHtio Cucrtema (cm. pasgen 4).

2.2 NMaponb ycTpoucTBa

Ha atom ware macTepa HacTpoOWKM npefnaraeTcsl BbIMOMHUTL YCTAaHOBKY (CMeHy) napons JocTtyna kK
YCTPOWCTBY (CM. PUCYHOK 2.4).

MacTtep HacTpoiku
Mapone ycTpoWcTBa
v 1. [o6po noxanoeaTtb
v 2. f3blk
« 3.Maponb ycTpoiicTea
oy W3MeHuTs Nnapons

Naponb w

MoarsepxaeHne napona X

PucyHok 2.4 — Mactep HacTpoMku. YCTaHOBKa Napons yCTPponcTBa

Mpy HeoBXoANMOCTU YCTAaHOBKU HOBOIO Mapons Hy>KHO OTMEeTUTb onuuio U3aMeHUTb napornb 1 BBECTU HOBbI
naponb B none Maponb. B none MNoareepxaeHue napons Heo6XxoaUMMO NOBTOPUTH BBOL HOBOrO Mapons.
Maponu B nonsx Maponb 1 NMoaTBepxAaeHWe Nnapons JOMKHbI COBNaaath.

Ecnu cmeHa napons He TpebyeTtcs (HEOGXOOMMO OCTaBUTb TEKYLLMIA NMaponb 6e3 U3MeHEeHMit), TO onuuto
MN3MeHUTb Naporb HYXXHO OTKIIOYNTb.
II' NMPUMEYAHUE

B panbHenwem ycTaHOBKY (CMeHY) naporns 4ocTyna K yCTPOMUCTBY MOXHO BbINOMHUTL BO BKIaake
Maponb ycTponcTBa NyHKTa MeHI0 YnpaBneHue rnasHoro meHio Cucrtema (cMm. pasgen 4.3.1).
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2 MacTep HacTponku

2.3 XocT

Ha pgaHHOM ware macTepa HacCTPOWMKM BLIMOSIHSAETCA KOHUrypauus napameTpoB XOCTa yCTpowmcTBa (CM.
pUCYHOK 2.5).

MacTep HacTpoiKu

HacTpoiiku xocTa
J 1. No6po Noxanoeats

J 2. fAzbik YKamu1Te UMA X0CTa [aHHOTO YCTPOWUCTEa

v 3. Maponb ycTpoicTea

Wma xocTa
» 4, XocT pIc210

5. [lata v BpemnA

6. BoiGop cxembi CETeBbIX NOPTOR

7. KoHpurypauns ceTeBbix mHTepdeiicos
8. HacTpoiiku SSH

9. Hactpoiiku FTP

10. KoHurypauma MexceTeBOro 3KpaHa

e

PucyHok 2.5 — MacTep HacTpounku. HacTpoika napameTpoB xocTa

[lna HacTpowiku JOCTYNEeH TOMbKO OAUH NapameTp — UMS XocTa.
II' NMPUMEYAHUE

B panbHenwem KoHdurypaumio napameTpoB XoCTa MOXHO M3MEHUTb BO BKNaake XOCT NMyHKTa MEHI0
O6ume HacTPOMKM rmaBHOro meHo Cuctema (cMm. pasgen 4.1.1).

2.4 Nlata n BpemA

Ha paHHOM LWware macTepa HacCTpOWKM BbIMOMHSAETCS KOHMUrypauus napameTpoB JOKanbHOrO BPEMEHU
YCTPOWCTBA, a TakKe NapameTpoB CUHXPOHU3ALMU BpeMeHM Npu nomoluy cnyx6el NTP (cM. pucyHok 2.6).

MacTep HacTpolKu

HacTpoWKHU NOKalbHOro BpeMeHH
v 1. Jo6po noxanosarb

v 2. f3bIK HacTpoiika NoKanbHOro BpeMeHH YCTPoCcTEa
v 3. MNapont ycTpoWcTBa
aTa M Bpems 1 -41+
v 4. Y¥ocT a P 2024-05-22 14:41:07 +0300

5. [ata u epemnA
* A P CHMHXPOHW3MpOBaThL ¢ 6pay3epom
6. Bbl6Op CXEMBbI CETEBLIX NOPTOB

7

7. KOHMrypauma ceTeBbix WHTepdeicos
8. HacTpo#kn SSH Yacosoi noAc GMT+3 v
9. HacTpoiikn FTP

10. KoHuMrypaLua MexceTeBoro aKkpaHa CHHXPOHM3aLMA BPEMEHN

Bknio4uTe NTP-KAMEHT

BkntouuTs NTP-cepeep (]

Mcnonb3oBaTh cepBepbl, 06bABNEHHbIE Yepe3 DHCP

Cnucok NTP-cepsepoB

1.ru.pool.ntp.org *
0.europe.pool.ntp.org *
2.europe.pool.ntp.org %

Hanpumep 0.europe.pool.ntp.org unu 1.ru.pool.ntp.org

PucyHok 2.6 — MacTep HacTpowku. Hactponka gatbl u BpeMeHu

14



2 MacTep HacTpownku

EI NMPUMEYAHUE

B ganbHenwem HacTpOrKK gaTbl U BpEMEHU MOXHO M3MEHUTb Ha cTpaHuue Bpems nyHKTa rnasHoro
MeHto Cucrema (cm. pasgen 4.2).

2.4.1 HacTpoMKM NoKanbHOro BpeMeHu

B noapasgene HacTpoek fokarnibHOro BpeMeHu (CM. pucyHok 2.6) B nose JlokanbHoe BpeMsi oTobpakaeTcs
Tekyllee fokarnbHoe BpeMms 1 aaTa.
m NMPUMEYAHUE

3HayeHuWe TekylLei AaTbl M BpeMeHu B nore «JlokarnbHoe BpeMsi» 0GHOBSIETCS C NepUoaoM 5 cekyHa.

Mepuon 06HOBMEHWS 3aBUCUT OT HAaCTPOIKM aBTOOBHOBMEHUSI CTPaHULbl, @ TOYHOCTb OGHOBIEHNS
paBHa +1 cekyHae OTHOCUTENbHO 3a4aHHOM.

KHonka CMHXpOHM3MpOBaTb Cc 6pay3ep0M 3ajaeT JioKalnbHyKO OaTty U BpeMA Ha KOHTponnepe B
COOTBETCTBUN C TeKyLIJ,eIZ naTton n BpeMeHeM, YCTaHOBIIEHHbIMU Ha KOMMNbKOTEPE KIMMEHTa (B 6pay3epe). I'Ipvl
cnegywowiem obHoBneHun nons JlokanbHoe BpemMs 6y,lJ,yT yCTaHOBINEeHbl HOBbl€ 3HA4YeHUA OaTbl 1 BPEMEHW.

B Bbinagatowem cnucke YacoBoW NOSIC BbIMOMHAETCA BblOOpP 4acoBOro nosica foKarnbHOrO BpeMeHU
ycTpovicTta. [nsa otobpaxeHusi B none JlokanbHoe BpeMs BpeMeHW B COOTBETCTBUM C BbIOpaHHbIM YaCcOBbIM
NnosicoM, HEOBXOAMMO HaxaTb KHOMKy MpUMeHUTb BbIOPaHHbLIN YacOBOMW NOAC U AOXAATbCA CneayoLwero
0oBHOBNEHMS 3Ha4YeHns nons JlokanbHoe Bpemsi.

2.4.2 CuHxpoHU3auus BpeMeHu

Onuma Bknwountb NTP-KNWeHT BKMOYAET CUMHXPOHM3auuio BpemMeHu npu nomowm NTP-knueHTa.
CWHXPOHM3aLMs BbINOMHSETCS ¢ ncrnonb3oBaHnem cnucka NTP-cepBepoB, nepeyncrieHHblx B cnucke Cnucok
NTP-cepBepoB.

Onuns Bknrounte NTP-cepBep Bkrtovaer cnyxby NTP-cepsepa. Ecnu gaHHas onuusi BkntoYeHa, TO
YCTPOMCTBO MOXHO MCMOnb3oBaTth B kadyectBe NTP-cepBepa B ceTu.

Mpn BknoveHnn onuumn Ucnonb3oBaTb cepBepbl, 06bABNeHHble Yepe3 DHCP ans cuHxpoHusauum
BpemMeHn ByayT ncnonb3oBaHbl cepBepsbl, 00bsiBneHHble DHCP cepeepom (DHCP option 42), koTopbliii Bblgan
YCTPOWCTBY NapameTpbl KOHpUrypaumm ceTu.

B cnucke Cnucok NTP-cepBepoB ykasbiBaeTcs cnucok agpecos NTP-cepsepoB, ucrnonb3yembix Ans
CUHXPOHM3aLMM NOKaNbHOro BpEMEHW Npu BKOYEHHON onuun Bknountb NTP-knueHT.
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2 MacTep HacTponkm

2.5 BbI6Op cxeMbl ceTeBbIX NOPTOB

Ha paHHOM wWware macTepa HacTPOMKM BbIMOSMHAETCS BbIOOP CXEMbl CETEeBbIX MOPTOB YCTPOWCTBA (CM.

pucyHok 2.7). Cxema ceTeBbIX MNOPTOB oOnpedensieT porb Kaxgoro u3 uanM4eckMx ceTeBblX MNOPTOB
YCTPOWCTBA.

Bei60p cXeMbl CETEBbIX NOPTOB

Be3 pe3epBUpoBaHuA | C pe3epBUpOBaHWeM

@ Cxemal

MopTol 1, 2 1 3 o6beguHeEHbl B MOCTOBOE NOAKNKUEHWE K NOKanbHOW ceTn (LAN). MopT 4 ucnonbayeTcs Kak
OTLENbHbIA MZ0NMPOEaHHBIA CETEBOR MHTepdEAC ANA NOLKNOYEHUA K rnoGanbHoi ceTh (WAN), 3alWMIEHHbIRA
MEMCETEEDIM IKPAHOM.

MopT OnucaHne
Ethernet 1 - =
Ethernet 2 LAN nogkntoJeHue (MocT) m , ] L -
Ethernet 3 ) (e )
Ethernet 4 WAN nogknoJyeHue Lo
) Cxema 2

MopTobl 1 ¥ 2 0BbelMHEHbI B MOCTOBOE NOAKNKIUEHWE K rNoBansHon ceT (WAN), 3alMILEHHDE MEXCETERBIM
3kpaHoM. MopTbl 3 U 4 AENAKTCA OTAENbHBIMM M30NMPOBAHHbBIM CETEEBIMM MHTEDGEACEMM ONA NOSKNHIUEHWA K
noKanoHbIM ceTAM (LAN 1 1 2).

Mopt OnucaHue

LAN n " - ¥ LAM me]
Ethernet 1 : '
WAN noakniouerme (MocT) 1 1
Ethernet 2 o -
Ethernet 3 LAN nogxnioueHue #1 BEEE N m -
Ethernet 4 LAN nogxnioueHune #2 LN L2
) Cxema 3

MopTel 1, 2 M 3 06begUHEHBI B MOCTOBOE NOGKMHUYEHWE K NOKaNBHOM ceTh (LAN 1). MopT 4 ABNAETCA OTAENBHBIM
M3CNUPOBEHHBIM CETEBbIM MHTEp(eRcoM ANA NOSKNMKYEHNA K OTASNbHOW NoKansHol ceTk (LAN 2).

Mopt OnucaHue -
Ethernet 1 '-_Af : — ot
Ethernet 2 LAN nogrnioyeHmne #1 (MocT) . "_ _& =
Ethernet 3 (e ) C_)

Ethernet 4 LAN nogknwJyeHne #2 . .

PucyHok 2.7 — Mactep HacTponku. BbiGop cxemMbl ceTeBbIX NOPTOB 6€3 pe3epBMpOBaHUSA

Ins MINK210-PL gocTynHbI TpU CXeMbl CETEBbIX MOPTOB 6€3 pe3epBMPOBaHNS (CM. PUCYHOK 2.7):
1. Cxema Ne1

MopTtbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanHeHbl B MOCTOBOE MOAKITHOYEHME K JTOKAIbHOW CEeTH
(LAN).

MopT Ethernet 4 ncnonb3yertcs Kak oTAeNbHbLIA U30NMPOBAHHLIN CETEBOW UHTEpdenc Ans
nopkntoyeHus K rmobansHon cetn (WAN), 3alLMLLEHHbBIN MEXCETEBBIM 3KPAHOM.
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2 MacTep HacTponkm

2. Cxema No2

MopTbl Ethernet 1 n Ethernet 2 o6beanHeHbl B MOCTOBOE nofktoveHue K rmobansHon cetn (WAN),
3alMLLEHHOE MEXCeTeBbIM 3KPaHOM.

MopTel Ethernet 3 n Ethernet 4 aBnsatloTca oTaenNbHLIMY N30MMPOBAaHHLIMU CETEBBIMU MHTEPdENncamm
Ons nogknioveHus Kk nokansHbiM cetsim (LAN).

3. Cxema Ne3

MopTtbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanHeHbl B MOCTOBOE MNOAKITHOYEHME K JTOKAIbHOW CETH
(LAN).

MopT Ethernet 4 aBnseTcs oTAenNbHLIM 30NMPOBAHHLIM CETEBLIM MHTEPdENCOM ANA MOAKNIOYEHUS K
oTaenbHon nokansHow cetn (LAN).
@ ‘I‘IPEL‘IYI‘IPE)KD,EHVIE

Cxema 3 He NMeeT 3aLMLLEHHOIO MEXCETEBBIM 3KPaHOM NoAKMoYeHUs K rmobanbHon cetn (WAN).

Bbl6op cXeMbl CETEBbIX NOPTOE

Be3 pe3epBMpOBaHWA | C pe3epBUpOBaHWEM

() Cxema 4
MopTol 1 v 2 o6befMHERbI B MOCTOBOE NOAKTOUEHWE K NOKaNbHOM ceTh (LAN) ¢ BknoueHHbiM STP/RSTR MopT 3
WCMONbL3YETCA KaK OTAeNbHbIA M30NWPOBaHHbIA CeTeBol UHTepdeic 4NA NOAKNIOYEHHA K NOKanbHOA ceTu (LAN 2).
MopT 4 MCNONb2YeTCA KaK OTASNbHEIA M20NMPOBAHHBIA ceTeoi MHTepdeiic ANA COSAMHEHMA CO BTOPbIM
(pe3epeHbIM) MK,
Mept onucaHue
Ethernet 1 =

LAN nogknioyeHue #1 (MocT)
Ethernet 2 ar Iy

Ethernet 3 LAN nogknidyeHue #2
Ethernet 4 MogxknoyeHue peseperpoBaHun

() Cxemad

MopTel 1 ¥ 2 ofbegMHEHbl B MOCTOBOE NOGKITHUEHWE K NOKaNbHOA ceTH (LAN). MopT 3 Mcnonb3yeTcA Kak
OTAENbHBIA M30NMPOBAHHBIA CETEROM MHTepdelc ANA NOAKNIOYEHWA K NOKaNbHOW ceTk (LAN 2). MopT 4
MCMONB3YETCA Kak OTAeNbHbIA W30NWPOBAHHEIA CeTEBON UHTepRERC ANA COeAMHEHMA CO BTOPBIM (Pe3epBHBIM)

MK,
Mopt OonucaHue -
Ethernet 1 [ ] il .
LAN nogrnodeHue #1 (MoCT) . —
Ethernet 2 - -

Ethernet 3 LAN nogkntodeHue #2
Ethernet 4 MogknoJyeHue pesepevpoBaHua

PucyHok 2.8 — Mactep HacTponku. Bbibop cxemMbl ceTeBbIX MOPTOB C pe3epBUPOBaAHMEM

Ona NINK210-PL gocTynHbl ABE CXEMbl CETEBbLIX MOPTOB C pe3epBMpoBaHMEM (PUCYHOK 2.8):
1. Cxema Ne4
MopTel Ethernet 1 n Ethernet 2 06veanHeHbl B MocTOBOE noakntodeHue k nokansHon cetn (LAN 1) ¢

BkrtoveHHbIM STP/RSTP. MNopTt Ethernet 3 ncnonbsyercs kak oTAenNbHLIV U30NMPOBAHHbLIV CETEBOM
NHTepdenc Ana nogknoveHus k nokansHon cetu (LAN 2).

MopT Ethernet 4 ncnonbsyerca kak oTAeNbHbIA U30NMPOBAHHLIN CETEBOW UHTEpPdENC A4S coeanHEeHUs
¢ pesepsHbiM MJIK.

2. Cxema Ne5

MopTel Ethernet 1 n Ethernet 2 06vegnHeHbl B MOCTOBOE NoakntodeHue k nokanbHom cetu (LAN 1).
MopTt Ethernet 3 nucnonbayerca kak OTAENbHbLIV U30MNMPOBAHHBIN CETEBOW UHTEpPdENC Ans
noaKmnoyeHus K nokanbHom cetn (LAN 2).
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2 MacTep HacTponkm

MopT Ethernet 4 ncnonb3yetca kak oTAeNbHbLIM U30NMPOBAHHLIN CETEBOW UHTEpPdENC A4S coeanHEHUs
¢ pesepsHbiM MJIK.

@ NPEOYNPEXOEHUE
CxeMmbl 4 1 5 He UMEIOT 3aLLMLLEHHOTO MEXCETEBbLIM 3KPaHOM MOAKIIOYEHMS K robarnbHOM ceTu
(WAN).

2.6 KoHdurypaumsa ceteBbIX UHTepdencon

Ha gaHHOM Liare BbINOMHSETCS KOHUIypauusi CETeBbIX MHTEPENCOB B COOTBETCTBMM C BbIOPAHHOM CXEMOM
ceTeBbIX MOPTOB Ha npedblayliem ware (cM. pasgen 2.5). B 3aBMcMMOCTU OT BbIOpaHHOW CXeMbl CETEBbIX
MOPTOB, KaXAbl HACTpanBaeMbli UHTEPEENC MOXKET BbITb OAHOIO U3 CrieayoLwmnX TUMOB:

* moctoBoe LAN—noakntoveHme;
» moctoBoe WAN-MoOAKNIOYEHE;
* oTAenbHbIn nHTepdenc ana LAN—nogkntodeHus;

* oTAenbHbIN nHTepdenc ans WAN—nogkroyeHus.

HacTpoliku kaxxgoro ceteBoro MHTepdenca pacnonoXeHbl B OTAENbHOWN BKIaaKe:

MacTep HacTpoAKKn

KoHdurypaums ceteBbiX HHTepdeicos
v 1. [lobpo noxanoeaTb

J 2. fzbik

v naponb yerponcTea Mokasatb Bb\ﬁpaHHylﬂ CXemy
J 4. Xoct

J 5. [laTa v BpemMa

¥ 6. Boifop CxeMbl CETEBbIX NOPTOE Brumanue

Ecnu Bbl B HACTOALLEE BPEMSA MNOAKNHOUEHbI K Be6-UHTepd

* 7. KoHurypauma ceTeebix uHTephelicoe

CY Uepes 0WH U3 HacTpaueae
eT BbiTb NOTEpPAHO
nonb3ya USB RNDIS col

MbiX CETEBLIX NOPTOB, TO
Ky CETEBDBIX
EAWHEHME.

LAN nogxnoyeHue WAN nogknroyeHue

MpoTokon CTaTUYECKWi aapec A

IPv4-agpec 192.168.0.10

Macka ceTu IPv4 255.255.0.0 M

BrniounTb DHCP-cepeep

Mpenen appecoe DHCP 100
CTapToBbIA agpec DHCP 150

Bpemn apexapl agpeca DHCP 12h

Hazan MPUMEHUTE U NPOACIHNTL

PucyHok 2.9 — MacTep HacTponku. Hactporku ceteBbIX MHTepdencon

[nsa nHtepdericoB BCeEX TUNOB JOCTYMHbI CNeAyoLWne HaCTPOWKM:

* [MpoTokon — nNpoTokon nHTEpgenca.

BoamokeH BbIGOp 13 CrieayoLwmx NpoTOKOOB:
— Cratuveckuin appec — IP-agpec 1 macka NoaceT yKasblBaloTCs BPYYHYIO;
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2 MacTep HacTpownku

— KnueHt DHCP — IP-agpec 1 macka nogcetu HasHa4alTCca aBTOMaTUYECKN C UCNONb30BaHMEM
DHCP-npotokona.

* IPv4-appec — IP-agpec ceteBoro nHtepdenca ans IP-npotokona sepcun 4. [laHHasa HacTpoika
[OCTynHa Tornbko Npu Bbibope npotokorna CTtaTu4veckui agpec.

* Macka cetu IPv4 — macka noacetun ans IP-npotokona Bepcuu 4. [laHHasa HacTponka AOCTYyMNHa TOSbKO
npw Bbibope npoTokona CtaTuveckumn agpec.

* LlinpokoBelaTenbHbin IPv4-agpec — wunpokoBeLLaTensHbl agpec cety ang IP-npotokona Bepcum
4. lUnpokoBeLlaTenbHbIN agpec CETU MOXHO He yka3blBaTb (OCTaBUTb Mofe NycTbiM), Torga oH byaer
BbIYMCIEH aBTOMATMYECKM Ha OCHOBaHUK 3Ha4YeHun IP-agpeca n macku cetu. [laHHas HacTporika
[OCTynHa TornbKo Npu Beibope npotokorna CtaTu4yeckui agpec.

[na nHtepdencoB MmocToBbIX nogknoyveHnn (moctoBoe LAN 1 WAN nogkntodeHns) JOCTynHbl cnegyrowme
OONOSTHUTENbHbIE HACTPOWKM:

* Bepcusa STP/RSTP — Bepcus npoTtokona cBsa3Horo agepesa (Spanning Tree) anga mocra:
— RSTP — ucnonb3oBatb npotokon RSTP (Rapid Spanning Tree Protocol).
— STP — ncnonb3oBatb npoTtokon STP(Spanning Tree Protocol).
— OTKN4YeHO — PYHKLMM CBSIBHOIO AIepeBa OTKIOYEHbI.
|I| NMPUMEYAHUE
C 6onee nogpobHon nHgopmauueit 06 ncnonb3oaHmm yctponctaa MJ1K210 B cetax Ethernet ¢

noaaepxkon npotokonoB STP/RSTP MOXXHO 03HAaKOMUTBLCH B CMIPABOYHOM PYKOBOACTBE U
PYKOBOACTBE MNonb30BaTens.

Ona wHTepdernicoB nopkntodeHus k rnobanbHonm cetn WAN (mMocToBOoe unv OTAenbHbI MHTEpPdeENc)
OOCTYNHbI CneayoLme JONOMHUTENbHbIE HACTPOMKK:

* IPv4-appec wnt3a — IP-agpec wnto3a ans IP-npotokona sBepcumn 4. [laHHasa HacTponka 4OCTynHa
TONbLKO Npu BeIbope npoTokona «CTaTuieckuii agpecy.

* Ucnonb3oBatb cob6cTBeHHbIe DNS-cepBepa — HacTpolrika NO3BOMSET Yka3aTb COGCTBEHHbIE aapeca
DNS-cepBepoB 4151 [AaHHOrO CETEBOrO MHTEpdeca.

Onsa vHTepdpericoB nogkntoveHuns K nokaneHon cetu LAN (MOCTOBOE mnu oTaenbHbIn MHTepdenc) AoCTynHa
BO3MOXHOCTb BkntoyeHna DHCP-cepBepa, koTopas npeactaBneHa CcregylwumMu  OOMONHUTENbHBIMA
HacTpovkaMu (gaHHble HACTPOWKN OOCTYMHbI TOMNBKO Npu Bbibope npoTtokona CTaTuyecknn agpec):

* Bknounts DHCP-cepBep — Bkntovaet cnyxby DHCP-cepBepa Ha ceTeBoM uHTEpdence.

* Mpepen agpecoB DHCP — makcumarnbHoe KonnyecTBO afpecoB, BuigaBaeMbix B apeHay DHCP-
cepBepom. [laHHas HacTpovika AOCTYyMHa, TONbKO ecnu BeibpaHa onuusa Bkntounts DHCP-cepBep.

» CtaptoBbIit agpec DHCP — HavanbHbIl agpec apeHabl. [laHHas HacTporika AOCTYMNHa, TONbKO eCriu
BblOpaHa onumsa Bknrounte DHCP-cepBep.

* Bpems apeHabl agpeca DHCP — Bpems ncTedeHnsi cpoka apeHabl apeHaoBaHHbIX apecoB.
MuHuMmaneHoe 3HavyeHne — 2 MuHyThl (120 cekyHa). [JaHHast HACTporika OOCTYMHA, TONMbKO eCcrv
BblOpaHa onumsa Bknounte DHCP-cepBep.

|I| NMPUMEYAHUE

CnenyeTt NOMHUTbL, YTO €CNW NOAKINIOYEHNE K BEG-NHTEPMENCY BbINOMHAETCA Yepes OAMH 13
HacTpaMBaeMbIX CETEBbIX MOPTOB, TO NOCne HaxaTusa kHonku [lanee nogkntoyeHne K Beb-nHTepdency
MOXET ObITb NOTEPSHO.

HacTtpoliky ceTeBbIX HTEpdENCcoB Yepes Be6-UHTepdENC peKOMEHAYETCS BbINOMHATL, UCNOMNb3YS
USB RNDIS-coeauHeHue.
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2 MacTep HacTpownku

2.7 Hactpowku SSH

Ha paHHOM wWare macTtepa HaCTPOWKM BbLINOMHAETCS HacTpoVka napaMeTpoB AOCTyna K YCTPOWCTBY C
ncnonb3oBaHmemMm SSH-npotokona (cM. pucyHok 2.10).

MacTep HacTpoOMKKn HacTpoiku SSH

Brnwounte SSH-cepeep [V

Mopr 22

+ 8. HacTtpoika
* 9. HacTpoiikn SSH Pa3pewnTb NONb3OBATENIO «f00t» BXOA NO Naponio [

SSH wnioum

HeT ny6nnuHbiIx Kntouei

JoGaBuTb KNOY

PucyHok 2.10 — Mactep HacTpounku. Hactponka SSH

Hactpoiika Bkniountb SSH-cepBep npenHasHayeHa AN BKIOYEHWS UM OTKMHOMEHWUST aBTOMaTUYeCcKOro
3anycka cny6bl SSH-cepBepa npu 3anycke cucTemsl.

|I| NMPUMEYAHUE

Mpn HeobxogMMocTy oTKMoYeHUs cryk6bl SSH-cepBepa pekomMeHayeTCsl BbINOMHUTL PYYHYHO
HacTpoukKy cepBepa Dropbear.

Homep TCP-nopTta, Ha koTopom ByaeT 3anyuieHa cnyxb6a SSH-cepBepa ykasbiBaetcsa B none Moprt.

HacTtpovika Pa3pewnTtb nonb3oBaTtesnto root BXog No naposiko onpefenser BO3MOXHOCTb aBTopu3aumm
NCMNonb3oBaHNWEM Napons npu nopknoydeHun 4Yepe3 SSH. Ecnv gaHHasi HacTpoyika OTKIYeHa, To
aBTOpU3auusa No naponio Ans nonb3oBaTtend root 6yaer oTkniodeHa. Torga Bxod B cuctemy uvepes SSH
BO3MOXEH TONbKO C Ucnonb3oBaHuem SSH-kntoyew (cm. pasgen 2.7.1).
El NMPUMEYAHUE
B panbHenwem HacTpoviku cnyxbbel SSH-cepBepa MoXHO n3aMeHnTb Ha Bknaake JocTyn no SSH
CTpaHuLbl YNpaBneHue nyHKTa rmaBHoro meHio Cuctema (cm. pasgen 4.3.2), a ynpaeneHue SSH-
Knoyamum — Ha Bkragke SSH—kmoum 1ol e cTpaHuupl.

2.7.1 SSH-knoumn

B nogpasgene Hactpoek SSH SSH knoum MoxHO 400aBUTL O4MH UM HECKONbKO NyonuyHbix SSH-kmoyen.
O SSH-knoum ByayT Mcnonb3oBaHbl NS BbIMONTHEHNS aBTOpPU3aLnn.

Onsa pobaBneHWss HOBOrO NyGNMYHOrO Kitoya HeobxoaMMo BCTaBWUTb CTPOKY nybrnunyHoro SSH-kniova wnu
nepetawmTb «.pub» dann B none BBoAa Krtova U HaxaTtb KHOMNKY [lo6aBuTb. YcnewHo gobasneHHbin SSH-
Knto4 6yaeT oTobpaXkéH Ha CTpaHuLe, Kak NokasaHo Ha pucyHke 2.11.
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2 MacTep HacTponkm

SSH knroum

yonuuHele SSH knouW NOIBOAAKT BEINONHATE GecnaponkHeii

SH exog ¢ Gonswum ypoeHem be

SH knroua unu nepetawure .p

1 N0 CPaBHEHWH C NCNONE30BAHWEM BXOL43 N0 Naponw Yrobel 3arpyanTe

HOBbIIT MyBnuuHblil SSH kniou, BoTaBeTe CTpoKy thaiin B None BEOAA KNHOUA

test@test.local
RSA, 2048 Gur x
AAARR3NzaClyc2ERARRRDAQARAAARAQCIO. SPtdlEghE2ZKZT+I0PWnxcE/qwEgTwMOoCr

LobBaenTe Koy

PucyHok 2.11 — MacTtep HacTpouku. [lo6aBneHue SSH-knrouen

Ons yoaneHnss [oGaBneHHOro kntoya HeoOXOQMMO HaxaTb KHOMKY C KpacHbIM KPEeCTMKOM crpaBa ot
UHpopmaumm o kntove. lNpu aTom Byoetr oTobpaxeHOo BCMMbIBalOLLEE OKHO C 3arnpocoM MOATBEpPXAEeHUS
yoaneHua Kn4a, Kak noka3aHo Ha pUCYHKe:

Ypanutb KNy
Bbl AeACTBUTENbHO XOTUTE yAanuTb cnegyrowuin SSH knoy?

ssh-rsa
ARRAB3NzaClyc2EARAADAQABAAABAQCHHZKOX 3nNiKHShS+fr INFWCRX70UTMP1+wINOShHpLaXeQnNLPmivpOcR1ah01VCYh2H/ul
/92UTBXWb78CcSAPVvZbg8yiHIMaDdUgafE4agyVSrNdF8ZJzYR4A1CealZEaXEOUeTVZquWSihAofl luxH
/vhDs/03xMVh223YEeWebqI kBFSI4XA0IBC1V+e3Z50whXYNSFPEYFQS9fhOnK4T4+eyFhdKol 6t 7TxAHON2hIIOYq

/Y¥gSoleuR4ve 6wnMDSUJPOWLIVEYU ] rSMM3GSFAZV2t0g65K0ACzxGP1Hka5mz08xKicFcIJLCge QFQREWhdXxGEF1I5i1wWn8ZR
rootfplc210

OTMeHa

PucyHok 2.12 — Mactep HacTpouku. NoaTBepxaeHue yaaneHus SSH knroua

2.8 Hactpowuku FTP

Ha paHHOM ware MacTepa HaCTPOWKM BbINOSMHSAETCS HacTpolka napameTtpoB FTP-cepeepa (cm.
pucyHok 2.13).

MacTep HacTpolKKn
Hactpoiikn FTP

+ 1. Jo6po noxanoeartb

v 2. A3bik

v 3.Naponb ycTpoicTea

v 4. Xoct

+ 5. [laTa v BpeMA

¥ 6. BolBOp CXeMbl CETEBLIX NOPTOR

v 7. KoHdurypauma ceTeebix wHTepeiicos
¥ 8. HacTpoiiku SSH IMA NONb30BATENA ANA 4OCTYNa K FTP-cepsepy. He MOXKET BbiTh
* 9. HacTpoiku FTP SMEHEHO

10. KoHgmrypauma Mex

BrnouuTb cnyxby FTP

MmA nonbzoeaTens ftp

Mapont »

[LomawHwil kaTanor {mnt/ufs/home/ftp/in hd

Hasap MpAMEHWTE W NPOAOIDKHATL

PucyHok 2.13 — Mactep HacTpounku. Hactponka FTP

HacTtpovika Bknountb cnyx6y FTP npegHasHavyeHa Ons BKIHOYEHWS UKW OTKITHOYEHUS aBTOMAaTU4eCcKoro
3anycka cnyx6el FTP-cepBepa npu 3anycke cuctemsl.

Mmsa nonb3oBatensa ons OocTtyna K cogepxmnmMmomy FTP-cepBepa YKa3aHo B norne Uma nonb3oBaTtens u He
MOXET ObITb N3MEHEHO. I'Iaponb 0114 NoNb30BaTenA ykadblBaeTCA B none I'Iaponb.

B Bbinagatowem crnucke [lomalwHum Katanor BbibupaeTcs nyTb K goMallHemy katanory FTP-cepsepa.
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II' NMPUMEYAHUE

B manbHenwem HacTponkm crnyxobl FTP-cepBepa MOXHO n3MeHnTb Ha cTpaHuue FTP pasgena

rmaBHOro MeHto Cnyx6bl (cM. pasgen 6.6).

2.9 KoHdpurypaumsa mexceteBoro aKkpaHa

Ha paHHOM wware macTtepa HaCTp0I7IKVI BbIMOJIHAETCA HaCTpOVIKa npasuit MexXceteBoro 3KpaHa Aand

nogkntoyeHmns k rmobansHomn cetn (WAN).

B Tom cny4ae, ecnu npu BbINOJTHEHNN HaCTpOIZKM Obina Bbl6paHa CXeMa ceTeBbIX MoOPTOB ©6e3 nogkrnoyeHns K

rnobansHon cetn (WAN), HaCTPOMKM MEXCETEBOro aKkpaHa ByayT He AOCTYMHbI:

MacTep HacTpONKKn

KoHpurypauua MeXceTeBoro aKpaHa
v 1. [o6po nomanoeaTb

v 2. A3k
v 3. Maponb ycTpoicTea

+ 4. XocT

+ 5. lata n BpeMA MCnone3osaHnA WAN nogknioyeHnn.

KoH(UrypaLma Npaenn MeXCETEBOTO IKPaHa He TpefyeToA, TaK KaK BbiBpaHa CXeMa CETEBbIX NOPTOB YCTPOACTBEa Ge3

+ 6. BbiGop cxembl CETEBLIX NOPTOB

+ 7. KoHurypauma ceTeebix MHTepdeiicos
+ 8. HacTpoiiku SSH

¥ 9. HacTpoiiku FTP

» 10. KoHdurypauma MexceTeBoro sKkpaHa

PucyHok 2.14 — MacTtep HacTpouku. HacTponka mexceTteBoro akpaHa 6e3 nogkntoyeHusi K WAN

[nsa cxembl ceTeBbIX MOPTOB C MoAkmno4eHnemM K rmobansHor cetn (WAN) HacTpoOrKn MeXCeTeBOro aKpaHa

AN gaHHoro wara 6yayT BbIrMAAeTb Tak, kKak NokasaHo Ha pucyHke 2.15.

MacTep HacTpolKK

KoHturypaLua MeceTeBoro sKpaHa
v 1. fobpo noxanoearb

+ 2. 93bIK 3AeChb Bbl MOMETE BbINONHWTE KOHGUIYDALKMIO NPaBKuI MEXCETEBOID 3KPaHa ANA

¥ 3.Maponb ycTpoiicTea - AM U3 rnotanorow cetw (WA
J 4. XocT
v 5. [lata u BpemsA

Be6-uHTeppeiic LuCl

¥ 6. BbiGOp CXeMbl CETEBbIX MOPTOR 23PEeIMTb UKW 3aNPeTHTb A0C k seG-uHTepdeicy LuCl ua rmobanbHoM ceTr

V' 7. KoHbWrypauwA ceTeebix uHTepdeiicos
v 8. HacTpoiikk SSH
v 9. HacTpoiikn FTP

» 10. KoHdurypauma MemceTeBoro akpaHa HTTP Secure

06wme cny»6bl M NPOTOKObI

BezonacHbii shell (SSH)

File Transfer Protocol (FTP) [

HacTpoiika gocTyna no nonesbiM npoTokonam Ana MonuroHa

ModBus TCP [

Monuron OPCUA 7]

PucyHok 2.15 — MacTtep HacTpomnku. HacTponka mexxceTeBoro akpaHa ¢ nogknodyeHmem kK WAN
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2 MacTep HacTpownku

Kaxaast HacTpolka no3BonsieT OTKpbITb AocTyn u3 rmobansHor cetn (WAN) k onpegenéHHbim cryxx6am (ecnm
HacTpoWKa BKIOYeHa — AOCTYN pa3peLLéH, eCnu BbIKIKYeHa — OCTYN 3anpeLyéH):

* HTTP — pocTtyn k Be6-untepdency LuCl no npotokony HTTP (no ymonyaHuio TCP-nopt 80).

* HTTP Secure — goctyn k Beb-uHtepdency LuCl no npotokony HTTPS (no ymonuyanuto TCP-nopt
443).

» Secure Shell (SSH) — goctyn k ycTponcTsy no npotokony SSH (no ymonyaxuto TCP-nopt 22).

* File Transfer Protocol (FTP) — goctyn k yctponctsy no npotokony FTP (no ymonuanuio TCP-nopThl
211 10050-10100).

* ModBus TCP — goctyn k ModBus TCP unHtepdeiicy MNMonuroH (no ymonyaxuto TCP-nopt 502).

* Monuron OPC UA — goctyn k OPC UA nHTepdeiicy MonuroH (no ymonyanuio TCP/UDP-nopt 4840).

NMPUMEYAHUE
B panbHenwem HaCTPOVKN MEXCETEBOIO 3KpaHa MOXHO U3MEHUTb Ha cTpaHuue MexceTeBomn akpaH
pasgena rnmasHoro MmeHio CeTb (CM. pasgen 7.5).

(D NPEOYNPEXOEHUE
JTioBble oTKpbITbIE MOPThI BO BHELLHIOW (rMobanbHyto) ceTb MOryT NpeacTaBnsaTb CEPbE3HYIO Yrpo3y
BesonacHocT.

OTKpblBast BO BHELLHIOKW ceTb A0CTyn kK Beb-nHTepdericy LUCl no npotokonam HTTP unn HTTPS,
cnepyet obsizaTenbHO No3aboTuTbCA 06 yCTaHOBKE CIOXHOMO Naponsi Ans Bxoga (cM. pasgen 2.2).

OTKpbIBas BO BHELLHIOW ceTb gocTyn K winHam OPC UA unun ModBus TCP, cnegyet noHMmarb, 4To
AaHHble cnyx0bl OyayT 4OCTYNHbI N0OOMY BO BHELLHEN ceTn 6e3 Kakon-nmbo aBTopmsaumm.

OTKpbIBas BO BHELLHIOW CETb AOCTYM Mo npoTokony SSH, cnenyet ob6s3aTenbHO No3aboTuTbCs 0
©e3onacHOM napore unu BKITKYNTbL aBTOPM3aLMIO TONbKO C UCMONb3oBaHneM SSH-kno4ven, To ecTb
3anpeTuTb BXOA4 N0 naponto (cMm. pasgen 2.7).

OTKpbIBas BO BHELLHIOW CETb A0CTYN Nno npoTokony FTP, cneayet o6s3aTenbHO No3aboTUTbCHa O
BesonacHoM napone (cMm. pasgen 2.8).
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3 CocTosiHME

3 CocTosiHMe

3.1 O630p

Ha ctpanunue O630p pasgena CoctosiHue oTobpaxaeTcs cBogHasi

ycTponcTea. BHewHnn Bua ctpaHmusl O630p nokasaH Ha pucyHke 3.1.

MHOpMaLMSA O TEKYLLEM COCTOSIHUU

¥ AETOOGHOBNEHHE BRITIOHEHD

CocToAHue ¥ plc2l@rk_12_polygon
S CocTtosAHue
MeKCETEBOI 3KpaH

Cucrema
MappyTbl
WmnA xocTa
Tpaf¥KK B peanbHoM Mogenb
BpEMEHN
CEpHItHBIR HoMER
YypHANbBI
ApXUTEKTYDA
Cuctema b BepcuA NpoLvBKku
MoK » BepcuA Agpa
aTa W BPEMA
Cnyxbol b A P
BpemA paboTbl
CeTb b

CpepnHAR 2arpyska

CTaTucTuka b
TpHYMHE NEPE3arpyaKK

BoliTH HanpaxeHue GaTapen 4acos
M3HOC BHYTPEHHEND HaKoNUTENA
Temnepatypa

KaHaN MUTaHuA 1

Kanan nutaHua 2

CocToAHue USB

CoCTORHWE MOHMCTOPOB

(OBHOBNEHWE NPOLWKMEKN

nnK
fAnpo MK

NueH3sum

OnepaTuBHas namaTb (RAM)

WcnonbzoBaHo

ple210rk_12_polygon
OWEN PLC210RK-12
136487231032520037
ARMvS Processor rev 0
plc210rk 3.6.0610.1024
4.19.206-rt87-rt-g030be1266c-tano4.1.18.17.1.0wen83.117
2024-06-18 12:14:12 40000
20,234 52m 30c
1.06, 0.54,0.37
MuTaHue

3079 MB (good)

0.0%

404 °C

TMoaknoueHo

He nofknoyeHo

He nogkntoyeHo

3apAmeHb

MocnegHan npowvexka

MonuraoH

profiLoggerLight, paCore, profiLegger, paIEC850, palEC104, paSync, paOwenl0, paOpcUA, paControls,

paModbus

184.00 MUE / 1.92 TWE (9%)

PucyHok 3.1 — CtpaHuua «O630p»

Ctpanuua O630p pasgeneHa Ha HECKONbKO NOApa3aeros:

* Cuctema (cm. pasgen 3.1.1);
* MNK (cm. pasgen 3.1.2);

* OnepatusHas namatb (RAM) (cm. pasgen 3.1.3);

» CocTosiHMe NopToB ceTeBbIx MHTepdencoB (cm. pasgen 3.1.4);

* CeTb (cM. pasgen 3.1.5);

* AktuBHble DHCP apeHabl (cMm. pasaen 3.1.6).
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3 CocTosiHME

3.1.1 NMoppaspen «Cucrema»

CucTtema
WMmA xocTa
Mogenb
CepyiHbIA HoMER
ADXMTEKTYPA
BepcuA NpolWWBKK
EBepcwA Agpa
Oata v epemA
Epema paboTol
CpepgHAA 3arpy3ka
MpuyKrHa nepesarpyaKu
HanpAmeHue GaTapen 4acoe
M2HOoC BHYTPEHHErD HaKonuTenA
Temnepatypa
KaHan nuTaHuA 1
KaHan nuTaHuA 2
CocToAHwe USE

COCTOAHWE WOHWCTOPOB

plc210rk
OWEN PLC210RK-12
136487230632323599
ARMvE Processorrev 0
plc210rk 2.5.0908.1242
4.19.206-rt87-rt-g030be1266c-tano2.1.18.17.1.omwen78.102
2023-10-10 12:48:33 +0300
Ou16m 27cC
2.61,2.30,1.47
MporpammHeli chpoc
3103 MB (good)
0.0% %
51.1°C
He nogkniJyeHo
MogknoueHo
He nogknmoJyeHo

3apameHbl

J':kHT'J-'EJ'Ibl-CIC_b NPoWKWEBKK

JocTynHa HoBaA BepcKkA: 3.1.5566.7788

PucyHok 3.2 — CocTtosinme. NMoapaspen «Cuctema»

B nogpasgene Cucrtema ctpaHuubl O630p (CM. pycyHOK 3.2) NpMBOQATCS OCHOBHbIE NApaMeTpbl CUCTEMBI:
* Umsa xocta — nmsa cuctemsl (MMe XocTa);
* Mopenb — mMofenb yCTPOWCTBa;
* CepunHbIN HOMEpP — CEPUINHbBIN HOMEP YCTPONCTBA;
* ApxuTeKTypa — MoJerb U apxuTekTypa npoueccopa;
* Bepcus npowmsku (tonbko ans MNJ1IK2xx) — Bepcus npoLumeky;
* Bepcusa appa — Bepcus agpa onepaumoHHON CUCTEMBI;
» [lata M Bpems — TeKyLUMe aaTta u BpeMms;
* Bpems paboTbl — Bpems paboTbl YCTPOMCTBA (C MOMEHTA BKINIOYEHUS);

» CpepHsA 3arpy3ka — TeKylume 3Ha4eHus1 cpegHen 3arpysku (load average, cpegHue 3HaveHusi 3a 1, 5
n 15 MuHyT);

* MpuunHa nepesarpysku — onucaHne NPUYMHLI NOCNEAHeN nepesarpysku;

» HanpsixkeHne 6aTapen 4acoB — 3HaYEHUE HaNpsXKeHUss GaTapemn YacoB (3Ha4YeHVEe N3MepPSIETCS NMpU
BKITOYEHWUW, farnee — OAMH pas3 B CYTKK);

* Temnepartypa (Tonbko ang MNMNK2xx) — 3HavyeHve gatyvka TeMneparypbl, yCTaHOBIEHHOIO Ha nnaTe
YCTPOWCTBA;

» Kanan nutanusa 1, Kanan nutanusa 2 (tonsko gns MNJjK2xx) — coctosHme nepsoro 1 BTOPOro KaHarnos
NUTaHNs;
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3 CocTosiHME

» CoctosiHne USB — cocTosiHne USB-nogknioveHust. B gaHHoM cTpoke oTobpaxaeTcs MHgopmauust o
ckopocTu nogkrntodéHHoro USB-ycTporncTBa (CM. pucyHokK 3.3), a Takke UHopmaLms o neperpyske no
TOKY, €Cfi1 OHa BO3HMKaET (CM. pUCYHOK 3.4).

Moaknto4eHo Low-speed yCTPOUCTBO

PucyHok 3.3 — CocTosiHue. NMoapaspen«Cucremar. UHcpopmauus o ckopocTu nogknroveHus USB-
ycTponcTBa

Mpeesiwenne noTpebnedya no Toky

PucyHok 3.4 — CocTtosiHue. NMoapasgen«Cucremar». UHdopmaumsa o neperpy3ske no Toky Ha USB-
MHTepdence

* CocTosiHUe MOHUCTOPOB — COCTOsIHUE 3apsaaa MoHUcTopoB Ans MNJ1K210-1x. Bo3MOXHble 3HaYeHuUs:
3apsKeHbl, paspsiKeHbl;

« AKTyanbHOCTb NPOLUMBKU — OTOOpakaeT Hanuyme 1 CCbirky Ha Goriee CBeXyo BEPCUIO BCTPOEHHOTO
MO npu HanU4MM TakoBOKW. AKTYanbHOCTb OTOBpaXkaeTCst TONbKO AN KOHTpOosiepa, NOAKITYEHHOTO K
CETU UHTEPHET;

* U3HOC BHYTpeHHero HakonuTens — cTeneHb N3Hoca BCTpoeHHow flash-namaTtn koHTponnepa B
npoueHTax.

3.1.2 Nopgpaspen «MK»

nnK
Agpo MNK Monnrox
NuueHanm profiLoggerLight, paCore, profiLogger, palEC850, palEC104, paSync, paOwen|O, paOpcUA, paControls,

paModbus

PucyHok 3.5 — CocTtosiHue. Moapasgen «MJK»

B nogpasgene MNK ctpaHuuybl 0630p (CM. pucyHoK 3.5) NpMBOANTCS criegyowas nHopmauus:
* Aapo MNINK — HanmeHoBaHue ucnonb3yemoro gapa MJK;

* JInueH3nn — CNNCOK aKTUBHbIX Krtoven ons pa6OTbI ¢ bnbnuotekamm MonumroH.

é BHUMAHUE
Mpun pacwmpeHun nuueH3nm runtime cNMCok NULEeH3un Ha ctpaHuue O630p 0OHOBUTCA TOMNBKO NOCHe
3anycka Ha KoHTpornnepe npunoxeHus ¢ briokom OwenHWInfo 13 6ubnunotekn paOwenlO.

3.1.3 Noppasnen «OnepaTnBHas namatb (RAM)»
B nogpasnene OnepatuBHas namatb (RAM) ctpaHuusl O630p npmBoauTCca UHOpMaumsi O 3aHATOWN U

cBobOAHOW OnepaTMBHOM NamMATN YCTPOMCTBA B BUAE LUKanbl, Kak MOKa3aHo Ha pUCyHke 3.6.

CeofogHo 184800 kb / 250384 kb (T3%)

PucyHok 3.6 — CocTosiHue. Noppasaen «OnepatusHasa namatb (RAM)»
3.1.4 NMoppaspen «CocTosiHME NOPTOB CeTeBbIX UHTepdencoB»

B nogpasgene CoctosiHme nNopToB ceTeBbIX UHTepdencoB cTpaHuubl O630p NPUBOONTCS CMMCOK BCEX
NMOpPTOB CETEBLIX MHTEP(ENCOB B BUAE Tabnuubl (CM. pUcyHoK 3.7).
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CocToAHue
NoAKNKYeHHA

Mua u MAC-apgpec

Ethernet 1
42:6C:4C
Ethernet 2 m 100 Méur/c,
[42:6C:4E NOAHEIA AyNnekc
Ethernet 3 m 100 Mbur/c,
42:6C:4F : NORHLIA Aynnekc
Ethernet 4 m 100 Meut/c,
:42:6C:4D s NORHLIA Aynnekc
USB RNDIS MogknkyeHo

<

48:6F-73:74:50:43

Wurepdeiic

swipl

swip2

swipd

eth1 (WWAN)

usb0 (USB0)

B coctaee
mocTa

br-lan (LAN),

nopt 1

br-lan (LAN),

nopr 2

br-lan (LAN),

nopr 3

30HEI MEXCETEEOTO

JKpaHa

lan

lan

lan

wan

Mony4enune
(RX)

9.90 MB
(213640 nareTos)

7.71 MB
(167581 nareTor)

139.88 MB
(616094 nareTor)

24.29 MB
(328930 naretos)

Mepepna4a (TX)

4.98 MB
(17170 naketos)

318 b
(6 nakeToB)

511.68 KB
(4741 naketos)

55.44 MB
(323294 naketog)

PucyHok 3.7 — CocTtosinme. NMoapaspen «CocTtosiHME NOPTOB ceTeBbIX UHTEpPthencoB»

Kaxxgas ctpoka Tabnuubl COOTBETCTBYET OfHOMY U3MYecKoMYy ceTeBoMy UHTepdency. B Tabnuue ectb

cneayoLwme ctonbub:

* Uma n MAC-appec — nms cetesoro nopta 1 MAC-agpec guamnyeckoro nHtepderica nopra;

» CocTosiHMe NOAKITIOYEHUS — TeKyLllee COCTOSHNE NOAKI0YEHMS CETEBOIo MHTepderica. Takke
oTobparkaeTcst MHpopMaLmsi O CKOPOCTU M AynreKce NOAKIMIOYEHNs, ecnn Takas nHdopmaums
[OCTyrMHa Ansg AaHHoro nHtepdeica.

HononHutensHO B JaHHOM cTonGLe oTobpaXaeTcsa MKOHKa, KoTopasi onpeaenseT TUM 1 Tekyllee

COCTOsAHME MOOKITHOYEeHUA.

Bo3MOXHbIE TUNbI 1 COCTOSAHUSA MOAKMOYEHNI npmneBeaeHbl B Tabnuue 3.1.

Tabnuua 3.1 — UKOHKM TUMOB N COCTOSIHUM NOAKNIOYEHUN NOPTOB CeTeBbIX UHTEPdEencoB

Twvn noaknoyeHus

CocTosiHMe noaknyeHus

OTKno4YeHo

He nogkntovyeHo

MopaknrovyeHo

lMpoBogHOe noaknyeHne

BecnposogHoe Wi-Fi-
noakntoYeHne

BecnposogHoe LTE/3G/2G
nogkntoveHne

USB RNDIS-noaknto4yeHue

VPN-nogkntoyeHue

PPP-nogkntoyeHne

“o D | Ub B )| E

“oD| Uy )| E

* UHTepdennc— nms cnctemHoro ceTeBoro nHtepdenca nopra. B ckobkax ykasbiBaeTcs UMsi
BMPTyarnbHOro CETEBOrO MHTEpderica, K KOTOPOMY NPUBSA3aH CUCTEMHBIN CETEBOWN MHTEPMENC (ecrnu
ecTb). [1py HaxxaTuM Ha UMS BUPTYanbHOro MHTEpdenca Npon3onaéT nepexos K CTpaHuLLe HaCTPOMKK
COOTBETCTBYIOLLIEro ceTeBOro nHTepderica (cM. pasgen 7.1.1).
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3 CocTosiHME

* B coctaBe MmocTa — MMSA CUCTEMHOIO CETEBOIO MHTEPdenca MOCTa, B KOTOPLIN BKIMIOYEH AaHHbIN NOPT.
B ckobkax ykasblBaeTcsi UMsi BUPTYarbHOro CETEBOIO MHTepderica, K KOTOPOMY NPUBSA3aH CUCTEMHBIN
ceTeBoun nHTepdenc (ecnu ectsb). MNpu HaXXaTun Ha UM BUPTyansHOro nHTepderica Nnpon3onaéT
nepexopn K CTpaHuue HaCTPOMKM COOTBETCTBYIOLLIErO CETEBOIo MHTepderica (cM. pasgen 7.1.1).

* 30HbI MEXKCETEeBOro 3KpaHa — nepeyvmncrieHme BCex 30H MEXCETEBOro 3KpaHa, B KOTOPbIE BKITHOYEH
MHTepdeNnc;
* MonyyeHue (RX) — konuyectso 6anT 1 NakeToB, NPUHATLIX Yepes AaHHbIV HTepdenc;

» OTnpaeka (TX) — konuyecTBo 6aNT U NAKETOB, OTMNPABIEHHBLIX YEPE3 AAHHBIN MHTEPMENC.

3.1.5 NMoppaspen «CeTb»

B nogpasgene CeTb cTpaHuubl O630p npuBoauTcs MHGopMaums 06 OCHOBHbIX CETEBbIX MHTepdeicax B
Buae B6roKoB, Kak NokasaHo Ha pucyHke 3.8.

OcHoeHon IPv4

lNpotokon: Knuent DHCP
Appec: 192.168.0.58
Macka cetu: 255.255.255.0
Wnwz: 192.168.0.1

DNS 1: 192 168.0.1
WcrekaeT: Ou 9m 37c
Mogknioyen: 0y Om 23c

Yerpoicteo: Ethernet-anantep: "eth1”
MAC-agpec: :42:6C:4D

(=
o

AKTHBHEIE COBLNHEHWA 55 /16384 (0%)

PucyHok 3.8 — CoctosiHue. NMogpasgen «CeTb»
Kpome Toro, BHM3y nogpasgena CeTb oToOpa)aeTcsi Tekyllee M MaKCUMarbHO BO3MOXHOE KONMMYeCTBO
CeTeBbIX COeQUHEHUI B BUAE LLKanbI.
3.1.6 NMopgpaspen «AkTuBHble DHCP apeHAabi»

B nogpasgene AktuBHble DHCP apeHabl cTpaHuubl O630p npyvBoanTcs Tabnvua akTUBHbIX apeHO0BaHHbIX
DHCP-agpecos (cMm. pucyHok 3.9).

AKTHBHbIe DHCP apeHabl

Wmna xocTa IPvd-agpec MAC-agpec Ocraeweecn EpeMA apeHakl
hostname 172.16.0.233 :55:63:42 18y 37m 10c
PucyHok 3.9 — CocTtosiHue. NMoapasnen «AktuBHble DHCPapeHabi»
Kaxpgasi ctpoka Tabnuubl COOTBETCTBYET OOHOMY apeHAoBaHHOMY afpecy. Tabnuua umeeT criegywoime
cTonoupl:
* UMa xocTta — 1MSA XOCTa KNUeHTa, KOTOPOMY BblAaH aapec B apeHay;
* IPv4-appec — IPv4-agpec, BblAaHHbIN KITMEHTY B apeHay;
* MAC-agpec — annapatHbin MAC-agpec knueHTa, NonyyYnBLIEro agpec B apeHay;

* OcTaBleecs BpemMs apeHAbl — OCTaBLleecd BpeMA apeHdbl BblAAHHOIo aapeca.
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3 CocTosiHME

3.2 MexXceTeBOM 3KpaH

Ha ctpaHuue MexceTeBon 3KpaH pasgerna CoctosiHue oTobGpaXkaltoTCsa aKTMBHbIE MpaBuiia MEXCETEBOrO
akpaHa pana Bcex Tabnuy (Filter, NAT, Mangle) n ux uenoyek. BHewHWA BMAO CTpaHMUbl MOKas3aH Ha
pucyHke 3.10.

& plc210 - Mexcetesoii skpan - | X | + all - ©
&« c ® 172.16.0.1/cgi-bin/luci/admin/status/iptables e g + N D ® b =
L
“I'l:ll c AeTooOHOENEHHE BKNKYEHO
1
CocToAHHe ¥ plc210
Obaop
CocTofAHME MEeXCeTeBOoro SKpaHa
MexceTenoil skpaH
MapLupyTsi MesxceTesoi skpan |Pvd MexceTesoi akpaH IPvE
CHCTeMHEIR KypHan
CKPBITE MYCTBIE LLEN0YKH :} MepezanycTUTe MEXCETEBOMH IKpaH
HypHan Aagpa
Tabnuua: Filter
Ipauku B peansHom
BpEMeHN Lienouka INPUT (Monutuka: ACCEPT, 1410 MakeTsl, 107.38 KB Tpaduk)
Cucrema # naketoe  Tpadwmk  Haznauenue Mpor. B Bue MWcrounwk Hanpaenenwe Onuuu KoumeHntapui
MK » 185 K 9274KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0
Custom input
e k X o o _0.0.0/ 0.0.0/ )
Cryxbel b 17224 K 12.30 MB all 0.0.0.0/0 0.0.0.0/0 wule chain
Cero b 16872K 1205 MB  ACCEPT al * * 00000 00000 cistate
: ) T o RELATED,ESTABLISHED
Cratuctuka b
6 2B syn_flood tep * * 0.0.0.0/0  0.0.0.0/0 tep flags:0x17/0x02
Bllitti i
1.06 K 38.02KB  zone_lan_input  all lan * 0.0.0.0/0 0.0.0.0/0
105K 10527 KB zone wan_input all eth1 * 0.0.0.0/0 0.0.0.0/0
Llenouyka FORWARD (Nonutuka: DROP, 0 NakeTel, 0 B Tpacuk)
naketoe Tpadpuk HazHnavenne Mpor. B Bue MWctouynmk Hanpaenewwe Onuum Kommentapui
Custom
0 0B forwarding_rule all " " 0.0.00/0  0.0.0.0/0 - forwarding rule
chain
ctstate
2 2 /| /
0 0B ACCEPT all 0.0.0.0/0  0.0.0.0/0 RELATED ESTABLISHED
0 0B zone_lan_forward  all :M " 0.0.00/0  0.0.0.0/0
an
0 0B all eth1 * 0.0.00/0  00.0.0/0
0 0B all * * 0.0.0.0/0  0.0.0.0/0
Llenoyka OUTPUT (Nonutuka: ACCEFT, 528 MakeTsl, 21.12 KB Tpaduk)
naketoe Tpadmk HazHavenue Mpor. B Bre Wctounnk Hanpaenenwe Onuun KommeHntapui
185K  9274KB ACCEPT all * lo 0.0.0.0/0 0.0.0.0/0 y

PucyHok 3.10 — CtpaHuua «MexceTeBOMW 3KpaH»

[ns noHMMaHust aHHbIX Ha cTpaHuue MexceTeBoM 3KpaH PEKOMEHOYETCS O3HAaKOMUTBCS C JOKYMeHTaumen
K MexceTeBOMy akpaHy netfilter ansa sgep Linux n k yTunute ynpasneHnus iptables.
|I| NMPUMEYAHUE

YnpaensaTb MEXCETEBBIM 3KpaHOM (peaakTupoBaThb U 06aBnATb NpaBunia) MOXHO Ha cTpaHuue
MexceTteBoM 3kpaH pa3gena Cetb (cM. pasgen 7.5).

3.3 MapupyThbl

Ha ctpaHuue MapuwpyTtbl pasgena CocrtosiHMe oTobpaxatorcs Tekywme IPv4d un IPv6 Tabnuupbl
MapLpyTmsaummn. Takke Ha cTpaHuue npueedeHa Tekywas ARP-tabnuua (Tabnuua cootBetrctBua MAC-
agpecos IP-agpecam). BHewHun Bug ctpaHuubl MappyTbl nokasaH Ha pucyHke 3.11.
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& plc210 - MapwpyTel - LuCl x | + sl - -

&« c @ ® 172.16.0.1/cgi-bin/luci/admin/status/routes e w ¢ N @D ® B =

UBENM

]

CocToAHMe ¥ plc210

Ofaop

MapuwpyThl
MesxceTeBoii 3kpaH
Ha naHHom yCTpolicTBe aKTMEHL! CREfyHLLMe NpaBuna
MapLupyTsl
; ARP

CucTeMHeIR Ay pHan

HypHan Anpa IPv4-anpec MAC-anpec Hurepdeiic

lpadukn B peancHom 192.168.0.1 4C-82:5F wan

Bpemenn 172.16.0.233 -56:53:42 usb0
Cuctema ¥
MK »
Crybia b AxTuBHbIE |Pv4-MapwpyTbl
Cete ¥ Cetb HazHnaueHue IPvd-wnioa MeTtpuka Tabnuua
Cratnctuka » wan 0.0.0.0/0 192 168.0.1 0 main
BhiiTi ush0 172.16.0.016 - 0 main

wan 192.168.0.0/24 - 0 main

CeTb HazHauyeHue WeTouHuk MeTtpuka Tabnuua
usb0 f00::/8 256 local
(eth0) ff00::/8 256 local
lan ff00--/8 256 local
wan ff00::/8 256 local

IPv6 cocegu (neighbours)

IPv6-anpec MAC-anpec Wutepdenc

Powered by LuCl (Owen) / 2018.07

PucyHok 3.11 — CtpaHuua «MapwpyTbi»

NMPUMEYAHUE
III Ho6aBuTb ctatudeckume IPv4 nnn IPv6 mapLipyTbl MOXHO Ha cTpaHuue «MapLupyTei» pasgena «CeTb»
(cm. pasgen 7.4).

3.4 'pachukn B peanbHOM BpeMeHU
Ha ctpaHuue lpadmku B peanbHOM BpemeHu pasgena CocTosiHue oTobpaxatoTcs rpadvkn ans
HEKOTOPbIX CUCTEMHbIX NAPaMETPOB B pearibHOM BpEMEHMU:

* TekyLlada 3arpy3ka cucremsl (load average, cpegHue 3Hadvenus 3a 1, 5 n 15 MuHyT);

* TeKyLUne BXoOsALMIA U ncxoddamm Tpaduk ceTeBblX MHTEPGENCOB;

* Tekywmne aktnBHblie UDP 1 TCP coeguHeHust, BKIToYasi MOMHbIN CMIMCOK BCEX COEANHEHUN.

BHelwwHun Bug ctpanunubl Mpadmkn B peanbHOM BpeMeHU NS pasnnyHbIX rpacomMKoB NokasaH Ha pUCYHKax
HUXe.
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J‘plrj'lﬂ—(nmmm-hﬂ:l x|+ ~ - clEl
« = C &

L
(V) B & et v

Muis iocTa: pledll

o0 & 172.16.0.1/ogi- bin/lucifadmin/status/realtimefconnections = 3

CocToAKmE *

Ofiaop |
‘Jarpyasa I'I'pﬂ- | CoenuHeHHA
MesceTesol aKpaH

m 2m im
MBpILIpYTE
Tpagwxn @ peansHOM 75
BpesEHn
MypHans
a0
Cucrema b
nng »
L]
Cysain b
Cete b
CTAaTHCTAKS B (3 siaHyTHOR DHO, 3 COMYHOHDIA MHTapEAN)
BsiTH
upp: 52 Cpegwenn: 43 Mukosan: 68
TCP: 0 Cpaguam; 1 Muwoman: 6
Dpyrwe: 0 Cpepunm: 0 Nuiosan: 1
EMICUHTE PAIPSUSSHING HMEH
Ceta Nporokon HoTomsme Hanpannense Nepegasa

1PV upP 172.16.0.157:17500 172.16.255.255:1 7500 13.76 KE (77 naxeTos)
IPV4 unP 172.16.0.1:1740 172.16.0.1:1740 2.19 KE (56 naxeras)
IPV4 uppP 192.168.0.100:17500 192.166.0.255:17500 1.07 KE (% nakeTos)
IPV4 TCP 172.16.0.157:4421 172.16.0.1:80 970 B (5 NAKETOR)
IFv4 upp 192.168.0.35:30365 BEBES 546 b (4 nawaToR)
IPV4 unP 172.16.0.157:137 172.16.255.255:137 458 B (6 nakeTos)
IFV4 upp 192,168.0,100:137 192.168.0.255:137 468 B (6 naeton)
IPV4 upP 172.16.0.157:53892 172.16.0.1:53 425 B (6 NAKETOR)
P4 upp 172.16.0.157:50645 172160153 380 B (2 naweton)
IPV4 UDP 192.168.0.35:24371 192.168.0.1:53 350 6 (3 naweTos)
IPV4 upP 192.168.0.35:44848 B.B.BES53 352 B (4 NaKeToR)
1PV upP 192.168.0. 3544848 192.166.0.1:53 313 b (2 naweToR)
IPV4 unP 192.168.0.35:42798 192.168.0.1:53 208 E (2 nakeTos)
IFV4 uppP 192.168.0.35:24084 192.168.0.1:53 298 B (2 naweToB)
IPV4 uoP 172.16.0.157:54370 172.16.0.1:53 298 E (2 NAKETOR)
P4 upp 192.168.0. 35184608 192 168.0.1:53 298 B (2 nawaToR)

PucyHok 3.12 — CtpaHuua «pacdmku B peanbsHOM BpeMeHu». Mpacdmk akTMBHbIX COeANHEHUN
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@ plcib - Jarpyna - Lutl
e
VBN
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Odiacp
MesceTeaoR 3pan
MapLpyTsi

Mpadwkn & peancHom
BOEMEH

Blypean
CincTessa b
MNrg ¥
Crysofits #
Cetn ¥
CraTicTrka b

BiTw

X ple10- Tonpue: Luc!

M| G phc2iD . Cosganensaa - LuCl X+

m ﬂ 1T216.0.1 fegi-bin/lud/sdminfolatusrealtirme

Wi xocTa pla2ld

EUWEMITMKlm_

3m 2m
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.
050
arpyawa 38 1 meyTy; 152

Sarpyaca 3 § wimiyr: 070
Jarpyma 33 15 MEyT: 046

Cpapurm;  0.95
Cpegmns: 045
Cpagnrs; D37

(3 MUHYTHOR DKHD, 3 CRKYHIHBIA KTAREAN)

Mwngan
Flvincosan:

TS REAC

152
0.r

045

PucyHok 3.13 — CtpaHuua «'padmkn B peanbsHoMm BpemeHu». Mpacduk 3arpy3km

@ ple0 - Tpadw - Ll

X | @ platt-Conpmonn-Lul X | +

Bpupal; - 368 Gt/

{48 Bic)

Meunnuysl: 0 0u/c
(0Ec)

3.22 KowT/c
(412.52 B/c)

324,96 OuT/C
(4062 Bic)

“ - e ﬂ m H 1T2160.1 fegi-binfud,/ sdmin statusfreallimebandwidth Lt @ ﬁ‘ m,, m W‘ ﬂ =
-
mﬂ. S AITODGHOLNTHIE DENEFEHD
CocTorsme = W rocTa pla2lo
Odizop
‘Barpyaka | Tpadws: | CoeHHEHHA
MesETeaoR 3epan
brdan |ul|‘| lmmlm.ﬁlm.ﬂ‘-m
X BV |
Tpaduaxia & peanbHom Im m .
BpEMEHM
HypHanib B0 Ko (750 KEe)
Ciacressa b
UK 4000 i (500 Kidg)
Crysofie »
Cetn 2090 K (2 50 KRi)
CraTmcTaka b
Boifmm

(3 MusyTHOS OKHE, 3 CRRYHIHMEA KTRpaEN)

i an

75.77 KiiuTic
{5.47 KB/T)

9.50 KEWT/E
{119 KE/c)

PucyHok 3.14 — CtpaHuua «'padvku B peansHom BpemeHuy». pacduk Tpacmka mocta «br-lan»

3.5 XypHansbl

Ha ctpanuue XKypHanbl pasgena CoctosiHue otobpaxalTcs 3anmcu cneayowmux XypHaros:

* Bknagka XypHan sapa;

* BKNagka CMCTeMHbIN XypHan.
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3 CocTosiHME

UBEEH

CocToaHue ¥
06aop
MexceTeroi 3KpaH
MapuwpyThi

Ipaduky B peansHom
EpeMEHH

HypHans
CucTema b
MK »
CnyxGo ¥
CeTb b
CTaTucTHKa P

BbIATH

plc2lork

MpocMOTp XKypHanos

MypHan Agpa | CMCTeMHBIA XypHan | 3annaHupoBaHHble 3aaanud (cron) | Owencloud

OToGpamaTh No yEbiBaHWK BPEMEHK (NocnefHee ceepxy)

OTo6paMKaTh MPUOPHTETbI

12(7) || 14(26) || 30(2) || Info (504) || Notice (19) || Debug (131) || Error (25) || Warning (203)
OTo6pamaTh cToNBUbI:
Ne || Bpems || MpuopuTeT || CoobuieHne

DUAbTP 3annceil:

3anuck xypHana (917)

OuucTUT

NZ  Bpems MpuoputeT  Coobujesve
917 1764.862511 Info
916 1764.862082 Info
915 1764.86163@ Info
914 1764.861463 Info
913 1764.823821 Info
912 1433.e419%6 Info
911 1453.84124> Info
9le 1453.840742 Info
989 1453.@85283 Info
988 1452.945841 Info
987 1452.752834 Info
988 28.294152  Warning
985 28.294884 Error
oed 28.290824 Warning ttys4 -
983 28.290753 Error
982 27.288346 Info IPw6: ADDRCOMF(NETDEV_UP): usb@: link is not ready
981 27.865867 Info IPw6: ADDRCOMF(NETDEV_UP): usb@: link is not ready
oSee 27.26379 Info usb@: MAC 48:6f:73:74:58:43

899 27.263421 Info usb@: HOST MAC 42:61:64:55:53:42

898 27.846874 lWarning using random host ethernet address

IPv6: ADDRCONF(NETDEV_CHANGE): ethl: link becomes ready
IPv6: ADDRCONF(NETDEV_UP): ethl: link is not ready
rt183@4mb stmmac-@:8a ethl: Link is Up - 1@@Mbp
rt18384mb stmmac-8:@a ethl: configuring for phy/internal link mode
rtl83@4mb stmmac-@:@a ethl: Link is Down

android_work: sent uevent USB_ST. ONFIGURED

IPv6: ADDRCONF(NETDEV_CHANGE): usb@: link becomes ready
configfs-gadget gadget: high-speed config #1: ¢

android_work: sent uevent USB_STATE=CONMNECTED

dwc3 fcc@@@ed.dwc3: device reset

phy phy-fe8ad@@@.usb2-ph : charger = USB_CDP_CHARGER

ttyS3 - failed to request DMA, use interrupt mode

1 - flow contrel rx/tx

failed to request DMA, use interrupt mode

of_dma_request_slave_channel: dma-names property of node '/serizl@fecb@@8d’ missing or empty

of_dma_request_slave_channel: dma-names property of node '/serial@fe696e@@' missing or empty

OToBpakaTh No y6biBaHUIO BpeMeHU (NOCNeiHee CBEPXY)

OTO6paXaTh NPUOPUTETbI:
12(7) || 14(18) | 30(2)

OTo6paxarb cTonbupl:

Ne || Bpemsa | lpuoputeT

DUNbTp 3anuceit:

Info (315)

PucyHok 3.15 — Bknapgka «XKypHan sgpa»

Notice (77) || Debug (6) || Critical (1) || Warning (8) || Error (7)

CoofbLleHue

e

OYUCTUTb

PucyHok 3.16 — CtpaHuubl «XXypHanbi». 9neMeHTbl ynpaBrieHUs NpoCMOTPOM XypPHaroB

CTpaHnua Kaxgoro >KypHanma B BepxXHeW YacTu COoaepXuT obracTb Co crnegylowumy  3nemMeHTamm

ynpaBneHus:

* nepekntoyatens OTo6paxaTb No yobiBaHUIO BpeMeHU (nocriegHee cBepXxy) — No3BONSAET
NepeKnoYNTb PEXMM COPTUPOBKU 3anucein. MNpu BKIOYEHHOM NepekrnodaTtene 3anncu XypHana
oTobpaxaloTcs No yobiBaHMIO BPEMEHU perucTpaLmm, NoCneaHss 3anucb Bceraa ceepxy (pexumm
oTobpaxeHus Mo ymon4yaHuio). Ecnv nepekntoyarens BbIKITHOYEH, TO 3anMcn oTobpaxatoTcs no
BO3paCTaHWUIO BPEMEHW permcTpaunm, NocrnegHas 3anncb BCeraa CHu3y;

* kHornka OBGHOBUTb — BbIMOSHSAET NOBTOPHOE 4YTeHne 3anucemn s COOTBETCTBYHOLLEro XypHana C

0oBHOBMEHMeM 3anuceli B Tabnuie Ha cTpaHuLe,;

* KHomnka CKavaTb — MO3BOJISIET BbINOSIHUTL CKauMBaHue (haiina xypHarna B Tpebyemom ¢op- mate.

[ocTynHble bopmaTbl:

— RAW — npocTou TekcToBbIM hopmat (MCXoaHbIN hopmar);
— CSV — tekctoBbIN opmat CSV,;

— JSON — tekcTtoBbIi hopmat JSON.
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3 CocTosiHME

* KHOMKU-Nnepekn4yartenm 0T06pa)KaTb NPUOPUTETbl — NO3BOJNAKOT BKIMKOYUTb UIN BbIKITIOYUTDb
0T06pa>KeH|/|e 3anucemn onpeaerneHHbIX NpUopnuTeToB.,

* KHOMKK-Nepekn4vaTtenu 0T06pa)l(aTb CTONOLbI — MO3BOMSAIOT BKITHOUYUTL MU BbIKITHOYNTD

0T06pa)KeHV|e COOTBETCTBYHOLLUNX cTonbuoB B Tabnuue 3anvcen XypHana,

* none BBoaa (DVI.I'Ipr — NO3BONAET BbIMNONTHUTb d)MJ'IpraLI,I/IIO 0To6pa>|<aeMb|x 3anucen XypHana no

3afjaHHOMY LLIABMoHY;

* KHoMka OYNCTUTBb — KHOMKA OYUCTKM BBEOEHHOIO LWabnoHa cbvu'lepa B norne BBoAa «(DI/LI'Ipr».

3.5.1 XypHan sgpa

Ha ctpanuue XypHan sgpa pasgena CoctosiHMe oToOpakaeTcsi BbIBOA >KypHana sapa, B KOTOPbIA
3anucbiBaloTCa cooblueHus paboTbl sigpa Linux, HauMHas ¢ MOMeHTa 3arpy3ku. BHelwHuin BuA cTpaHuupbl

XypHan saapa nokasaH Ha pucyHke 3.17.

GBI

CocTosAHHe ¥ plczlerk

06z0p MpocMoTp KypHanos

MeXCETeE0H 3KpaH

JMypHan Anpa | CMCTeMHBIA XypHan | 3annaHvpoBaHHble 3apanus (cron) | Owencloud

MappyToi

padik B peanbHom

OToBpaxaTh Mo yEblBaHWE BpEeMeHU (MocnefHes cBepxy)

BPEMEHM
OTobpaxaTh NPUOPUTETHI:
HypHano! 12(7) || 14(26) || 30 (2) || Info (504) || Notice (19) || Debug (131) || Error (25) || Warning (203)
CucTema b OTobpaxaTh cTONGLbI:
N2 || Bpems || MpuopwteT || CooblieHne
nnK »
@UNbTP 3anncei:
Cnyx6bl P
CeTb F

3anucK xypHana (917)

QUHCTUTE

Cratuctuka »

Ne Bpemsa MpuopuTeT
BoiATu 917 1764.862511 Info

916 Info

915 Info

914 Info

913 Info

912 Info

911 Info

918 1453.642748 1Info

989 1453.805203 1Info
988 1452.945841 Info
927 1452.752034 Info
986 28.294152 MWarning
9es Error
9@4 Warning
983 Error
9e2 Info
9e1 Info
9ee Info
839 . Info
838 27.846374  Warning

Coofiw,eHue
IPvE: ADDRCONF(NETDEV_CHANGE): ethl: link becomes ready
TPy ADDRCONF(NETDEV_UP): ethl: link is not re

rt18304mb stmmac-8:0a ethl: Link is Up - 184l

1 - flow control rx/tx

rtl8384mb stmmac-8:8a ethl: configuring for
rt18304mb stmmac-8:@a ethl: Link is Down
android_work: sent uevent USB_STATE=CONFIGURED

IPv ADDRCONF (NETDEV_CHANGE): usb@: link becomes ready

configfs-gadget gadget: high-speed

phy/internal link mode

onfig #1: ¢
-CONNECTED

rk: sent uevent USB_STAT
008.dwc3: device reset

hy.1: charger = USB_CDP_CHARGER
ttyS3 - failed to reguest

y-feBagaes. u:

A, use interrupt mode

of_dma_request_slave_channel: dma-names property o

ttyS4 - failed to request A, use interrupt mo

of_dma_request_slave_channel: dma-names property of node '/sericl@fef98888' missing or empty

IPvG: ADDRCONF(METDEV_UP): usb@: link is not ready
. ADDRCONF(NETDEV_UP): usb@: link is not ready

\C 48:67:73:74:58:43

HOST MAC 42:61:64:55:53:42

using random host ethernet address

f node '/serial@fecb@oed" missing or empty

PucyHok 3.17 — CtpaHuua «XypHan sgpa»

OCHOBHbIM OTNMYMEM XypHana agpa OT CUCTEMHOIo XypHala ABNAeTCA TO, YTO B XypHane Agpa He

perncTpupyoTcs Kakme-nnbo cobbiTUsa OT NPUMOXKEHUN 1 CY>KO yPOBHSA NONb3oBaTens.

3.5.2 CucTteMHbIN XXypHan

Ha cTpaHuue CuctemHbIN XypHan pasgena CoctosiHMe oToOpaXkaeTcs BbIBOA CUCTEMHOIO XypHana, B
KOTOpbIV 3anucbiBaloTca Bce cobbITMA sapa Linux, NpunoXeHun u cnyxo, 3anyLlweHHbIX B cucteme. BHeLwHui
BUA CTpaHuLbl CUCTEMHbIN XXypHan rnokasaH Ha pucyHke 3.18.
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OIBIEH

CocTOAHHE ¥ plc2lerk

O6aop MpocMoTp XypHanos 53

MemceTeBoi 3KkpaH ~
JKypHan Agpa | CMCTEMHBIRA MypHan | 3annaHupoBaHHble 3adanus (cron) | Owencloud

MapLpyTol
TpadMku B peancHoM OTofpamaTs No yORIBAHMIO BPEMEHN (NOCNEgHes CBEDXY) Ckauats (RAW) B
BpemMeHn
OTo6pamaTh NPHOPUTETLI:
Hypans! OToGpamaTs cTonGUs!
CucTema b |£H BpemeHHasa meTka || Ter H MpuopuTeT || CoobuieHue |
MK » DUNLTD 2aNUCEi:
CyxGbl b
3anucu XypHana (0)
CeTb b
N2 BpemenHaa Ter [MpuoputeT CooblieHne
Ctatuctuka b MeTKa
BriAtn MypHan He cofepxuT 3anvced

PucyHok 3.18 — CtpaHuua «CMCTEMHbIN XXypHan»
3.5.3 3annaHupoBaHHbIe 3apgaHus (cron)

Ha cTpaHuue 3annaHupoBaHHble 3agaHuA (cron) pasgena CocTosiHue oTobpaxkaeTcsl BbIBOA XXypHana, B
KOTOPbIN 3anucbiBaloTCA UHGOpMaums o paboTe nnaHMpoBLUMKaX 3adad cron. BHelwHwui BuAg cTpaHuubl
3annaHupoBaHHble 3agaHus (cron) NokasaH Ha pUCyHKe:

.

wosap MpOCMOTP KypHanoB b2

MeXCETeB0i 3KpaK -
JypHan agpa | CMCTEMHBIA XypHan | 3annaHupoBaHHble 3agauua (cron) | Owencloud

MapipyTol
Mpaduku B peanttom B OToGpamaTh No YOLIBAHWKD BPEMEHH (NOCNEOHES CEEpXY) Ckauatb (RAW) ‘ -
BpeMeHHn
OTOGPEKaTh NPUOPUTETEI:
HypHans! | Info (683) H Notice (93) H Debug (148) H Warning (25) || Error (67) \
CucTema b Otobpamatb cTonbubl:
| Ne || Bpemennas metka || Ter || Mpuoputer || Kateropus || Coobwenme |
MK » — —
DUNLTP 2aMUCEi
CnyxSbl »
Ceto b 3anucw wypHana (739)
CTaTucTika P N2 BpeMmeHHan MeTKa Ter MpuopuTeT KaTeropus CoobuieHue -
Boli 739 93.86.2024 96:88:81 (ROND[12875] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
BIMTH
738 93.86.2024 06:86:81 (CROND[12854] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
737 93.86.20824 86:084:81 C(ROND[12834] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
736 93.86.2024 06:82:81 (CROND[11986] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
735 ©3.86.2024 06:81:01 C(ROND[11281] Info cron (root) CMD (cd / && run-parts /etc/cron.hourly)
734 93.86.2924 96:89:81 CROND[11981] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
733 ©3.086.2024 85:58:81 CROND[11933] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
732 93.86.2924 ©5:56:81 CROND[11911] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
731 93.86.20824 @5:54:81 (CROND[118%8] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
738 93.86.2024 05:52:81 C(ROND[11842] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
729 93.86.20824 05:52:81 CROND[11822] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
728 ©3.86.2024 05:48:01 C(ROND[11791] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
727 93.86.2924 95:46:81 CROND[11771] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
726 ©3.86.2024 @5:44:81 CROND[11751] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
725 93.86.2924 ©95:42:81 CROND[11726] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
724 93.86.2024 05:42:81 CROND[11673] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
723 93.96.2024 05:38:01 C(ROND[11648] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
722 93.86.2024 @5:36:81 CROND[11623] Info cron (root) CMD (retc/init.d/sysfixtime hctosys)
721 93.86.2024 05:34:81 C(ROND[11687] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
720 93.86.2924 ©95:32:81 CROND[11585] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys) -

PucyHok 3.19 — CtpaHuua «3annaHMpoBaHHble 3agaHus (cron)»
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4 Cucrtema

4 Cucrtema

4.1 OOGwme HACTPOMKH
O6Lwwwme HacTpoKikn cucteMbl pasMeLLleHbl Ha cTpaHuue O6wme HacTponkmu pasgena Cucrema v pasgerneHol
Ha HEeCKONbKO BKNaAoK:

« XocT;

* )KypHanvpoBaHue;

* A3bIK;

 [lononHuTenbHbIEe.

BHewHun Bug ctpaHnubl Cuctema nokasaH Ha pucyHke 4.1.

& plc210 - OBLwme HacTpoiik - | X |+ ~ - O
& Cc @ ® 172.16.0.1/cgi-bin/luci/admin/system/system see Pg vy InNn@DO ® B =
| |
OBI:H
CocroaHue b plc210
Cucrema +

O06LWMe HaCTPOWKK CUCTEMDbI
OB ke HacTpoiikn
3,193!: Bbl MOX¥eTe HAaCTPOUTE OCHOBHEIE NapaMeTpel BalLero

CTBa, TAKWe KaKk UMA X0CTa UMW HACTPoOAKK HypHanupoeaHuA

Bpewma
. Xoct | KypHanuposaWwe | Haelk | [lononHuTEnkHele
YnpaeneHue
Cropoxesoi Taiimep
WMmA xocta | ple210
MoHTpoBanue pazgence
PezepeHoe KONWpoEaHKE
- COXpaHUTE W NpUMeHuTe | COXpaHuTh C]
OfHOENEHUE NPOLUMEKK
TepmuHan
Mepe3arpyaka
MacTtep HacTpoiikin
MK »
Cnyxiel P
Cets »

Cratuctvka b

Biitti

Powered by LuCl (Owen) / 2018.07

PucyHok 4.1 — CtpaHuua «O6Lwme HacTponKn»

4.1.1 Bknagka «Xoct»

Bknagka XocT no3BofsieT HacTpOWTb WMMS XOCTa cucTeMbl. BHewHwuii Bug Bknagkm XoCT MokasaH Ha
pucyHke 4.2.

Xoct | MypHanwpoeanue = Hawlk | JononHWTEnkHbIE

Mma xocta  plc210

PucyHok 4.2 — CtpaHuua «O6wue HacTponkn». Bknagka «Xoct»

4.1.2 Bknagka «XKypHanupoBaHue»

Bo Bknagke XXypHanupoBaHMe BbINOMHAETCA HACTPOMKa CUCTEMHOW CNYXXObl XypHanMpoBaHus. BHeLHWI
BuA Bknagku XypHanupoBaHue nokasaH Ha pucyHke 4.3.
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4 Cucrtema

Xoct | HypHanupoeanwe | H3ek | JononHuTensHele

PESI’v‘IEp CUCTEMHOID ¥y pHana 64

BHeLUHWIl CepBep CUCTEMHOMD 3KYpHana
MopT BHELUHErD cepEepa CUCTEMHOMD ¥y pHana
BHelwHui npoTokon nor-cepeepa upp v
3anwcelBate cucTeMHele cobeituA B daiin - /tmp/system.log
3anuck cobeimui OTnagka v

3anuce cobeituit cron HopMankHo v

PucyHok 4.3 — CtpaHuua «Cuctemar. Bknagka «XKypHanupoBaHue»

[nsa KoHUrypaumm QOCTYMNHbI criedytoLume HacTPOWKK:
+ Paamep cucTeMHOro XypHana — pa3Mep XpaHMMOro CUCTEMHOTO XXypHana B kunobawnTax. Mpw
NPEBbILIEHUM YKa3aHHOTO pa3Mepa caMble cTapble 3anucy GyayT yaanaTbes U3 XypHana;
 BHeluHKWIA cepBep cUCTeMHOTO XypHana — IP-agpec BHelwHero syslog-cepeepa CUCTEMHOIO
XypHana. Ecnu ykasaTb afpec BHeLLUHero cepBepa XypHanupoBaHusi, cobbiTusi 6yayT AyGnmpoBaTtbes
Ha Hero;

MopT BHelHero cepeepa CUCTEMHOrO XXypHana — Homep nopTa BHeluHero syslog-cepsepa
XypHanupoBaHus;

BHeluHMI NnpoToKon nor-cepBepa — BbIOOP NPOTOKONa BHELLHEro syslog-cepBepa >XypHanupoBaHusl.
JocTynHble NpOTOKONbI:

— UDP;

- TCP;

3anucbiBaTb CUCTEMHbIE COOLITUS B pans — foKanbHbIA NyTb K dansly CUCTEMHOTO XXypHana;

3anucb cobbITUM — BLIGOP YPOBHS COBLITUIA ANSA XypHaNUpoBaHus. B cuctemHbivi xxypHan byayT
3anMcbiBaTbCs BCe COObITUSA C YPOBHEM BbILLE UMM PaBHbIM BbIBpaHHOMY.

[Ons BbIGOpa AOCTYMNHbI CrieayoLme YpoBHU:

— oTtnagka (debug);

— WHdopmaums (information);

— 3amertka (notice);

— npegynpexaeHue (warning);

— owwubka (error);

— KpuTnyeckas cutyaums (critical);

— Tpes.ora (alarm);

— 4pesBblyaniHas cuTyaums (emergency);

3anucb cobbiTu Cron — BLIGOP YPOBHSI COOLITUI CYXObl cron Ans XXypHaNnMpoBaHusl.

[nsa Beibopa [OCTYNHbI CReAyLNE YPOBHU:
— otnagka (debug);

— HopwmarnbHo (normal);

— npeaynpexaeHue (warning).
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4.1.3 Bknagka «fA3bIk»

Bo Bknagke AsbIk npefgocTaBnseTcs BO3MOXHOCTb Bblbopa fA3bika MHTepdenca Web-untepgenca LuCl.
BHelwHUn Bng BkNagkm A3bIK NokasaH Ha pUCyHKe 4.4.

Xoct  MypHanwpoBaHwe = Habik | [LONONHWTENBHGIE

Hawlk Pyccrkmit (Russian) v

PucyHok 4.4 — CtpaHuua «Cuctemar. Bknagka «A3bik»

Kpome cnuncka s3bikoB, B BbiMadalolleM crncke SA3bIK COOepXuUTcs anemMeHT auto, KOTopbIi Mo3sonser
MCMoMNb30BaTh PEXUM aBToOMaTU4eckoro Bblbopa f3blka WHTepdelica B 3aBUCUMMOCTM OT  A3blKa,
ncnonb3yemMoro B 6paysepe KnueHTa.

4.1.4 Bknagka «[JJononHuUTenbHbIe»
Bo Bknagke [onornHuTesNbHble NpPeoCTaBreHbl AOMONMHUTENbHbIE HACTPOMKW. BHewHuid Bug BKNagku

JononHuTenbHbIe NOKasaH Ha pucyHke 4.5.

Xoct | MypHanwpoeaHwe = Hawk | [ononHWUTENBHGbIE

WHTepean nynnuara 5 v

PucyHok 4.5 — CtpaHuua «Cuctema». Bknaagka «[JononHutenbHbie»

HacTtpoiika UHTepBan nynnuvHra onpegensieT MHTepBas aBTOMaTU4YecKoro OGHOBMEHUS MHGopMaumn Ha
CTpaHuUax, noadepXkvBalolLMX [aHHYl BO3MOXHOCTb. Bonee nogpobHass WHGoOpMauus o YHKUUM
aBTOMAaTM4ecKoro O6HOBINEHUS CoaepXuTcs B pasgene 1.4.

4.2 Bpems

Ha ctpaHvue Bpems pasgena Cuctema pasmeLLeHbl HACTPOMKM NIOKanbHOro BpEMEHW YCTPOMCTBA, a Takke
HaCTPOWMKM CUHXPOHM3aUUN BpeMeHM Npu nomowm cryx0bl NTP (cm. pucyHok 2.6). BHelwHuin B1g cTpaHuubl
Bpems nokasaH Ha pucyHke 4.6.
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BbliTIA
2.europe.pool.ntp.org %

PucyHok 4.6 — CtpaHuua «Bpemsa»
B none JlokanbHoe Bpems oTobpaxaeTcs TekyLlee rokanbHoe Bpems 1 garta.

KHonka CUHXpOHM3UpOBaTb C Opay3epoM BbIMOMHSAET YCTAHOBKY ITOKanbHOW [aTbl U BPEMEHM Ha
YCTPOWCTBE B COOTBETCTBUM C TEKYLLEW OATOW U BPEMEHEM, YCTAHOBIEHHBIMU Ha KOMMbHOTEPE KNMeHTa (B
6paysepe). Mpu crnegytowieM obHOBNEHMN 3HavYeHnst nons JlokanbHoe Bpems, 3Ha4YeHWst 4aTbl N BPEMEHM
OyayT yCTaHOBMEHbI B HOBbIE 3HAYEHMSI.

B Bbinagatowem cnucke YacoBor MNOSAC BLIMOMHAETCH BbIOGOP 4YacoOBOro Mnosica NOKanbHOMo BpEMEHM
yctponcTea. [Ans otobpaxeHus B norne JlokanbHoe BpeMsi BpEMEHN B COOTBETCTBUM C BbIBpaHHbIM 4acoBbIM
MosACOM HEOBX0AVMO MPUMEHNTL N3MEHEHWS, HaxaB KHOMKy CoxpaHUTb U NPUMEHUTb.

CUHXpPOHM3aLMA BpeMeHuU

Onuus Bknountbe NTP-KNMEHT BKMOYAeT CUMHXPOHM3auuio BpemeHun npu nomowmn NTP-knveHTa.
CuHXpoHM3auus BbINOMHAETCS € ucnonb3oBaHvem cnncka NTP-cepeepoB, nepeyncneHHbIxX B cnncke Cnucok
NTP-cepBepoB.

m NMPUMEYAHUE

NTP-knnMeHT KoHTponnepa ucnonbayet Bepcuto npotokona NTPv4, noatomy Ha ctopoHe NTP-cepBepa
[omkHa ObITe MogaepKka AaHHOW BEPCUM NPOTOKONa.

Onuus Bknrountb NTP-cepBep Bkntovaer cnyx0y NTP-cepsepa. Ecnu gaHHass onuus BKIOYeHa, TO
YCTPONCTBO MOXET ObITb MCNoONb30BaHO B kavyectse NTP-cepBepa.

Mpu BkNtoyeHun onumm Ucnonb3oBaTb cepBepbl, 06bsBNeHHble Yepe3 DHCP gns cuMHXpoHM3aumu
BpeMeHn ByayT ncnonb3oBaHbl cepBepbl, 06baBneHHsle DHCP-cepesepom (DHCP option 42), koTopbi Belgan
YCTPOWCTBY NapaMeTpbl KOHUIypaummn ceTu.
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B cnucke Cnucok NTP-cepBepoB ykasbiBaeTcs cnucok agpecos NTP-cepsepoB, ucrnonb3yembix Ans
CUHXPOHM3aLMM NOKaNbHOro BpeMEHW Npu BKMOYEHHON onuun Bknountb NTP-knueHT.

4.3 YnpaBneHue AOCTynom

CtpaHvua YnpaBneHue pasgena CucTema COOAEPXUT HACTPOMKM NOKarbHOrO M yAanéHHoro Agoctyna K
ycTpoiicTtey. Ha cTpaHuue YnpaBneHue pasmeLleHbl HECKONbKO BKadoK:

* Maponb ycTpoucTBa (cMm. pasgen 4.3.1);
* Doctyn no SSH (cm. pasgen 4.3.2);

* SSH-knroum (cm. pasgen 4.3.3);

* RS232 (cm. pasgen 4.3.4).

4.3.1 HacTtpouka naponsi nonb3oBatens root

Bo Bknagke Maponb ycTponcTBa CTpaHuubl YnpaBrneHue MOXHO U3MEHUTb Naporib AOCTyNna Nnonb3oBarens
«root» (cM. pucyHok 4.7).

YkazaHHbIA Naposib UCMoNb3yeTcs Kak Ans [OoCTyna K KOHCONW YCTPOWCTBa, Tak M ans goctyna k Web-
nHtepdency LuCl (cm. pucyHok 1.2).

UBEEH

CocToAHue ¥ 5pk2xxm@l

Cuctema ¥

Maponb ycTpoicTea | JocTynno SSH | SSHwmoum | RS232 | USB

O6lKe HAaCTPOMKN .
Maponb ycTpoiicTBa

Bpema

Ynpasnexue

o MNapone
CTopo)eBsoM Taiimep

TOuKIM MOHTHPOBAHWA MoaTeepxaeHne napona
Pe3epeHaR KOMUA
OGHOBNEHHE NPOLIMEKK
TepmuHan
Mepesarpyska

MK »

Cny#Bel b

CeTo b

Cratuctuka b

PucyHok 4.7 — CtpaHuua «YnpaBneHue». Bknagka «lMaponb yctponcrea»

4.3.2 HacTtpowka goctyna no SSH

Bo Bknagke floctyn no SSH ctpaHuubl YnpaBneHue pasmelleHbl HacTponkn cepepa Dropbear, koTopbin
npeaocTaBnseT AOCTYN K KOHTponnepy no npotokonam SSH n SFTP (cMm. pucyHok 4.8).
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OYKW MOHTHUPOBAHWA Ypanute

PeaepBHan KonuAa

UHTepdeiic HE OMpegensHo

OBGHOBNEHHE MPOLIMBKK

TepMHHaN

Mepeaarpyska Mopt 2
MacTep HacTpoikn C nomowbi napona

nnK »

Cryxol » Root BxogMT No naponio

CeTo b

CTaTUCTHKE P MopTel wntosa [

BbIATI

PucyHok 4.8 — CtpaHuua «YnpaBneHue». Bknagka «octyn no SSH»

KHonkn [lo6aBuUTb 1 YaanuTb NMO3BOMSAKOT COOTBETCTBEHHO A00ABUTL WM YAanWUTb 3K3EMMMsipbl cepBepa
Dropbear. Mo ymonuaHuio B cucteme 3anyLleH ToNbKo OauH ak3emnnisip cepeepa Dropbear, paboTatowmin Ha
TCP nopty 22 Ha Bcex ceTeBbIX MHTepdencax.
m NMPUMEYAHUE
Mo ymonuyaHuio nobble Bxoaswmne nogknioveHus u3 3oHbl WAN 3anpelleHbl npaBunamMmm MexceTeBoro
3KkpaHa (cMm. pasgen 7.5). [MoaTomy HeCMOTps Ha TO, YTO ak3emnnsAp Dropbear HacTpoeH Ha Npuém
NOAKIIOYEHMIN Ha BCEX CETEBLIX MHTepdencax, Ha ceTeBbiX nHTepdencax 3oHsl WAN nogkrnitoueHve K
SSH 6yaeTt HEBO3MOXHO.

[na kaxpgoro ak3emnnsapa cepeepa Dropbear 4OCTYNHbI CrieaytoLLne HacTPONKN KOHDUTypaLmm:

* UHTepcperic — BLIGOP ceTeBOro nHTEepdpenca, Ha KOTOpoM ByAyT NPUHMMATLCS BXOAsLINE
MOAKII0YEHMS COOTBETCTBYIOLLErO 3Kk3emnnsapa cepepa Dropbear. Ecnu nHtepderic He BeibpaH
(3Ha4yeHWe «He onpefeneHo»), TO COOTBETCTBYIOLLMI 3k3emnnsp cepepa Dropbear 6yget npyHumars
NOAKMIOYEHNST Ha BCeX JOCTYNHbIX MHTepdencax.

* MopT — Homep TCP-nopTa ans BXogaLwmx NoAgKtoYeHnIn ak3emnnspa cepeepa Dropbear.

+ C noMolLbIo Napona — paspeLlaeT unv sanpeLLaeTt ayTeHTUdUKaLmnio Npy NoMoLLm napons npu
nogknioyeHumn no SSH. Ecnu ayteHTndukaumsa npy NOMoLLM Napons 3anpeLleHa, To BXO4 BO3MOXEH
TONbKo No SSH-kMNYam, KoTopble MOXHO 06aBUTb B CUCTEMY B COOTBETCTBYHOLLEM NOApasaene
[aHHOW CTpaHuUbl.

* Root BXxoguT no napont — paspeLlaeT unu 3anpeLlaeT ayTeHTUMUKaLMIO Npy NOMOLLM napons Ans
nonb3oBaTens root. Ecnun ayteHTumkauma no naponto 3anpeweHa, To BXo nonb3osarens root
BO3MOXEH TOIbKO MO KITHoYY.

* MopThbI WnO3a — paspeLLaeT Unu 3anpeLlaeT NoAKMoYeHre yaanéHHbIX KINMEHTOB K NIoKanbHbIM
nepeHanpasneHHbIM NopTaM.
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NMPUMEYAHUE
Iil B npunoxeHun npueoguTtcs NprMep BbINONHEHUS MOAKIOYEHUS K YCTPOMCTBY Mo npoTokony SSH.

4.3.3 SSH-knoumn

Bo Bknagke SSH-kntoum ctpaHvubl YnpaBneHue (CM. pucyHok 4.9) peanv3oBaHa BO3MOXHOCTb fobaBneHus
ny6nmyHbix OpenSSH kntoyeit (.pub). SSH-kNo4M MCNonb3yoTca ANs aBTOPU3aLn.

¥ plc210 - 55H xntoun - LuCl x + [m}

c A He saupeno  172.16.0.1/cgi-bin/luci/admin /admin/s /s A TMepesamycTuTs 1 06HOBMTE +

UBEEH

CocTonHue b plc2ia

CHcTeMa ¥
Maponb ycTpoiicTBa | JocTynno SSH | SSH ko4 | RS232
0BLWKWe HaCTPORKK
SSH Knroum
Bpema

Ynpaenexue Naponk. HToObl 3arpyanTb HOBbIW NYDNHMYHBIN SSH KNKD

CTopoXeBoi TaiMep Her nyGnuunbix knioued
TouKW MOHTMPOBaHWA JloBaeuTo KNy
PeaepBHan Konua
OBGHOBNEHHE MPOLIMBKK
TepMHHaN
Mepe3sarpyska
MacTep HacTpoikn

nnK »

Cryxol »

CeTo b

CTaTUCTHKa b

BbliTIA

PucyHok 4.9 — CtpaHuua «YnpaBsneHue». Bknagka «SSH-knoum»

Ons pnobaBneHnst HOBOrO NMyOGMMYHOINO Kitoda HeoOXOAMMO BCTaBWUTb CTPOKY NybnuyHoro SSH-kmova wnu
nepetawwmTb hann popmara .pub B none BBoAa Krnova 1 HaxaTb KHOMKY [lobaBuTb. YcneLllHo JobaBneHHbIN
SSH-kntou Byget oTobpaxeH Ha cTpaHuue.

[nsa ynaneHus paHee O06aBNEHHOro KnoyYa HeoBXoAUMO HaaTb KHOMKY C KpacHbIM KPEeCTMKOM crpasa OT
MHpOPMAaLIMK O KITtoYe.

4.3.4 HacTtpouka nocnepgoBaTtenbHoro nopta RS232

Bo Bknagke RS232 ctpaHuubl YnpaBneHue pa3meLlleHbl HACTPONKM nocrefoBaTtensHoro nopta RS232.
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PucyHok 4.10 — CtpaHuua «YnpaBneHue». Bknagka «RS232»

Ha Bknagke pa3smelleHa TONbKO opHa HacTpowka CuctemHasi KoHconb RS232, kotopas ynpasnsiet
BKIIOYEHNEM UWNN  OTKMOYEHMEM BO3MOXHOCTM [OCTyna K CUCTEMHOW KOHCOMW YCTpPOWCTBA Yepes
nocnegoBaTenbHbI NopT RS232.

|I| NMPUMEYAHUE

M3meHeHune HacTporikn CuctemMHas KoHconb RS232 npumeHsieTcs TonbKO nocrie nepesarpysky
YyCTpOWCTBA.

Mepesarpyska ycTponcTBa MOXeT ObITb OCcyLlecTBNeHa Ha cTpaHuue Mepesarpy3ka pasgena
Cucrema.

4.4 CtopoxeBou Taumep

Ha ctpaHuue CTopoxeBow Taumep pasgena Cucrema pacnofioXeHbl HacTPOWKU CryXObl CTOPOXEBOro
Tanmepa (watchdog). BHelwwHuin Bug ctpaHuubl CTopoxeBor TanuMep nokasaH Ha pucyHke 4.11.
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PucyHok 4.11 — CtpaHuua «CTopoxeBon Tanmep»

B none YcTpoMcTBO yKasblBaeTCd WMMS CUCTEMHOrO YCTPOWCTBA arnnapaTtHoOro CTOPOXEBOro Tanmepa.
Cnyxba cTopoxeBoro Tanmmepa pabotaer B (POHOBOM pexvMMe M aBTOMaTU4EeCKM BbINOMHSAET cbpoc
annapaTHOro CTOPOXEBOro TamMmepa C NepuoaoM, ykasaHHbiM B none lMepuop (3agaétca B cekyHOax).
3HadyeHVe TarmayTa annapaTHOro TarvMepa HacTpaMBaeTca npu nomowm nonst TanmayTt (3agaétcs B
cekyHgax). Ecnn annapartHbii CTOPOXEBOW TanMep He cOpacbiBaeTcs B TEYEHME YKa3aHHOIO BPEMEHM,
cuctema OygeTt aBToMaTUYECKM NepesarpyxeHa.

HacTpoitka MonuTnka nnaHMpoBLUMKA 3aday NpefgHasHaveHa ans Bbibopa anropyTma Aucnetyepusaumu
3aa4m NporpaMMHoOi Cry>6bl CTOPOXEBOro TarmMepa. [JoCTyrnHbI CrieayoLme anroputMmbl:

+« SCHED_OTHER — ctaHgapTHbIV anropyTM NiaHUpoBLLKKa C pasgeneHmemM BpeMeHu. [JaHHbIn
anroputmM siIBNAETCA CTaHAApPTHBIM anropuTMomM aucnetyepmsanmm Linux ¢ pasgeneHnem BpemMeHu,
npeaHasHa4vYeHHbIM Ansi NPOoLLeCCoB, He TPEDYIOLWNX cneLmanbHbIX MEXaHM3MOB pearibHOro BpEMEHMU Co
CTaTU4EeCKMMMU NPUOPUTETAMM;

* SCHED_FIFO — nnanuposwuk FIFO (First In First Out). Asnsetcs nonutukon nnaHMpoBaHns
peanbHOro BpeMeHu. [laHHbIN anropuTm NaHNPOBaHUSA HE UCTMOMb3YET HUKaKNX MHTEPBaroB BPEMEHU.
Mpouecc ¢ anroputmom SCHED_FIFO BbInonHsaeTcst 4o 3aBepLUEHNs], eCNW OH He 3abnoKnpoBaH
3anpocoM BBOAa/BbIBOAA, BbITECHEH BbICOKONPUOPUTETHBLIM MPOLLECCOM, UK OH A0BPOBOSBHO
OTKa3bIBaETCH OT MPOLECCOPHOIO BPEMEHU;

*« SCHED_RR — uuknnyeckun (Round-Robin) anroputm nnaHvpoBaHusi peanbHoro sBpemeHu. Beg,
oTHocsLeecs k anroputmy SCHED_FIFO, cnpasegnueo u ana SCHED_RR 3a nckntoueHnem Toro, 4To
KaXkgoMy npoueccy paspeLleHo paboTaTb HENpepbIBHO HE A0bLLE HEKOTOPOro BPEMEHU, Ha3biBaEMOI0
KapycenbHbIM KBAHTOM.

[i]

NMPUMEYAHUE
Bonee nogpobHasa nHgopmaumsa 06 anropytMax gucnetyepusauum 3agad Linux npusegeHa B pasgene

«Scheduling policies» gokymeHTa «sched — overview of CPU scheduling».
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Hactpoiiku MpuoputeT 3agaum 1 3HaveHue «nice» SBMAIOTCA NapameTpamu anropMTMa amcnetyepusaumu.

Hactporika MpuopuTeT 3agaum onpenensieT 3HadeHue npuoputeta gns anroputmos SCHED_FIFO u
SCHED_RR. 3HadeHune npropuTeTa SIBNSIETCS YMCIIOM B AnanasoHe oT 1 (camblii HU3KMIA npuopuTeT) Ao 99
(cambIl BbICOKUI NPUOPUTET).

HacTtpoiika 3HayeHue «nice» onpegenseT 3HavyeHne nice anga anropytMa SCHED_OTHER. 3HaveHue nice
SIBNSETCSA YnMcrom B ananasoHe ot —20 (BbICOKMA npuopuTeT) Ao +19 (HU3KUn NpuopuTeT).
II' NMPUMEYAHUE

Bonee nogpobHble pa3bsicHEHWS 3HaYEHWIN NapaMeTPOB NPUOPUTETa U «nice» NpuBeAeHbI B pasgenax
«Scheduling policies» n «The nice value» gokymeHTta «sched — overview of CPU scheduling».

4.5 Toukn MOHTUPOBaHUSA

YnpaBrneHne MOHTMPOBAHWEM pPas3nernoB OCYLUECTBMSETCA Ha cTpaHuue TOYKM MOHTUMPOBAHWUA pasfena
Cuctema. BHelwHuin Bua ctpaHuLbl TOYKM MOHTUPOBAHUA NOKa3aH Ha pUCYHke 4.12.

¥ plc210 - Toukw morTuposanns X + O
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l : B ’ _

jdevimmeblkop? (e = m
" Jmntjufs/media/mmchlkdpl  auto - Her

s

PucyHok 4.12 — CtpaHuua «TOYKM MOHTUPOBaHUAY

MoHTupoBaHue pasgenoB ocyliectnsaercs ytunuton block Ha ocHoBe koHdurypaumoHHoro carina letc/
config/fstab. Bce HacTponkn, npeacrtaBneHHble Ha cTpaHuue MoOHTMpoOBaHMe pa3fenoB, XpaHATCA B
KoHdurypaumoHHom davine /etc/config/fstab.

Bce HacTpoikn Ha cTpaHuue TOYKn MOHTUPOBAHUA pasaerneHbl Ha Tpy nogpasaena:
1. Mmo6anbHble HaCTPOWiKK;
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2. CMOHTMpOBaHHbIE pas3aensl;
3. MoHTMpoBaHue pa3genos.

4.5.1 MrnobanbHbIe HAaCTPOWNKN
B pasgene Mob6anbHble HACTPOWMKK CTpaHuLbl TOYKM MOHTMPOBAHUA (CM. PUCYHOK 4.12) npeacTaBreHsl
rnobanbHble HAaCTPONKM MOHTUPOBAHMS:

* KHorka Co3paTb KOHUIypaunMoHHbIN dhann — no3BonsaeT co3gaTh (nepenucarb)
KOHdurypauunoHHbii paiin /letc/config/fstab Ha ocHoBe 0OHapy)XeHHbIX B cuctemMe pasgenos. Haxartne
kHonku Co3aaTtb config paBHO3HAYHO BLIMOTHEHWIO B KOHCOMNM KOMaHAbI:

block detect > /etc/config/fstab

* MoHTUpOBaTb NOAKNIOYEHHbIE YCTPOMCTBA — BbINONTHAET MOHTUPOBAHUE TEKYLLMX
CKOHOUTYPUPOBaHHbIX NOAKMIOYEHHBIX YCTPONCTB.

* HensBecTHbIN pa3gen — aBTOMaTUYeCKOE MOHTMPOBAHWE pPa3deroB, JaXe eCriv 3TV pa3gernbl ABHO
He yKa3aHbl B KOHUrypaumm nogpasgena ToYkM MOHTUpoOBaHuUA (CM. pasgen 4.5.3).

Ecnv onuumsa BkntoYeHa, TO HEM3BECTHbIE pasaenbl OyayT aBToMaTUYECKU CMOHTMPOBAaHbI B nanky /mnt/
<UMSA_yCcTponcTBa>.

* Hotplug paspena — aBToMaTnyeckoe MOHTUPOBaHWE pasaenos npu nogkntodeHuu (hotplug).

ABTOMaTMYECKOE MOHTUPOBaHME OCYLLECTBISAETCA TONbLKO ANsl pa3fenos, KOTopble yka3aHbl B Tabnvue
nogpasgena To4ykum MOHTUMpoBaHUA (CM. pasaen 4.5.3).

Ecnn nogkntoy4éHHbIN pasaen He nepeyncneH B Tabnuue pasgena TOYKu MOHTUPOBAHUSA, TO TaKoN
pasgen 6yaet CMOHTMPOBAH, TONMbKO ecnuv BKMoYeHa onuua HemsBecTHbIN pasaen.

TouKkon MOHTMPOBaHWSA B TakoM criyqae byaeT nanka /mnt/<umsi_yctponcrea>.

* MpoBepka hannoBbIX cucTeM nepen MOHTMPOBaAHUEM — BbIMNOSIHEHNE NPOBEPKN (hannoBomn
cuUCTeMbl pasaena nepeg MOHTUPOBAHUEM.

[nsa npoBepkun NPUMEHSATCA cneayowme yTunmMTbl B 3aBUCUMOCTY OT TUNa annoBon CUCTEMBI:

— VFAT — /usr/sbin/dosfsck;

— F2FS — /usr/sbin/fsck.f2fs;

— Btrfs — /usr/bin/btrfsck;

— ext2, ext3, ext4d — /usr/sbin/e2fsck.

4.5.2 CMOHTUpPOBaHHbIe pa3aenbl

B nogpasgene CMOHTMpoOBaHHble pasgenbl CTpaHuubl TOYKM MOHTUPOBAHUA NpUBEOEHa Tekyluas
Tabnmua MOHTUpPOBaHUS (CM. puCyHOK 4.13)

CMOHTHpOBaHHbIe pasgensi

Qaiinoean cucTema Tou4ka MOHTHPOEAHMWA HoctynHo HcnonszoBaHo OTMOHTHpPOBATE
ubi0:rootfs from 13.06 MB / 72.57 Mb 82% (59.52 MB) -
devtmpfs fdev 508.00 kb / 512.00 kb 1% (4.00 kB) -
tmpfs ftmp 120.75 MB / 122.26 MB 1% (1.51 MB) -
fdeviubi1_0 foverlay 20.07 Mb / 21.84 MB 8% (1.76 MB) -
overlayfs:/overlay i 20.07 MBJ 21.84 MB 8% (1.76 MB) -

fdevimmcblkOp1 fmnt/ufs/media/mmcblk0p1 368IB/3.75THB 2% (67.69 MB)

PucyHok 4.13 — CtpaHuua «To4ku MOHTUMpOBaHUA». Tekylasa Tabnmua MOHTUPOBaHUA
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B tabnuue nepevyncrieHbl BC€ CMOHTUPOBaHHbIE pa3aeribl, X TOYKU MOHTUPOBAHUA U 00bEM OOCTYNHOIo n
Mcnonb3oBaHHOIo MpPoOCTpaHCTBA. Mmeetca BO3MOXHOCTb Py4YHOro pasMOHTUPOBaHUA MONb30BaTENIbCKUX
pa3aenosB nNpu NOMOLLKU KHOMKA OTMOHTMpOBaTb.

4.5.3 Toukn MOHTUPOBaHUS

YnpaeneHne ToMKamMn MOHTUPOBAHUS OCYLLECTBNsIETCA B pasgene TOUKM MOHTUPOBaHUA CTpaHuLbl TOUYKK
MOHTUpPOBaHUA. B paHHoOM pasgene MOXHO [00aBUTb TOYKM MOHTMPOBAHMS AN MONb30BaTENbCKUX
pasgenos (Hanpumep, ons USB-HakonuTenen).

B pasgene npuBegeHa Tabnuua yXke co3OaHHbIX  (CKOH(UIYPUPOBAHHBLIX) TOYEK MOHTUPOBAHUS
norb30BaTeNbCKMX pasaerios ¢ MX napaMeTpamm (CM. pucyHok 4.14).

To4YKH MOHTUPOBaHWA

Qaiinoean Oonuuu

BrniwyeHo YeTpoicTeo Touka MOHTHPOBaHWA MNpoeepuTh
cucTemMa MOHTHPOBaHUA
fdev/sdal (He cywecTsyet)  /mnt/ufs/media/sdal auto rw Het
¥nanuto
J/dev/mmeblkop1 (He L ] - m
] . smnt/ufs/media/mmeblkOp1  auto rw HeT
CylWecTsyeT) ¥Yoanuto

PucyHok 4.14 — CtpaHuua «TOYKM MOHTUPOBaHUAY». YNIpPaBlieHne MOHTUPOBaHUEM MOJIb30BaTeNIbCKUX
paspenoB

Tabnuua cogepxuT cnegytoLime cTonbubl:
* BknroyeHo — onpegensieT, BKNOYeHa N JaHHas To4ka MOHTUPOBAaHNS;
* YcTponcTBO — napameTpbl YCTPOWCTBA M MPU3HAK, MO KOTOPOMY YCTPONCTBO UAeHTUdMUMpyeTca Ans
MoHTupoBaHusa (UUID, meTka ycTporcTBa nnm dann ycTponcTaa);

Mo YMOI4aHuo nobaeneHbl ABa yCTpOVICTBa, KOTOpbIE Npn noAaBieHnn yCTpOIZCTBa 6y,EI,yT
aBToMaTn4eCkn CMOHTUPOBAHbI:

— Idev/sda1l — nepsbivi pasgen USB-HakonuTtens;
— IdevimmcblcOp1 —- nepBbii pasgen MMC-kapTbl namsaTy.

* Touka MOHTUPOBaHUSA — TOYKa MOHTMPOBAHWSA pa3nena;
» PannoBas cuctemMa — annoBasi cCuCTema CMOHTUPOBAHHOIO pasfena;

* Onuun MOHTUPOBaHUA — OONONHUTENbHbIE ONUUK, NnepeaBaemMble yTunmTe mount npu
MOHTUPOBaHUN.

* MpoBepuUTbL — NpM3HaK He0BXOANMOCTU NPOBEPKM (halirIoBON CUCTEMBI NEPEA MOHTUPOBaHUEM.
4.5.3.1 lo6aBneHne TO4YKM MOHTUPOBaHUA
[Jo6aBneHne TOYKM MOHTUPOBaHUS

Ons nob6aBneHnWs HOBOM TOYKM MOHTMPOBAHMS MOSIb30BATENIbCKOrO pasfena HeoOXOAMMO HaxaTb KHOMKY
[o6aBuTb, pacnonoXeHHY Nog Tabnuuen To4eK MOHTUPOBAHUS (CM. PUCYHOK 4.14).

Mpu pobaBneHny HOBOW TOYKM MOHTUPOBAHMS OTKPOETCS Takas e CTpaHuua pefakTMpoBaHWs MapamMeTpos,
Kak 1 Npy pegakTMpoBaHWU YXe CYLLECTBYIOLLEN TOYKU.

4.5.3.2 PepaktupoBaHue TOYKM MOHTUPOBaHUSA

Pepaktun poBaHuUe TOYKM MOHTUPOBAHUA
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[ns pepakTMpoBaHMSA TOYKM MOHTUPOBAHMS MOMb30BATENbCKOTO pasfgena HeobXo4MMO HaxaTb KHOMKY
N3MeHUTb B CTpOKE COOTBETCTBYIOLLErO pasgena Tabnuubl TOYeK MOHTUpPOBaHUS (CM. pucyHOK 4.14).

OTKpoeTca cTpaHuua pedakTpoBaHUS MapaMeTpoB TOYKM MOHTMPOBAHWUSA pasgena, kak MokasaHo Ha
pucyHke 4.15.

Ha cTpaHvue pegakTvpoBaHMA MapamMeTpoB TOYKM MOHTUPOBAHWS pacnorioXeHbl Bknagkn OO6wwme
HacTPOWKM (CM. pucyHok 4.15) n [lononHUTeNbHbIe HACTPOMKU (CM. PUCYHOK 4.16).

Touykn moHTUpOBaHUA — HacTponku paspena

061imre HacTpoKK | [1OMONHUTENbHbLIE HACTPOHKK

BknioueHo

UUID - nposepka no uuid — N
MeTka  —nposepka no meTke — "
YCTpOWCTBO /dev/sdal

Touyka MOHTMpPOBaHWA /mnt/ufs/media/sdal v

REUGLL M COXpaHuTb

PucyHok 4.15 — O6Limne HaCTPOMKM TOUKM MOHTUPOBaAHUA pasaena

Touku MoHTMpOBaHUA — HacTpoiku pasgena
O6LMe HACTPOKN | J1oNONHUTENbHBIE HACTPONKM
Dainoean cucTema auto v

OnuWM MOHTUPOBAHWUA rw,codepage=1251,iocharset=utf8

Mposeputv [

PucyHok 4.16 — lononHuTenbHble HACTPOMKU TOYKU MOHTMPOBaHUA pasgena

Bo Bknagke O6wme HaCTPOWKKN pasMeLLeHbl CreayoLmMe HaCTPOMKU:
* BknrouyeHo — onpeaensieT, BKOYeHa N JaHHas To4ka MOHTMPOBaHUS;

* UUID — ecnv BbibpaHa gaHHas onuusi, TO MOHTMPYeEMbIN pasaen byaet ngeHTMduumMpoBaTbcs no
BbIGpaHHomy UUID.

Bo3amoxeH py4Hon Beog UUID mnm Bbibop 13 cncka UUID Bcex NOAKMIOYEHHBIX pa3genoB HA MOMEHT
3arpysku cTpaHuLbl.

* MeTka — ecnu BblbpaHa JaHHas onuus, TO MOHTUPYEeMbIN pa3sgen byaet naeHTuuLmnpoBaTbes nNo
BbIOpaHHOM MeTKe.
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BoamoxeH py‘-lHOVl BBOO UMEHU METKUN UInn Bbl60p N3 CNNCKa METOK BCEX MOLKIMHOYEHHbIX pa3aenoB Ha
MOMEHT 3arpy3ku CtpaHuubl.

* YcTpoicTBO — ecnu BbibpaHa AaHHas onumsi, To MOHTUPYeMbIi pasaen byaeT naeHTMhuUMpoBaTbCs
No UMEHU YCTPOWCTBA.

Bo3moxeH py4HOl BBOA MMEHW YCTPOWUCTBA UMK BbIOOP 13 CMCKa YCTPONCTB BCEX MOAKIMHOYEHHbIX
pasfaernoB Ha MOMEHT 3arpy3ku CTpaHuLbl.

* Touka MOHTUPOBaHUSA — ONpeaenseT TO4KY MOHTUPOBaHWS pasgena.
Bo3moxeH py4HOl BBOA TOUKM MOHTUPOBAHWS pasgerna nunm Beibop 13 cnegyrowmx BapuaHToB:
— Wcnonb3oBaTh Kak kKOpeHb (/) — ncnonb30BaTth pasgen kak KopHeBOW pasgen.

B cnyyae BbI6opa gaHHou onuum BygeT BbigaHO coobLyeHre ¢ pekoMeHgaumsammu B Buge Habopa
KOMaHz No NoAroToBKe pasaena Ans NCMnonb30BaHWS B KAYECTBE KOPHEBOrO Ha OCHOBE
CYLLECTBYHOLLETO.

[aHHble KoMaHAbl BbIMMAAAT cneayowmm obpasom:

mkdir -p /tmp/introot

mkdir -p /tmp/extroot

mount --bind / /tmp/introot

mount mMsi_ycTpolcTBa_ pasmena /tmp/extroot

tar -C /tmp/introot -cvf - . | tar -C /tmp/extroot -xf - umount
/tmp/introot

umount /tmp/extroot

Mpv BBOAE AaHHbLIX KOMaHA UMS_YCTPOMCTBa_pa3sgaerna crieqyet 3aMeHUTb Ha pearnbHoe NMs
ycTponcTBa pasgena (Hanpumep, /dev/isdal).

Bo Bknagke lononHUTEeNbHbIE HACTPOWKM PACTONOXEHbI CNEAYOLLNE HACTPONKM:

» dannoBas cuctema — BblOOpP (harinoBon cUCTEMbI MOHTUPYEMOTO pasaena. [ocTynHbl cnegyoLune
BapWaHTbl:
— auto — aBTOMaTu4eckoe onpegeneHne annoBon CUCTEMbI pasaena (3Ha4yeHne No yMoyaHui);
— ext2 — dannosas cuctema ext2;
— ext3 — dannosas cuctema ext3;
— ext4 — dannosas cucrema ext4;
— vfat — dpainosas cucrema VFAT,
— msdos — darinosas cuctema FAT32;
— ntfs — davnosas cuctema NTFS;
— nonb30oBaTeNbCKUN — PYYHOW BBOA, Ha3BaHWs hanfoBon CUCTEMbI, KOTopoe ByaeT nepegaHo

yTUnmMTe mount npy MOHTMPOBAHUN.

* ONuUUM MOHTUPOBAHUA — JOMNOMHUTENBHbIE ONUUK, NepedaBaemMble yTunuTe mount npu

MOHTUPOBaHUK pasgena.

BHUMAHUE
A [N KOPPEKTHOrO OTOBPAXKEHNA MMEH (halIoB U KaTaroros, CoaepXKallumMx CUMBOIbI KUPUMUBbI,
HeobXoaUMO yKasaTb CcriedytoLine onumMm MOHTUPOBaHWS:

codepage=1251, iocharset=utf8

4.5.3.3 YnaneHue TOYKN MOHTUPOBaHUA

Ons yoaneHna TOYKM MOHTUPOBaHMA NOJb30BaTESIbCKOro pasgena HeobXoaMMO HaxaTb KHOMKY «Ypanntb,
pPacnosnoXXeHHy B npaBoﬁ 4acCTu CTPOKM COOTBETCTBYHOLLEro pasgena Tabnuupbl To4ek MOHTUPOBaAHUA.
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4.6 PesepBHOe KonupoBaHue

Ha ctpaHvue Pe3epBHas konus pasgena Cuctema pacrnonoXeHbl HAaCTPOWKKU, CBA3aHHbIE C CO3OaHVEM U
BOCCTaHOBIIEHMEM pPe3epPBHON Konun ¢hainnoB KoOHgUrypaumm ycTponcTea. Hactporika cnmcka coxpaHseMblx
arinos onucaHa B pasgerne 4.6.2. Kpome T0ro, Ha JaHHOW CTPaHULE MOXHO BbIMOMHUTL COPOC YCTPONCTBA K
3aBoackuM HacTponkam (factory reset).

BHewHun Bna ctpaHuubl PesepBHasa Kkonusa nokasaH Ha pucyHke 4.17.

% plc210 - Peseperan konua - Lu. X ar O

c A\ He saupmeno  172.16.0.1/cgi-bin/luci/admin/ e kup MMepesanycTus 1 obHOEMTE §

UBEEH

CocToaHue kb plc2la

Crerema Pe3epBHas KonuA

OBume HacTpoAKK .
[eiicTeun | KoHOurypauma

Bpema

Yrpaenexue PesepBHasa Honua

CTopoesoi Talimep

TOUKW MOHTUPOBAHMA
3arpy3uTb pe3epaHyro konuio - [RERE PR

PesepeHan konus

O6HOBNEHWE NPOLWBKN BoCCTaHOBHTL

TepMUHan

Mepe3arpyzka

COpOCMTD Ha SHAUEHUR N0 YMONUEHWK
MacTep HacTPoKK BbINonHMTL copoc

MK b - - "
MnK BoccTakoBMTE peaepenyro koo EEIEEER

Cnym6b P
Ceto b
CTaTucTHKa b

BoliTiA

PucyHok 4.17 — CtpaHuua «Pe3epBHOe KonupoBaHue»

Ha cTtpaHnue PesepBHasa konusa BO Bknagke OenctBusA (CM. pucyHoKk 4.17) npeacraBneHbl crnegyroline
3MNeMeHTbI yNpaBneHUs:

* kHonka Co3aaTb apXxmMB — MO3BOMSET CO3AaTh (CkayaTb) tar-apxuB TEKYLLUMX KOHUTYPaLNOHHbIX
¢annoB NPOLUNBKM YCTPONCTBA;

* kHomnka O630p... (B HEKOTOPbIX Opay3epax MOXET HasbiBaTbCHa «BbibepuTe hann») — nossonser
BbIOpaTb Ha NOKanbHOM KOMMbIOTEPE tar-apxvB pe3epBHOM KONMUKU AN NocrneayoLero
BOCCTaHOBIEHS;

* kKHomka BbINONHUTBL cBpoc — BhINOMNHSET COPOC YCTPOWCTBA K 3aBOACKUM HacTpolkam (factory reset);

@ NMPEAYNPEXOEHUE

[Mpu BbINONHEHUN COpOCa K 3aBOACKUM HAcTporikam OyayT yHUUTOXEHbI (hainbl NMULEH3NIA Ha
KOHTpornepe, nonb3oBaTenbckie dannbl 1 noTepsiHa Nonb3oBaTenbckasi KOHUrypaums
YCTPOMCTBA.

Mpw BbINONHEHMM COpPOCa K 3aBOACKMM HacTpolkam OyaeT BbINOMHEeHa nepesarpyska
YCTPOMUCTBA.

* KHOMKa 3arpy3ka apxuvBa... — BbIMOMHSAET BOCCTaHOBMNEHWE HacTPoekK 13 tar-apxvea, BbIGpaHHOro npu
nomoLum kHonku O63o0p....
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@ NPEAYNPEXOEHUE

Mpu BbINONHEHUN BOCCTAHOBIEHWSA PE3EPBHON KOMMM HAacTpoek ByaeT BbiNonHeHa nepesarpyska
YCTPOMCTBA.

Mpw BbINONHEHUM BOCCTAHOBMNEHMS Pe3ePBHON KOMUM HEKOTOPbLIE NoMb3oBaTenbckue dainbl
(Hanpumep, cepTUdMKaTbI, CKPUMNTbI) MOFYT OCTaTbCA B cUcTeMe. YUToObI 9TOro He NMPOM3OLLIO,
BbINOMHMTE Nepea BOCCTaHOBMNEHUMEM Pe3epBHON KOonuM cBpocC K 3aBOACKMM HaCcTpOMKaM.

4.6.1 BoccTtaHOBNEeHMe pe3epBHON KONMUN HacCTPOeK

BoccTtaHoBneHwue p636pBHOVI Konnn HacTpoeK npoun3sBoauTcda npu nNOMOLUM KHOMKA 3arpy3Ka apxusa...,
paCI'IOJ'IO)KeHHOIZ B nogpasaene BoccTaHoBneHue CTpaHuubl PezepBHaﬂ KonwuA.

Mpwn HaxaTm KHOMKM 3arpy3Ka apxmuBa... byaet oTobpa)keHO BCNIIbIBAKOLLLEE OKHO:

3arpyska ¢aiina...

MoxanyiicTa, BbiGepuTe (Gaitn AnA 3arpysku.

0630p. OTMmeHa

PucyHok 4.18 — BoccTtaHoBneHue pe3epBHOM Konuu. BbiGop danna ana sarpyskm

B paHHOM okHe Heobxogmmo BbIOpaTb dann apxuBa pe3epBHOW KOMWMM Ha NOKanbHOW haninoBOW cucTeme
npy nomoLum kHomnkn O630p.... [Nocne BbiGopa chavna apxuea BO BCMIIbIBAKOLEM OKHe OyaeT oTobpakeHa
nHdopmaums o BbibpaHHOM charine (ums u pasmep). [Npu aTom, KHoMKa 3arpy3uTb CTAHOBUTCS aKTUBHOMN.

3arpyska daiina...

o HaseaHue: backup-plc210-1-2020-09-17.tar.gz
o Paamep: 47.44 Kub

06zop.. OtmeHa [REETEY

PucyHok 4.19 — BocctaHoBneHue pe3epBHOW Konuu. NoaTBepxaeHue 3arpy3ku

[ns noaTBepxaeHus 3arpy3ku BbibpaHHOro cpanna HeobXoAMMO HaxaTb KHOMKy 3arpy3uTb. B cnydae
YCMNELUHON 3arpy3ku danna apxvBa pe3epBHON KOMUKU 1 ero npaBuiibHOro goopmarta (apxuB B hopmaTe «.tar.
gz») OyoeT oToOGpaXeHO OKHO MOATBEPXKAEHUS BOCCTAHOBIEHWSI CO CMUCKOM BCEX BOCCTAaHaBNMBAEMbIX
dannos.
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BoccTaHOBMTH pesepBHYHO Konuw?

aarpymermblﬁ apxuve pE‘aEDBHOle KOMWK ABNAETCA AEHCTBUTENbHBIM N COAEPXUT d)ab'mm, nepeyncneHHble HHXE. Haxmute «I‘Ipononmwrb» ANA BOCCTAaHOBNEHMA peaepBHoﬁ
KOMNWU U Nepesarpysku, unu «OTmeHa» ana npepbiBaHnAa onepayun.

etc/collectd.conf ()
etc/config/codesys

etc/config/ddns

etc/config/dhcp

/firewall

etc/dropbear/dropbear_rsa_host_key

etc/group

etc/hosts

etc/inittab

etc/openvpn/

etc/pasawd

etc/profile

etc/rc.local ~J

o (D

PucyHok 4.20 — BocctaHoBneHue pe3epBHon konuun. NoareepxxaeHne BoOCCTaHOBNEHUSA

[na nogTBepxaeHMsA BOCCTaHOBMNEHUS pe3epBHOM Konun HeobXoammo HaxaTb KHoMKy MpopaomkuTb. B aTom
crnyyae OyadeT BbIMOMHEHO BOCCTaHOBMeHue hannoB M3 3arpyXeHHoro davina apxvea pe3epBHON KOMuu C
nocrnegytoLlen nepesarpyskon yCTpomucTaa.

B Tom cny4dae, ecnu 3arpyxaembiii bain NoBpeXaEH NN MMEET HEBEPHBIM hopMaT, NOCIEe HaXaTuUs KHOMKM
3arpy3uTb B BEpXHEN YacTu CTpaHuubl OyaeT oTobpaxkeHo coobLleHne O TOM, YTO 3arpyXeHHbIN chann He
yOaéTcsa npovmTaTh.

4.6.2 HacTpowka cnucka ¢panoB pe3epBHOMN KONuun

Ha Bknagke KoHdwurypauma crtpaHuubl PesepBHass KOMUSl MOXHO BbIMOSIHUTbL HACTPOWMKY ChuMcKa
OOMONHUTENbHBIX (annos, KoTopble OyayT BXOAMTb B COCTaB PE3epPBHOM KOMWMM. BHewHwWi Bug BKNagku
KoHdmrypauums nokasaH Ha pucyHke 4.21.

% plc210 - Peseperan konua - Lu. X ar m]
= > € A Hesawmweno 172.16.0.1/cgi-bin/luci/admin /backup TMepesamycTuTs 1 06HOBMTE |
|
UBIEH
.
CocTonHue b plc2ia
Cucrema ¥

PesepBHad KonuA

0Bume HacTPORKK .
[OeicTema | Koudurypauwa

Bpema

YrpaeneHue KoHdurypauyua

CTopoXeBoi TaiMep & ASHHDM KOH aLMOHHOMW (haine nepedymcneHb K an anKam, coal " ; bIX HEOBXOLMA

To4kW MOHTMPOBaHWA "
MNMoKasaTh TEKYLWMA CIIHCOK. ..

Pe3aepBHan Konua

#% This file contains files and directories that should

= #% be preserved during an upgrade.
OBHOBNEHKWE NPOWWEKN 4 & PE

# /fetc/example.conf
TepmuHan # /fetc/openvpn/

Mepe3arpyzka

PucyHok 4.21 — CtpaHuua «Pe3epBHoe konupoBaHue». Bknagka «KoHdurypaums»

30ecb npeactaBneHO COAEPXMMOe KOHdurypaumoHHoro danna /etc/sysupgrade. conf, B KOTOpOM
yKas3blBalOTCA [OOMOMHUTENbHbIE MyTM K (painam w/vnm nankam, KOTopble HEeOBXOOMMO COXpaHsiTb B
pesepBHOM KoMuMM (MO OAHOW 3anucu Ha CTpoky). CTpokW, HauuHawwmecs ¢ cumBorna #, ABMsSOTCA
KOMMEHTapMSIMN U UTHOPUPYIOTCS MPU BbIMNONTHEHUN PE3EPBHOMO KOMMPOBaHUS.
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4 Cucrtema

Mpn HaxaTum kHoMkM OTKPbITb CNMUCOK... OyoeT OoToOpaEH MOMHbLIM CNUCOK halnoB, KoTopble OyayT
COXpaHeHbl B pe3epBHYID KOMUIO C YYETOM KOH(purypauumoHHoro danna /etc/sysupgrade. conf (cm.
pUCYHOK 4.22).

Cnucok daiinoe gns pe3epBHOro KONMPOBaHMA

Hue NpUBOAUTCA onpeenéxHbiil CNUCoK (aiinos ANA Pe3epBHOro KONMPOBaHUA. OH COCTOMT U3 M3MEHEHHBIX KOH(UIYPaLMOHHBIX Gainos, oTMeueHHbIX opkg,
HeoOxoauMbIX 6azoBbix ¢aﬁn03, a Takwe wabnoHos Pe3epBHONro KONMpPOBaHHWA, oNpeaeneHHbiX NoONb30BaTenemMm.

fetc/collectd.coni L
fetc/config/codesys

Jetc/config/ddns

f/etc/config/dhcp

fetc/config/firewall

Jetc/config/luci

fetc/config/luci_wizard

/fete/config/mecpd

fetc/config/network

fetc/config/system

fete/config/ucitrack

fete/config/uhttpd

fetc/config/veitpd

fete/dropbear/dropbear rsa _host key

fetc/group

fetc/hosts v
/etc/inittab

3aKpbiTh

PucyHok 4.22 — CtpaHuua «Pe3epBHoe konupoBaHue». Bknapgka «KoHdurypauus». Cnucok ¢annos

BosBpaT Kk penakTupoBaHWMIO KOHUrypaumoHHoro danna /etc/sysupgrade. conf ocyuwiectBnsieTcs npwu
MOMOLLUW KHOMKA 3aKprTb.

4.7 O6HOBNEHUeE NPOLUMBKU

NMPUMEYAHUE

II' B naHHOM nyHKTe onucbiBaeTcst obwuin npuHuun obHoBNeHus npowmBeku. Nepeq Ha4anomM npoueaypbl
cnepyet udyuuntb cbann ReadMe 13 apxvBa ¢ NpoLUMBKON, B KOTOPOM MOTYT BbiTb OTpaXeHbl
cneunduyeckne TpeboBaHNs 1 orpaHNYeHuns!, CBA3aHHbIE C KOHKPETHOW BepCcuei NpoLLMBKK.

Ha ctpaHvue OOHoBReHue npowuBKM pasgena Cuctema pacnonoxeH ¢QyHKUMOHaN o6HOBMNEHUA
NpoOLUNBKM yCTponcTea. BHelwHun Bua cTpaHuubl O6HOBNEHME NPOLWMBKU NOKa3aH Ha pUCyHke 4.23.

UBEN

CocTorHue b plc2liork
Cuerena O6HOBNEHWE NPOLUMBKA
Q6WMe HACTpoiKK

Bpema -
KoHpurypawuus u geiicTBUA 06HOBNEHUA NPOLLUMBKH

ynpasneHue

OuMCTKa NONb30BATeNbCKUX AaHHbiX [
CTopomesoi TalmMep
TOUKM MOHTHPOBAHUA

Pa3epEHan KONuA D3N NPOWHBKM

OBHOBNEHUE NPCLIMBKW

TepmuHan
O6HoBNeHMe Npowueky L) G

Mepesarpyska

MacTep HacTpodku BHumMaHne

Nocne Hayana npoueaypsl 06HOBNeHUA NpowKeKKH HE BEIKNOYANTE ycTpoficTeo, Noka 06HOBNEHHE NPOLUIMEKM He BYAET NOMHOCTEIO 3aBepLUSHO.

nnK »
06paTHTE BHUMaHWE, YT 0GHOBAEHHE NPOLUMBKH MOKET 3aHATH ANWTENbHOE BPEMS, BNNOTb A0 5—15 MUHYT (B 3aBMCUMOCTH OT CKOPOCTH

Cnym6Gbl b NOAKMIOYEHMUA). MOITOMY, NOXaNYHCTa, Gy/ibTe TEPNENMBbl BO BPEMA 3TOM ONEPaLIHM

Cetb b

CratucTika b

BblATH

PucyHok 4.23 — CtpaHuua «O6HOBNEHME NPOLINBKUY
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4 Cucrtema

Ha CTpaHuue pacnorioxxeHo 3 anemeHTa:

* kHomnka O630p, ucnonb3yemas Ans Belbopa danna npowmeku (hopmara .swu) B (bannnoBon cucteme
KOMMbIOTEPA;

* ranoyka O4YncTKa nonb30BaTeNIbCKUX AaHHbIX — B cny4yae eé YCTaHOBKM B npouecce nepenpoLlmnBkn
BCe d)aI7IJ'IbI n HaCTp0I7IKI/I KOHTponnepa 6yﬂ,yT yAaneHbl, a B Cltydae OTCYTCTBUA — COXPaHEHbI;

* kKHonka OGHOBUTD, UCMoNb3yemasi Al OTKPbITMS OKHa 3anycka npoueaypbl 0GHOBNEHNS NPOLUMBKA
(akTBHa TONbKO Nocre Bbibopa KOPPEKTHOTo daina NpOLLMBKK).

Mocne HaxaTnst Ha KHOMKy OBHOBUTb OTKPOETCH OKHO C KHOMKamMu 3arpy3nTb U OGHOBUTbL MPOLUUBKY U
3aKkpbITh.

B crniyyae Bbibopa HEKOPPEKTHOrO dharna NpoLUMBKM OTOOpPa3nTCA COOTBETCTBYHLEee coobueHne. KHonka
O6HOBUTbL B JaHHOM cuTyauumn byaeT HeakTUBHA.

06pas npowwuekk (aToT obpas 6yaeT ucnonb3oBaK ANA 06HOBNEHWA NPOLIMBKM)

3arpyseHHbiH (ain NpolUMBKKM He ABNAETCA NPOLUMBKON NpeAHasHaYeHHoN AnA yeTpoicTea MNK210. SToT dann He MoXeT ObITh HCNONb30BaH ANA
06HOBNEHWA NPOLMBKMK Ha ycTpolicTee MNJIK210. NoxanyicTa, EbiGepuTe W 3arpyauTe Gaiin NPOWMEKW, NpeAHazHaYeHHbI ANA yeTpoicTea MK210.

Paamep: 2.98 Mb
Bpemsa coaganma: Wed Mar 04 13:35:43 2020
KoHTponbHaa cymma (MD5): c40bld5e9de28907a2bddd45443d3a01

PucyHok 4.24 — Oto6paxeHne nHdopmMaumum o BbiIbope HEKOPPEeKTHOro harna NpoLmnBKY

m NMPUMEYAHUE
B npouecce 06HOBMNEHNS NPOLUMBKY 3aMpeLLaeTcsi CHUMaTb NMUTaHUE C KOHTPOIIepa Unm oTKioYaTh
kabenb CBS3M, MCMOMb3yeMblil ANA COeAMHEHUs KOHTpOMepa 1 KOMNboTepa.

Mpu HaxaTum Ha KHOmMKy 3arpy3uTb U OGHOBUTb MPOLUUBKY HAYHETCH Mpouecc OOHOBMEHUS MPOLLMBKM,
BKMovaroLmi B cebsa 3arpysky channa npoLUMBKM C KOMMbOTEPA Ha KOHTPOMMEp W BbINOMHEHWE Haj HUM
HeobxoamMmbix onepaumin. B npouecce 06HOBNEHMS NPOLUMBKA B OKHE oTOBpaxkaeTcs uHpopmaumsa o davine
NPOLUNBKM, Nonoca wara 06HOBNEHNSA NPOLLUBKM, NONOCA NPOrpecca TeKyLero wara 0OHOBNEHNST MPOLUMBKA
N XXypHan oOHOBNEHWSI MPOLUNBKM.
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4 Cucrtema

0O6HOBNEHME NMPOLUMBKY

Wndopmayua

@aiin: tanowrt-image-

Pasmep: 117.97 MuE (12

Bepcua npowmeky: 20 C
QYMCTKA NONb30BATENbCKHX AaHHBIX: HeT

Mporpecc 06HOBNEHNA NPOLUMBKH

3 - TIEPE3ATPY3KA VCTPDI;IGTBA, MOMANYHCTA NOAOMOWUTE.

3arpyaka
100.00%

3arpyxeno: 117.97 MuE u3 117.97 Mrb

YCTaHOBKA / NPOLIMEKA
100.00%

Liar: 513 s

TeKylian CKOpocTb: —
CpeaHaa cKopocTb: 3.28 Mub/c

JypHan 06HOBNEHUA NPOLUMEKH

Found installer for stream idblock.img-plc21@rk-emmc raw
offset has been defined: 32768 bytes
er for stream u-boot-plc2ierk.bin-emmc raw
er for stream startup-plc2i@rk.img raw
offset has been defined: 4863232 bytes

ate_hook.sh postupdate-. cess tanowrt system-b command returned e
Main thread
Waiting for reguests...
rRebooting device...

wWaiting for the new system to be started after firmware upgrade...

PucyHok 4.25 — OTo6paxeHue nHcpopmauum o nporecce o6HOBMEHUSA NPOLUMBKU

Mocne 3aBepleHnss mnpouecca OOHOBMNEHUA MPOLUMBKM MPOM3OMAET nepesarpy3ka KOHTponnepa.
HeobxogmMmMo [oxaaTbCsl OKOHYaHUs nepesarpysku, Nocre 4Yero KOHTpornnep MOoXHO OyaeT mMcrnonb3oBaTtb C
0OHOBNEHHOW Bepcuel NPOLLNBKM.

B cnyyae BO3HMKHOBEHMsI OWMOGOK B npouecce OGHOBMEHUS MPOLUMBKM, WHGOpMauMs o Hux Oyger
oTobpaxkeHa B XXypHare 0GHOBNEHUS.

4.7.1 Bbi6op onuun o6HOBNEHUA NPOLUNBKU

Mpn BbINOMHEHWM OBHOBMEHWS MNPOLUMBKM YCTPOMNCTBA MOXHO BbIMNOMHUTL aBTOMaTU4eckni cbpoc Bcex
HacTpOEeK K 3aBOACKOMY COCTOsiHMIO. [Insd BbIMONHeHUA cbpoca npegHa3HadeHa HacTpolka «Yoanutb
HaCTPOWMKM YCTPONCTBAY.

Ecnu gaHHasa HacTpoika BKMoYeHa, TO MPU BbIMONTHEHMW OOHOBNEHUS NPOLUMBKU ByayT YHUYTOXEHbI hannbl
NUUEH3NN Ha KOHTponsepe, nonb3oBaTenbckMe hannbl M noTepsiHa norb3oBaTenbekas KoHdUrypaums
ycTponcTtBa. Ecnm xe HacTporika He BKIIOYEHa, TO MpY BbINOMHEHWM OOHOBMEHWS] MPOLUMBKM hannbl
NWLEH31IN 1 Nornb3oBaTenbckme dannel byayT coxpaHeHsl.
|I| NMPUMEYAHUE

Mpouenypbl py4HOro CO34aHUsi U BOCCTAaHOBIEHNS PE3EPBHON KOMMW AN COXPAHEHUS HACTPOEK

nogpobHo paccmaTpuBaloTcs B pasaene 4.6 4aHHoro JokyMeHTa. [Npu 06HOBNEHMI NpoLIMBKA
YCTPOWCTBA, AN CO3AaHMs Y BOCCTAHOBMEHWS Pe3ePBHOI KOMUW UCMONb3YTCA TE XXe BO3MOXHOCTY.

4.8 TepmuHan

Ha ctpannue TepmuHan pasgena Cucrtema MOXHO NOMAyuuMTb AOCTYN K TepMuHany YCTpoWcTBa
HenocpeacTBEHHO Yepe3 Opaysep 6e3 MCNONb30BaHWUSI KakOro-nnmbo [OMOMHUTENBHOIO NPOrpamMmMHOro
obecneyeHus.

BHelwHun BuAa cTpaHuubl TepMuHan nokasaH Ha pucyHke 4.26.
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4 Cucrtema

& plc210 - Tepmunian - LuCl x |+ - ©

&« c Q @ 172.16.0.1/cgi-bin/luc/admin/system/shellinabox e T} i n @O ® B =)

L]
VBEN

L

CocTomHne b plc2lo

Cucrema v

TepmuHan Hactpoiika

Ofwme HacTpoiikn

Bpewma TepMmuHan

YnpaBnenue

o plc21@ login: root
Croposkesoil Taiimep word:

login: Sat Jun :30:52 +0300 2019 on /dev/ttySe.

MoHTHpoEaHNE pa3fenos
Pe3epBHOE KONUPOBAHUE

OBHoBsneHne NPOLLNBKK

2819, Owen
Tepmunan https://vww.owen. ru
Mepezarpyaka PLC218
\ 0 -14 ]
MacTep HacTpoitki
MNK »
Cryxhe b
Cete b
CratucTika P
Bt

OTKpLITE TEPMUHAN B OTHENLHOM OKHE

Ecnn TepmuHan He oToBpaaeTcA, 1 Npu 3TOM UCNONL3YeTCA camonognucanueii SSL ceprndimkar, BoamoxHo noTpelyeTcA OTKPLITE TEPMUHEN B OTAENEHOM
okHe fpay3epa, nCronk3ayR ANA 3TOT0 COOTEETCTEYHILLYK KHOMKY BhIWE, it 40BaBUTE CEPTHRMKAT B UCKMHOYeHUA BesonacHocTk Bpaysepa spyunyio. Mocne
AobaEneHuA cepTiiinkata HeoGX04UMO Nepe3arpyanTk 3Ty CTPaHULY.

Powered by LuCl (Owen) / 2018.07

PucyHok 4.26 — CtpaHuua «TepmuHan»

Mpn ncnonb3oBaHuKM camonognucaHHoro SSL-cepTtudumkarta obnacTb TepMuHana Ha cTpaHuue TepMmuHan
MOXEeT BbIMAAETb TaK, Kak NoKa3aHo Ha puUCyHke 4.27.
III NMPUMEYAHUE

B 3aBoackom NpoLUMBKe YCTPONCTBA CaMONoAnNMCcaHHbIN cepTugukaTt reHepupyeTcs aBToMaTuyeckm
npu NepBOM BKMOYEHNN YCTPOMCTBA.

[aHHoe coobuieHne cBuaeTenbCTByeT O TOM, UTO 6pay3epy He y4arocCb BbIMNOJTHATb MPOBEPKY CepTI/ICbVIKaTa.
B uensx 6esonacHocTn NpaKkTn4eCkn BCe CoBpeMeHHbIe 6pay3epbl Nno yMOIn4aHuio He OTKPbIBAKT CTpaHULbI,
Ha KOTOPbIX UCNONb3YKTCA camMonognmncaHHble CepTI/I(bI/IKaTbI.
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4 Cucrtema

[Tpeaynpexaerve: BepoatHada yrposa besonacHoCcTy

Firefox 0BHapyxMA BEPOATHYHD YIPO3Y HE30MacHOCTH K He CTan oTKpbleaTe 172.16.0.1. ECAv Bbl NOCETUTE 3TOT CaMT,
HanajasluKe MOryT NONbITATLCA MOXMTHMTE Bally MHOODMaLUWKD, TAKYHD KaK Napoau, ajpeca 3N1eKTpDOHHOW NouThl
WAV AaHHble BaHKOBCKMX KapT.

MoapobHee...

BepHyTbcA Hazad (peKoMeHOyeTCA) LononHUTENBHO...

OTtnpaeka coobueHWiA 0 NoA06HBIX owKbKax noMoxeT Mozilla cbHapyxuTh W 3ab6N10KMPOBaTE BPEAOHOCHEIE
CalTbl

PucyHok 4.27 — CtpaHuua «TepmuHany. Owmnbka npoBepku ceptudmkara B 6paysepe Mozilla Firefox

NMPUMEYAHUE
|I| Ha pucyHke 4.27 nokasaHo coaepxmmoe obnacTtu TepmuHana ans 6paysepa Mozilla Firefox. B gpyrux
Opay3epax BHELLHWI BUA U COAepXXaHne 4aHHOro COOBLLEHNS MOXET OTNMYaThCS.

UTtobbl paspewmntb paboTy TepMuHana ¢ CamMOMoOAnMCaHHbIM CepTUgUKaTOM, HeobXoAMMO BbINOMHUTL
cneaywowme gencteusa (Ha npumepe 6paysepa Mozilla Firefox, B opyrux nporpammax nocnegoBaTenbHOCTb
MOXET HE3HAYUTENBHO OTNMYaTbLCS):

1. OTKpbITb TEPMUHAN B OTAENbHOM OKHe Bpaysepa, Haxas KHOMKy OTKpPbITb TEpPMUHAN B OTAENbHOM
OKHe, pacroriOXeHHYH0 B HWKHEWN YacTu cTpaHnubl TepMuHan (CM. pucyHok 4.26).

2. B HoBOM OKHe ByadeT coobLieHne, aHanornyHoe nokasaHHOMY Ha pucyHke 4.27. HeobxoamnMo HaxaTb
KHOMKY JloNnONHUTENLHO....

3. B oTkpbIBLLENCA 06nNacTy 4ONONHUTENBHON MHOPMALLMK (CM. PUCYHOK 4.28) HeoBX0aUMO HaxaTb
kHONKy MPUHATL PUCK N NPOOOITKUTD.

Beb-caiTol NOATEEDPHAAHT CEOK MNOANMHHOCTE C NOMOLUEH CepTUdMKaTos, Firefox He AoBepReT 3TOMY
CalTy, MOTOMY UTO OH MCNONL3YET CEPTUOMKAT, HeleACTeMTenbHEIA Ana 172.16.0.1:4200.

Koa owmbkmn: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[MpocmoTpeTs cepTdwkaT

BepHyTbca Hasag (pekomeHayeTcA) MpWUHATE PUCK U NPOJCIKNTE

PucyHok 4.28 — CtpaHuua «TepmuHany». [lononHutenbHas MHgopmaumsa o6 omnbKe NPpoBepKu
ceptucdmkaTta Ha npumepe 6paysepa Mozilla Firefox

4. Bygert oTKpbIT TepMMHar C NpUrMaLleHneM K BBOAY MMEHM MoNb30BaTens, Kak MoKasaHo Ha
pucyHke 4.29
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(V] plc210 - Teprauran - LuCl X E Shell In A Box x |+

c & @ & httpsy//172.16.0.1:4200 v Y InNED ® 8 =

plc21@ login: []

PucyHok 4.29 — CtpaHuua «TepmuHan». OTKpbITUE TepMUHana nocrie noaTBepXaeHus
camonoanucaHHoro ceptudukara

5. OTaenbHOe OKHO Gpay3epa MOXHO 3aKpbIThb. [locrne 0GHOBNEHUS OCHOBHOMO OKHa, B KOTOPOM bGbina
OTKpbITa CTpaHuLa TepMMHan, obnacTtb TepMuUHana aormkHa BblrmAaneTb, Kak noka3aHo Ha
pucyHke 4.26.

4.8.1 HacTpowkn TepmuHana

CTpaHuua HacTpoek TepMmnHana nokasaHa Ha pucyHke 4.30.

9 plc210 - Hacrpoiika - LuCl * + - - O
&« C o @ 172.16.0.1/cgi-bin/luci/admin/system/shellinabox/configure e w Y'Iin@D @ B =
-~
u
VBN
|
CocToAHue P plc210
Cucrema ¥
Tepmunan HacTpoiika

OBy ne HacTpoiikn

Bpew HacTtpoiika TepMuHana

Ynpaenexue
OcHoBHule HacTpolikn | HacTpoiikn SSL
Cropoxesoii Talimep

MoHTupoBaHUe pazgenocs Mopr 4200

Peseperoe KonuposaHue 0pT ANA BXOOALMK COEOWHEHKA (N onyaHni: 4200

_ ’ / ' "]
OBHOBNEHME NDOLWNEKN OTKNHUNTE BEIBOS 3BYKOBEIX CUrHanoBe

Tepmunan

.
Mepesarpyska COXpaHUTL U NpuMenuTe | CoxpauuTs |

MacTep HacTpoiikn

PucyHok 4.30 — CTpaHuMLia OCHOBHbIX HACTPOEK TepMMHana

B none MopTt yka3biBaeTcs 3HadeHne TCP-nopta cnyx6bl Be6-TepmuHana. o ymonyaHuio cnyxbon Beb-
TepmuHana ncnonb3dyetca TCP—nopT 4200.

HacTpornka OTKNOUYMTbL BbIBOA, 3BYKOBbIX CUMIHaNoB OTKMOYaET BOCNpom3BedeHne 6pay3epom 3BYKOBbIX
CUrHanoB, KOTOpble MOryT ObiTb CreHepupoBaHbl B TepMUHare, Hanpumep, Npu BbiBOAE CreuuanbHOro
cumsorna ASCII BEL (kog 7).

Ha Bknagke Hactpomku SSL pacnonoxeHbl HacTponku wudpoBaHms SSL. BHewHuid Bug BKNaAOKu
HacTtpownku SSL nokasaH Ha pucyHke 4.31.
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(V] ple210 - Hacrpoiika - LuCl X | + sl -~
& c @ ® 172.16.0.1/cgi-bin/luc/admin/system/shellinabox/configure e g +yINnB@D @ B =
~
[ |
VBN
|
CocToAnue b plc210
Cuctema *
Tepmunan Hactpoiika

OBwwyne HacTpoiikn

Bpewn HacTtpoiika TepMuHana

YnpaeneHue
OcHoBHBle HacTpolikn | HacTpoiikn SSL
Croposesoii Talimep

MoHTupoBaHUe pazfenocs
’ A Brnounte SSL

Peaeperoe Konupoeanue T
Ceprugukar HTTPS (dopmar PEM) SarPYKerHbil daiin (2.74 «6)

OBHOBNEHWE NPOLLWEKK 0630p... | Daiin He BLIGpaH.
Tepwnan Jetc/shelinabox/ssl/certificate.pem
MyTe & dainy SSL ceptudnkara
Mepesarpyska
Yoanute SSL ceptnpukar [RELT Rt =gt lu] e g
MacTep HacTpoiiku Cny#0a TepMMHana aBTOMAaTHYECKW CTEHEPNPYET HOBLIA CaMONOONMCaHHEIR
cepTugMEaT
MNNK »
Cnyxbel #

[coomur 1 oo | coomur | e
CeTs »

PucyHok 4.31 — CtpaHuua SSL-HacTpoek TepMuHana

Hactporika Bknrountb SSL no3BonsieT BKAYUTE WNKU  OTKMOYUTL ucnonb3oBaHuve SSL npu pabote
TepMuHana.

C BHMMAHUE
He pekomeHayeTcsa ucnonb3oBaTh Cnyx0y TepMmHanoB 6e3 BkMo4EHHOro SSL-undpoBaHus, nHade
BCE [aHHble M0 CETU NepeaatoTcsl B OTKPbITOM BUAE, B TOM YUCTIE FTOTVH U Naporib.

Hactpoiika Ceptudcdukar HTTPS (cpopmaTt PEM) no3sonseT ykasatb nyTb k SSL-cepTudmkaty Ha carinoson
cucTeMe YCTPOMCTBa UMK BbINOMHUTL 3arpy3Ky HOBOro cepTudukaTta B choopmate PEM npu nomoLLm KHOMKK
0630p....

Mpn HaxxaTum kHonkn Yganutb SSL cepTudpmkat nponcxoaut yaaneHue tekyllero SSL-ceptudukarta. Ecnm
BKIoYeHa onuua Bkniountb SSL, aBTOMatmyeckn OyoeTr creHepupoBaH HOBbIA CaMOMOAMNUCAHHbIN
cepTudmkar.

4.9 MNepe3arpy3ka

Crtpannua MNepesarpys3ka pasgena Cuctema npegHasHadeHa ansi BbIMOMIHEHUS MPOrpPaMMHON nepesarpysku
ycTponcTBa. [laHHas dyHKUMS aHanorMyHa BbINOMHEHUIO B KOHCONW KomaHAabl reboot. BHewHun Bug
cTpaHuubl Nepe3sarpyska pasgena Cuctema nokasaH Ha pucyHke 4.32.
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@ plc210 - Mepesarpyska - LuCl X | =+

QIBI:H

&« c Q @ 172.16.0.1/cgi-bin/luc/admin/system/reboot e 1} + In O @ 1 =

CoctoAHne » Mm xocTa: ple2l0
Cucrema v
Mepesarpyska

Ofwme HacTpoiikn
Bpewmna
YnpaeneHue
Cropoxesoi Talimep
MoHTMpOBaHWE pa3gence
Pe3epsHoe KONMPOBaHUE
OBHoBNEHME NPOLLWBKK
Tepmunan
Mepesarpyaka
Mactep HacTpoiiku

MK »

Cryxhe b

Cete b

Cratnctika #

Bhiiitn

MporpammKan nepeaarpyaka Ballero YCTPOACTEA, T.e. BEINONHWTE KoMaxay reboot’

BLINOAHUTE NEpesarpyaky

Powered by LuCl (Owen) / 2018.07

PucyHok 4.32 — CtpaHuua «[lepe3arpy3ska»

I'Iepesarpyska YCTpOVICTBa BbIMOJTHAETCA NPUN HAXaTUN KHOMKU BbinonHuTb nepe3arpya3kKy.

4.10 MacTep HaCTpPOMKU

MacTep HacTpoWKM NO3BOMSET BbINOMHUTL KOH(PUIypaL Mo OCHOBHbIX NapamMeTpoB YCTPONCTBA 38 HECKOMbKO

NPOCTLIX LWaros.

Mpy nepBoM 3anycke yCTPOWCTBA, Nocre BbINOMIHEHUS BXxoaa B cucTemy (cM. pasgen 1.3), GyaeT BoiBeaeHo
OKHO C NpeanoXeHWeM 3anycka MacTepa HacTpOMKM, Kak NokasaHo Ha pucyHke 4.33.

MacTep HacTPONKK

* 1. Nobpo nowanoBaTb
. A3bik
. NMaponb ycTpoiAcTEa
. XocT

. Boiop cXeMbl CETEBbIX NOPTOR

. KoHUrypaLKMA ceTeeblx MHTepdelicoe
. Hactpoiku SSH

. Hactpoiku FTP

2
3
4
5. [lata U epemA
6
7
8
9
10. KoHMrypaLmMa MexceTeBOro 3KpaHa

3aKpbiTb MacTep HACTPOWKA

[o6po noxanoeate B Be6-UHTepdenc KoHpurypauuu yctpoictea MJIK210

PeKoMeHYETCA BBINGIHWUTD HAYaNbHYH KOHDWIYPaLMIO YCTPORCTES C MOMOLLBH) MacTepa
HaCTPOAKM. MacTep HACTPOWKMW NMO3BONAET BBIMCMHUTD KOH(PUIYPaLMIO OCHOBHbBIX
NMapaMeTPOE YCTPOWCTES 33 HECKOMbKO MPOCTbIX Waros.

ECnu Bbl HE XOTHUTE HACTPEWEATD YCTPOACTED CeAYAC HEMMMTE KHOMKY «33KPbITh MACTER
HaCTPOAKM». Bbl MOXETE 3aNyCTUTh MacTEP HACTPONKM Noaxe, Bbibpas NyHKT sMacTep
KOHDUIYpPaLum» U3 MeHI sCUCTEMEY.

[LNA 2anycKa HauyanbHOW KOHGUIypaUuWK YCTPORCTEE C MCNONb30B3HMEM MACcTepa
HACTPOMKM HAMMWTE KHOMKY «[anee»,

Lanee

PucyHok 4.33 — 3anyck «MacTtepa HaCTPOWKU» NPU NEPBOM BKITHOYEHUMN YCTPOUCTBA

Ons npoaomKeHnda pa60TbI macTepa HaCTPOVIKVI HeobXoaMMo HaxaTb KHOMKY Danee.
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4 Cucrtema

NMPUMEYAHUE

[i]

HaCTPOWKM rmaBHoro meHto Cucrema (cm. pasgen 4.10).

B panbHenwem mMacTep HaCTpOVIKM MOXHO 3anyCTuUTb BPY4HYIO NMpn NOMOLLN MNYHKTa MEHKO MaCTep

KoHdurypauma napaMeTpoB B MacTepe HacTPOMKN pasaeneHa Ha crieqytolume Lwarn:

1.
. YcTaHoBKa naporns 4ocTyna K yCTpoMCTBY (pasaen 2.2);

Bbibop s3bika nHTepdenca (pasgen 2.1);
. KoHburypaumsa napametpoBs xocta (pasgen 2.3);
. Bbibop cxembl ceTeBbIX NOpTOB (pasgen );

. HacTpowika ceteBbix nHtepdencos (pasgen 2.6);
. HacTpowika cnyx6bl SSH (pasgen 2.7);

0 N O o b~ WN

. Hactpoika cnyx6bl FTP (pasgen 2.8);

9. Hactponka npaBun MexceTeBoro akpaHa (pasgen 2.9).

. HacTpowika gaTbl  BpeMeHu, BkItovas koHdurypaumo knueHta u cepsepa NTP (pasgen 2.4);

B neBolt YacTu okHa MacTepa HaAcTPOeK pacrnonoXeHa MHOPMAaLIMA O XoAe BbINOMHEeHUs HacTPOWKN B Buae
CnMcKa LIaroB, B KOTOPOM OGO3HaYeHbl yke MpoWAeHHble Lary, TeKyLWM Lar U ocTaBluMecs warn [o

3aBepLUEHNSI HACTPOWKUN (CM. PUCYHOK 4.34).

G/laCTep HacTPOMKH \( _ )
HacTpoitkn SSH
v 1. fo6po noxanoeatb
v 2. A3bik 3pecb Bbl MOXMETE HACTPOUTL NapameTpbl gocTyna no SSH
:; j )I'(Iaponb ycrpouctea Brnoyute SSH-cepeep
. XocT
AnemMeHTbI HaCTpoeK
v 5. [lata v Bpema
v 6. Boibop cxeMbl ceTeBbIX NOPTOB
v 7. Kondurypauma ceTeBbix MHTepdeiicos Mopt
* 8. HacTpoiku SSH 22
9. HacTpoiku FTP
10. KoHMrypauma MexceTeBoro aKpaHa Mopt SSH-cepeepa
Pa3spewnTb Nonb3oBarenio «root» BxoA no naponio
OTKMOUMTE 3TY ONUMIO, YTOGbI Pa3peLlTb NoNb30BaTENtD «root» BXOAUTD B CHCTEMY Yepes SSH
TONbKO C NOMOLLbH SSH-KMHYeH
Xop BbINONHEHUA
HACTPONKM
SSH-knoumn
My6nuyHble SSH KUK NO3BONAKOT BbINONHATL BecnaponbHbli SSH Bxof ¢ GonbluMM
oBHeM Ge30MacHOCTH N0 CPAaBHEHUIO C MCMONb30BaHMUE a no naponto. Ytobbl
3arpy3uTb HOBbIW Ny6 Te cTpoky ny6nuuyHoro OpenSSH knoua
WNK NepeTawuTe . pub ain B None BEOAa KNKOYa
HeT nyBnuyHbIX KNHoYe.
MepeTawmre H Kntoya WnK BCTaBbTe COAep e NoGaBKTb KN4
\_ VAN J
N\
3aKpbITb MacTep HacTPOHKK KHonku ynpaBneHus Hazag MNpUMEHUTDL W NPOAOIDKUTDL
J

PucyHok 4.34 — MacTtep HacTpOMKN. AneMeHTbl yrpaBrneHus

B HW>KHe YacTu cTpaHuLbl MacTepa HaCTPOEK PacnornoXeHa naHesb KHOMOK YNpaBneHus (CM. pUCyHok 4.34).

KHonka 3aKpbITb MacTep HaCTPOWMKU BbINOSHSAET HEMeOSIEHHO
6e3 NpuMeHeHVs NapamMeTpOoB TEKYLLEro Lwara.
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4 Cucrtema

EI NMPUMEYAHUE
3aKpbITe MacTepa HacTPOWVKM MPX MOMOLLIM KHOMKM 3aKpbITb MacTep HaCTPOMKMU He
BOCCTaHaBMBaET UCXOOHbIe NapaMeTpbl KOHDUrypaLuum (aKTMBHbIE 4O 3anycka MacTepa HaCTPOWKH).

KHonka Hasag (oTcyTCTBYeT Ha MepBOM Luare) BbINOMHAET Nepexod K npeapigywiemy wary. VismeHeHHble
napameTpbl TEKYLLEro Lwara Npu 3TOM He NPUMEHSIIOTCS.
m NMPUMEYAHUE

MpumeHeHWe BbIGpPaHHbIX NAPaMETPOB Ha KaX40M Luare BbINOMHAETCA HENOCPeACTBEHHO Nocne
HaxaTusi KHONku NMPUMEHUTb U NPOAOIKUTL (MNK 3aBepLUUTb AN NOCNeaHero wara).

Mexay obnacTblo MacTepa HacTpoMkM (CM. pucyHok 4.34) 1 naHerbl KHOMOK yrpaBreHUs pacrofioXeHbl
camMu 9reMeHTbl HacTpOoeK MapameTpoB Kakgoro u3 waroB (obnactb HacTpoikm Ha pucyHke 4.34). B
nocrenyLMX pasgenax npuBoanUTCs onMcaHne 3aTUX HacTPOeK ANS KaXAoro Lara MacTtepa HaCTPOMKU.
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5 MIK

B maHHOM pasgene cogepXuTcsl onucaHue CTpaHul, AN ynpaBneHus NPUNOXEHUsIMU Cpefbl UCMOMHEHNS
MNonwuroH.

5.1 UHcpopmauus

Ha ctpanuue UHdopmauusa pasgena MIIK otobpakaeTcss Hpopmaumst 0 3anyLeHHOM MOoSib30BaTeNIbCKOM
npunoxexHum MonuroH.

BHewHun Bug ctpaHunubl UHcpopmaumsa npu 3anylleHHOM Mofb30BaTeNbCKOM MPUAOXKEHUN MOKasaH Ha
pucyHke 5.1

GBI

CocToAHne b plc21@rk_12_polygon

Cuctema »

WHdbopMaLum o NpUnoXeHuu

MK «
WHdopmauus

WHdopmaums
Bepcua 414

Mpunoxeuve
Monb3sosatens

3arpysku Wms npoekta  plel
Chny6bl b Bpema komnunauuwn  14.06.2024 16:31:41

Bpems zanycka 19.06.2024 13:12:19
CeTb

JeiicTeytowme nuueHann  paCore(984), paOpcUA(918), paSync(58), paOwenl0(123), paModbus(109), paControls(943)

CratucTuka b
OrpaH1deHHble Mo BpeMEHW NULIEH3UN

BoIATH

PucyHok 5.1 — CtpaHuua «MHdopmaumsa»

A BHMMAHUE
Ctpanuua UHdopmauumsa pasgena MIK o6HoBNsieTCA TONBKO NpyY 3anycKe NPUNoXKeHnst ¢ Grokom
OwenHWiInfo n3 6ubnuotekn paOwenlO. Ecnu HMKakoe NnpunoXeHne He 3anyLLeHo Unu 3anyLieHo
npunoxeHue 6e3 6noka OwenHWInfo, To Ha cTpaHuue GyaeT oToOpaxaTbcs Hagnueb «aHHble
npoekTa HeonybnmKkoBaHbl» NMMOO ycTapeBLlas MHopMaLuus o 3anyLeHHOM paHee NPUNOXEHNN.
Ha ctpaHuue otobpaxaeTcs kpaTkas nHdopmMaLms 0 3anyLeHHOM NPUOXEHMN B BUAE CMMCKa:
* Bepcus — TekyLiasi Bepcus 3anyLeHHOro NpUIoXeHus:;

* Monb3oBaTenb — UMs NoNb3oBaTeENA U M4 KOMMNbKOTEPA, Ha KOTOPOM Npou3Bogniacb TpaHcAaAuna
NPUITOXEHUA;

* UmsA npoekTa — uMs 3anyLLeHHOro Moaynsi;
» BpeMsa koMmnunsALmu — BpeMs TPaHCNSALUM NPUINOXEHUS;
» Bpems 3anycka — BpeMs 3arnycka NpunoxeHus;

 flencTBylOWME NULIEH3UN — OMONNOTEKW, ANst KOTOPbIX €CTb halrbl NMMLEH3UIA (KMoYK) Ha
KOHTponnepe, B ckobkax ykazaHa Bepcus 6G1brnmoTekun B NpoeKTe;

+ OrpaHu4eHHbIe NO BpeMeHU NULEH3UN — GUBNMOTEKN, AN KOTOPbIX HET haiinioB NUUEeH3Ni (Kroyein)
Ha KOHTponnepe, B ckobkax ykazaHa Bepcust GUBNMOTEKN B NPOEKTe.

c BHUMAHUE
Ecnu B 3anyLLeHHOM NPUIoXeHUN NCronb3ytoTes 6ubnunotekn 6e3 cooTBETCTBYIOLLMX hannos
NNLLEH3UIA, TO OHO NPEeKPaTUT cBOto paboTy No uctedeHuio 1 yaca.

5.2 NpunoxeHue
Ha ctpaHuue MpunoxeHnue pasgena MIIK otobpaxkaeTcs CNMCOK 3arpyXeHHbIX NPUoxeHun MNonuroH.

BHelwHun BuA cTpaHuubl NMpunoxeHune nokasaH Ha pUCyHke 5.2.
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VBEN

CocTofHKe P plc218rk_12_polygon
Cuctema »
MpunoxxeHue
MK -
Cnucok npunoxenui B MK
WHdopmauus
HasBanue ABTo3anyck Pasmep, 6aiiToB DeiicTeua
MpunoxeHne
plc1.0(3anyuieHa) Het 1767752 OcTaHoB ... Ynanenue MNepermMeHOBaTHL YcTaHOBUTE ABTO3AMYyCK ...
3arpysku
Cryx6bl b test_mod.o Het 785776 3anyck .. YpaneHwe... [lepeMMeHoBaTb... YcTaHOBMTL ABTO3anycK ...
CeTb » test_paowenio.o Het 829368 3anyck Ypaneuue ... [lepeumeHoBaThb ...  YCTaHOBUTb ABTO3anycK ..
Cratvctuka b test_trm.o Het 844808 3anyck Ynanenue ... [lepeMmeHoBaTb ... YCTAHOBMTb ABTO3AMYCK ...
BbIATH
MNpoyee

QuMCTUTL NaMATb peTaiH ... | 3arpy3aka NpunoXeHus ...

‘ nDHMeHSHL‘IG YCTaHOBOK NpUBeET K aBTOMaTUYECKOMY NnepesanycKy npuioxeHna

PucyHok 5.2 — CtpaHuua «lMpunoxeHue»

III NMPUMEYAHUE
lNpw 3arpyske NpUNoxeHnst B KOHTPOIEp rnepesanncbiBaeTcs TOMbKO hais C TakUM Xe MMEHEM.
Takum o6pa3oM, B KOHTPONEP MOXET ObITb 3arpy>eHO HECKOMbKO MOMb30BaTENbCKUX NPUNOXKEHNIA.

C nomoLLbto KHOMKK 3arpy3ka NpUIoXeHUst MOXHO 3arpysuTb UCMOMHAEMbIN doain npunoxeHus MonmroH Ha
KOHTponsep, Ans aToro crnegyer:

1. TpaHcnuposaTb npoekT B cpeae MNonuroH (MKM Ha mogyne — TpaHcnupoBaTth Bce).
2. B web-koHdurypatope HaxaTb 3arpy3ka NpuiioXKeHus.

MpunoxxeHue

Cnucok npunoxexuii B NNK

HaseaHne ABTO3anyck Pasmep, 6anToB DOencTeua

ple1.o(3anyweHo) Hert 1767752 OcTaHoB ... Yoaneuwe . [lepenmeHoBats ... YCTAHOBUTb ABTO3aMNycK ...
test_mod.o Het 785776 3anyck Ynaneuwe ... [lepeumeHoBaTb ... YcTaHOBWTb ABTO3aMycK ...
test_paowenio.o Het 829368 3anyck Ynaneuuwe ... [lepeumeHoBaTb ... YCTAHOBWTb ABTO3aMycK ...
test_trm.o Het 844808 Janyck .. YpaneHue ... [lepeMMeHOBaTb .. YCTaHOBMTb ABTO32MyCK ...

Mpoyee /
3arpyska NpUNoXeHus ... /

| I'IpnmeHeHme YCTaHOBOK NPUBENET K aBTOMaTHUYECKOMY Mepe3anycKky rnpunoxeHus

PucyHok 5.3 — 3arpy3ka npunoxeHusi

3. HaxaTb Ha kHonky O630p 1 BbIOpaTh UCNONHAEMbIN haiin UMA MOAYNA.O, NOJyYEHHbIN nocne
TpaHcnsumm npoekTa (nm. 1).

4. YkasaTb ums (6e3 npobenoB 1 CNELICUMBOIIOB) 3arpy>aemMoro NPUIOXEHUsI U HaxaTb KHOMKY
3arpyzka.
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3arpy3suTb HOBOE NMPUNIOXKEHUE:

YCTaHOBMTE UMA NPUIOXEHWA Be3 cyhdukca [.o]
|NewApp |

PucyHok 5.4 — YcTaHOBKa MMEHU NPUIOXeHUs

5. MNMocne 3arpy3ku NpunoxXeHmMe NoSABUTCA B CIIUCKE NPUITOXEHUNA.

[ns 3anycka Hy>XHOro NPUINOXEHWS CrefyeT HaxaTb HanpPOTMB HEro KHOMKY 3anyCcTUTb.

‘II NMPUMEYAHUE
Yepes web-koHprrypatop BO3MOXHO 3anyCTUTb Ha UCMOSTHEHNE B OOHO U TOXE BPEMS TONbKO OAHO
NpUNoXeHue.

MpunoxeHue

CnncoK npunoxennia B NNK

HaseaHue ABTO3anyck Pasmep, 6aiiToB .El.eﬁc-rsun/

plcl.o Het 1767752 3anyck ... Ypaneuue .. [lepeMMeHoBaTb... YcTaHOBWUTb ABTO3anyck ...
test_mod.o Het 785776 3anyck ... Ypanenwe.. [lepermeHoBaTb... YCTaHOBMTb ABTO32MYyCK ...
test_paowenio.o Het 829368 3anyck ... YpaneHwe.. [lepeMmMmeHoBaTb.. YCTaHOBMTb ABTO32MYCK ...
test_trm.o Het 844808 3anyck ... Ypanenwe .. [lepermeHoBaTb ... YcTaHOBMUTb ABTO32NYycK ...
Mpoyee

OYUCTUTb NAMATL PeTaiH ... | 3arpyaka npunoXKeHus ...

‘ —||}lr‘l\z1‘.-f'l—e)—l.’1e YCTaHOBOK NpUBEAET K aBTOMaTUUECKOMY nepe3anycKy NpUunoMxeHus

PucyHok 5.5 — 3anyck npunoxeHus
Mocne 3anycka NPUNOXEHUS CTaHOBUTCS aKTUBHOW kHomnka OcTaHOB.

3arpyeHHble NPUINOXEHUS Ha KOHTPOMMEp Takke MOXHO yaanuTb (kHomka Y@aneHue) U nepevMeHoBaTb
(kHonka NMepenmeHoBaTh).

OOHO 13 3arpyXeHHbIX MPUITOXEHUA MOXHO YCTaHOBUTb B ABTO3anyck. [lpy ycTaHoBke ABTO3anycka
npunoxeHue byaeT 3anyckaTbCcs aBTOMaTM4ecky npu BrtodeHnn/nepesarpyske MIK.

EI NMPUMEYAHUE

[ins aBTOMaTU4YeCcKoro 3anycka npuroXeHus Npu nepesarpyske KOHTpornepa crieqyeT yCTaHOBUTL
Ansi Hero ABTO3anyck (kHomnka YctaHoBUTbL ABTO3anyck). [1rs KOppeKTHOro 0CTaHOBa MPUIOXKEHUS
13 web-koHpurypartopa crnegyeT CHATb s Hero ABTo3anyck.

5.3 3arpys3ku

Ha ctpanuue 3arpysku pasgena MK npeactaeneHbl CCbinkv Ans 3arpy3ku pasnmyHbixX NonesHbix dainos.

BHeLwHMIN BMA cTpaHuubl 3arpy3Ku NnokasaH Ha pucyHke 5.6.
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VBIEH

CocTofHue P
Cuctema »
MK =
WHbopmauwms
lMpunoxeHue
3arpyaku
Cnyx6bl ¥
CeTb »
Cratuctuka »

BoiiiTi

plc2l@rk_12 polygon
3arpysku

Bubnuotexku

3arpysaka (15.61 MuB)

Oparieep RNDIS ans Windows

3arpysaka (1.46 MuB)

WHbopMaLMOHHbIe MaTepuanbl

o CTpaHuua lNonuroHa Ha caite OBeH

o [oxkymeHTauma MonuroH Ha cainte OBEH
o Ctpanuua MNonuroHa Ka dopyme OBeH

© 06paTUTbCA B TEXHUYECKYH NOAAESPHKY

PucyHok 5.6 — CTpaHuua «3arpy3ku»

[nsa 3arpyskun 4OCTynNHbI criegytolime annsbi:

* Bubnuorteku — apxme ¢ Gubnmortekamm Nonuron;

» OpanBep RNDIS ana Windows — naket gpansepoB anst USB RNDIS nogkntoueHus ans

onepaumoHHon cuctemol Windows;

* UHchbopMaLMOHHbIe MaTepuarnbl — CCbISIKM Ha CTpaHuWLbl YCTpoicTBa, MonuroH 1 TeEXHUYeCcKom

noaaepxku Ha canite OBEH.
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6 CnyxObl

6 CnyxObI
6.1 AuHamunyeckunn DNS (DDNS)

Ha ctpaHuue DDNS pasagena Cnyx6bl pacnonoXeHbl HACTPOMKM Cny0bl AnHammuveckoro DNS.

OvHamunueckun DNS — TexHonmorus, nossonswowas wuHpopmauun Ha DNS-cepBepe o6HOBNATHCS B
peanbHOM BpeMeHu U (Mo XenaHuuio) B aBToMaTtnyeckom pexume. OHa npuvMeHsieTcs Ans HasHavyeHus
NOCTOSAHHOIO AOMEHHOIO MMEHW YCTPOMCTBY C ANHaMMyeckum IP-agpecom.

BHewHun Bug ctpannubl DDNS pasgena Cnyx6bl nokasaH Ha pucyHke 6.1.

& ple210 - Hacrpaiikn - LuCl X | & plc210- LuCl X | @ plc210- DDNS - LuCl X | + all - ©
&« ¢ o @ 172.16.0.1/cgi-bin/luci/admin/services/ddns e o ' mD e 8 =
Il
“l'l-ll c AETOODHOENEHHE BKNKOYEHD
[ |
CocToAHue b plc210
Cuctema » B
OuHamu4vecknn DNS
MK »
DONS paspewaet Ballemy MapLUpyTW3aTopy WMETb NOCTOAHHOE AOMEHHOE WMA, NPY JUHAMUYECKW U3MEHAEMOM ”:-B,J'ZE:E
Crysbiel OpenWrt Wiki: Hudropmaumna ana knuenta DDNS — Hactpoilika knnenta DDNS
Dok MmobanbHbIE HACTPOWKK
STP/RSTP
Brnwounte asTozanyck DDNS []
HTTRHTTPS
JanyckaTe DDNS aBTOMATHUECKN NP 3aMYCKe CCTEMED
FTP
Cets b O63op
Cramueriia b Cnucok Hac 28 COCTOAHNE
. Bepcun npotokonos [Pvd n [PvE [MMO HACTPOWTE pasfentHo, Te. ‘myddns_ipvd’ n ‘myddns_ipv6
Beiiira UYtobbl HEMEHWTE OCHOEHEIE HACTPOWKH, HAXMHTE 2[Jeck
MoncK MMeHu XocTa Mocnegnee 1D npow
Wun _ BrnwyeHo
3aperncTpupoBaHHeli IP-agpec Cnenyrwuwee obHoBNEHNE Crapt / Cron
myddns_ipv4  yourhost.example.com O Huoeda (S
1y 1P’ v . ple. Omumieueso ZMeHnTE | Yoanute
myddns_ipv6 ourhost.example.com | g
Y P ¥ i pe- Omiiioyexo - - :
plctest.ddns net 2019-06-04 23:05 .
plctest 190 ¥ 2019-06-07 23-05 FID: 14178 Wameruts | Yoanute
ooz s s | cocenr. | i
Powered by LuCl (Owen) f 2018.07
PucyHok 6.1 — CtpaHuua «DDNS»
s | | MTPUMEYAHUE
L B npunoxeHun gaHHOro pykoBOACTBa NpUBEAEHbI MHCTPYKUMU Anst HAcTporiku cnyx6el DDNS Ha

npumepe nposaraepa no-ip.com.

B noppasgene MobGanbHble HAacTPOMKKM pacnornoxeHa onuus Bknrountb aBTo3anyck DDNS, kotopas
yrnpaenseT aBTOMaTtU4ecKMM 3arnyckom ckpuntoB obHoBreHuss DDNS-3anuceri npu 3anycke cuctemsbl. o
yMon4yaHuio aBTtomatmdeckuii 3anyck DDNS oTKMo4EH.

B nogpasgene O630p B BMAe Tabnuubl nepevmcreHbl Tekyme HactpoeHHble DDNS-3anncu. Tabnvua umeer
cneayowme ctonbub:

* Uma — npoussonbHoe umsa gaHHon DDNS-3anucy;

67



6 CnyxObl

* Mouck umeHu xocta / 3apernctpupoBaHHbin IP-agpec — oTobOpakaeT AOMEHHOE UMS AaHHON
DDNS-3anucu 1 onpegenéHHbin ansa Hero IP-agpec npy nocrnegHen npoBepke;

* BkntoyeHo — npusHak BknioyeHus Tekywen DDNS-3anvcn. Ecnvn gaHHasa onums oTknoyeHa, Ans 9Ton
3anMcum cKkpunT obHOBMNEHUSA He 3anyCcKaeTcs;

* MNocneaHee o6HoBneHue / MNocnenyouwee o6HoBNEHNE — AaTa 1 BpeMS NOCMNEAHEro 1 criefyoLuero
nnaHoBoro o6HoeneHns DDNS-3anucy;

+ ID npouecca / Ctapt / CTon — py4HOI 3anyck U ocTaHoBKa ckpunta obHoeneHnss DDNS-3anucu.

Ecnu ckpynT 0GHOBNEHMSA B AaHHbIA MOMEHT 3anyLLeH 1 paboTtaer, To B cTonbue dyaeTt otobpaxarbcs
KHOMKa C TeKyLLUMM naeHTudmkatopom npotecca ckpunta ooHoneHnss DDNS-3anncu, kak nokasaHo Ha
pucyHke 6.2. Haxkatue 31O KHOMKM BbIMOSTHAET PYyYHY OCTAHOBKY CKpUMTA.

lNMouck nmenn xocrta lNocnegnee obHoBneHKHe ID npouecca
= Brnioyeno
3aperucTpupoEaHHkIi IP-agpec Cnegyrowee obHOENEHHE Crapt [ Cton

Ictest ddns net 2019-06-04 23.05
pletest & 190 2019-06-07 23:05 FID: 14178

PucyHok 6.2 — CtpaHuua «DDNS». Ckpunt o6HoBneHus DDNS-3anucu paboTtaer

Hmn

Ecnu ckpynT B J@HHbIA MOMEHT OCTaHOBIEH, TO B AaHHOM cTonbue 6yaeTt otobpaxaTbCs KHOMKa ¢
Hagnucbilo CTapT, Kak mokasaHo Ha pucyHke 6.3. Haxatue kHomku CTapT BbINOMHAET 3anyck cKkpunTa
obHoBneHusa ansa gaHHon DDNS-3anucu.

MNoWcK HMEHKW XOCTa NocnegHee obHoOENEHKE ID npouecca
o BrnwyeHo
3apernctpupoBaHHeid IP-agpec Cnegywwmee obHOENEHHE Crapt / Cron

Ictest ddns . net 2019-06-04 23:05

180

W

PucyHok 6.3 — CtpaHuua «DDNS». Ckpunt o6HoBneHus DDNS-3anucu octaHOBNEH

* B nocnegHem cTtonbue pacnonoXeHbl KHOMKK ynpaeneHus UsmeHuTb 1 Yaanutb.

KHonka U3meHnTL NpegHa3HadeHa ans pegaktuposaHus cooteeTcTBytowenn DDNS-3anucu (cm.
pasgen 6.1.3.1).

KHonka Yaanutb npeaHasHadveHa aAng yganeHus cooteetcTByowen DDNS-3anucu (cwm.
pasgen 6.1.3.3).

6.1.1 Unchbopmauusn

BHewHun Bug Bknagkn UHdopmaums crpaHnubl DDNS nokasaH Ha pUcCyHke:

MudopmMaunsa | TnobanbHble HaCTPOHKU

Bepcua DDNS  2.8.2-tanol

Coctonanue AsTo3anyck DDNS oTKnOuEH

3anycTuts DDNS

MepeaanycTute DDNS
MNocnegHee o6HoBNeHUe cnucka cnyxk6 2021-03-20 17:45

0O6HOBMTb cniucok cnyx6 DDNS

PucyHok 6.4 — CtpaHuua «DDNS». Bknagka «MHdopmaumsa». ABTo3anyck CIyX0bl BbIKITHOYEH
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Mudopmauma | TnobansHble HACTPOHKK

Bepcua DDNS  2.8.2-tano1

CoctoaHuwe AsTo3anyck DDNS BkMOUYEH

3anycTutb DDNS

MNMepesanyctutb DDNS

MocnegHee oOHOBNEHWE CNWCKE cny)Ké 2021-03-20 17:45

0O6HoBMTL cnucok cnyx6 DDNS

PucyHok 6.5 — CtpaHuua «DDNS». Bknagka «MHcpopmaumsa». ABTO3anyck crnyx06bl BKINIOYEH

B paHHOM BkNagke npuBedeHa MHdopmauua O Bepcuu ycTaHoBrneHHoro naketa DDNS u o Tekywem
COCTOSIHMW aBTOMaTMYeCcKoro 3anycka cnyxosl DDNS.

B Tom cnydyae, ecnv aBTOMaTtuyeckuin 3anyck cnyx6bl DDNS otkntouéH, To B nogpasgene UHdpopmauums
bynetr otobpaxeHa kHonka 3anyctutb DDNS, kotopas 3anyckaet cnyxby DDNS, a Takke BkrodaeT
aBTOMAaTU4eCKMI 3anyck Cny>0bl Npu 3arpyske CUCTEMBI.

Mpn BKMOYEHHOW aBTOMAaTMYeckon 3arpy3ke cnyxo6bl DDNS npu 3anycke CUCTEMbl, BHELIHWA BUg
nogpasgena WHdopmauua OyaeT BbIrMAgeTb Kak MnokasaHO Ha pucyHke 6.5. Tpu  BKAOYEHHOM
aBTomartudeckom 3anycke cnyx6bl DDNS 6yger otobpaxeHa kHonka OctaHoBuTb DDNS, kotopas
ocTtaHaenuBaet cnyx6by DDNS, a Tawke BbIknto4aeT aBTOMaTUYeCKMIn 3anyck crny6bl Npu 3arpyske CUCTEMBbI.

KHonka Mepe3anyctutb DDNS no3sonsieT BbINONHUTL Nepesanyck (Mnu 3anyck, eCnu He 3anyLueHa) cnyxob
DDNS. CocTtosiHMe aBTOMaTnyeckoro sanycka cnyxosl npu ucnons3osaHun kHonku Mepesanyctute DDNS
He u3MeHsieTcs.
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6.1.2 Tmo6anbHble HACTPOMKU

Bo Bknagke MobGanbHble HACTPOMKM COAEPXKATLCS HEKOTOPbIE 0OLLME HACTPOMKK CIYyXObl AMHAMUYECKOTO
DNS. BHewwHun B Bknagkm MobanbHble HacTpoukm cTpaHuubl DDNS nokasaH Ha pucyHke:

OuHamuueckuii DNS

MHfopMaumra | MMobansHble HacTPoRKK

PaspeliuTb He nybnuudble IP-agpeca [

DopMaT AaThl %F %R

Manka coCTOAHUA fvar/run/ddns

Manka CMCTEMHOrO XypHana /var/log/ddns

MpocMoTp ¥ypHana 250

Mcnonbaoeate cURL ]

MyTe k CA-cepTHdMKaTAM

URL dhafina nopaepmed crnyws

PucyHok 6.6 — CtpaHuua «DDNS». Bknagka «mob6anbHble HaCTpOMKu»

B oaHHON BKagke pacrnonoXeHbl cnegytoLmne rmobanbHble HaCTPOMKK:

* PaspewnTtb He ny6nuyHble IP-agpeca — paspeluntb ncnone3oBaHue HenybnuyHeix IP-agpecos (no
YMOMYaHUIo 3anpeLLeHbl):

— ana lPv4:

+ 0/8

¢

¢

¢

¢

10/8
100.64/10
127/8
169.254/16
172.16/12
192.168/16

— ansa IPv6:

¢

/32

+ f000::/4
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« dopMmaT paTbl — CTPOKa cneumarbHbIX cneuudgukaTopos, onpegensiolwas dopmar BoiBoga Aatbl U
BpeMeHu B Tabnuue ckoHdurypmpoBaHHbix DDNS cnyx6.

* Manka cocTosAHUA — NyTb K Nanke, B KOTOPOW XpPaHATCS arnbl COCTOAHNA CKOHUTYPUPOBAHHBIX
DDNS cnyx®6.

* MManka cucTeMHOro XxypHana — nyTb K nanke, B KOTOPOW XpaHATCA danrbl XXypHanos
CckoHurypmpoBaHHbix DDNS cnyx6.

* [pocMoOTp XKypHana — KONM4YeCcTBO COXpaHAEMbIX CTPOK B CUCTEMHbIX XXypHanax DDNS cnyx6.

* Ucnonb3oBaTtb CURL — HacTpoika no3BonseT BKYNTL UCMONb30BaHne yTunuTsl curl BMecto wget B
TOM Criyyae, ecnu B cucteme ycTaHoBneHbl obe ytunutel. [No ymonyaHuio, ecnv B cucteme
ycTaHoBneHbl 1 curl n wget, OyaeT ncnone3osatbcs ytunura wget.

* MyTb k CA-cepTudmkaram — nytb k CA-ceptudukaram, Kotopble BygyT MCMoMNb3oBaTLCA A1
3arpysku gaHHbIX cepBuncoB. YcTaHoBuTe 3HavyeHne IGNORE, 4ytobbl nponycTtute NpoBEpKY
cepTudumkara.

* URL c¢hanna noanepxku cnyx6 — URL, koTopbii ncnonb3yetca ans 3arpy3ku cpanna cnyxo. Mo
yMomyaHuto ncnonb3yetcs ann us master setku cnos sgpa TanoWrt.

6.1.3 Cnyxo6blI

B nogpasagene Cnyx6bl B Buae Tabnuubl NepedncrieHbl Tekylime HacTpoeHHble DDNS cnyx6bl. Tabnuua
UMeeT crnegyoLimne cTonoubl:
» CoctosiHne — Tekywee coctosiHne DDNS cnyx6bl. MoxeT npuHMMaTh criegyowme 3HayeHns:
— He paboTtaer — gaHHast DDNS cnyx6a He paboTaeT (ocTaHOBMeHa);
— Pab6oraet — DDNS cnyx6a pabotaert. B atom cny4yae, Bo BTOpoW CTpoke nog Hagnvcbio PaboTtaer
Oynet otobpaxéH ngeHtndukatop npouecca (PID) gaHHOW crnyx0bl.
» HazBaHne — npoun3ssonbHoe ums aaHHon DDNS cnyx6bi;

* Mouck umeHu xocrta / 3apernctpupoBaHHbin IP-agpec — oTobpakaeT fomeHHOe umsa gaHHon DDNS
cnyx0bl 1 onpeaenéHHbIv Ans Hero IP-agpec npu nocneaHen NpoBepkKe;

» BkntoyeHo — npusHak BknoveHus cooteetcTBytoen DDNS cnyx6bl. Ecnu gaHHas onuust oTknoyeHa,
AN JaHHON Cny>X0bl CKPUNT OGHOBINEHMSA HE 3aMnyCKaeTcs;

* MocnegHee o6HoBNeHue / Cnepylowee 06HOBNEHME — [aTa M BPeEMS NOCIEeOHEr0 U CrieayoLlero
nnaHoBoro o6HoeneHus nHdopmaummn gaHHon DDNS cnyx6ebl. Mo ymonuaHuio gata n Bpemst
oTobpaxatotcs B popmare: MTT-MM-04 y4:mm, roe
— [TTT —rop;

— MM — mecsy (ot 01 go 12);

00 — neHb (ot 01 go 31);

Yy — yacsl (o1 00 go 23);

— MM — MuHyThI (0T 00 go 59);

dopwmart oTobparkeHns 4aTbl U BPEMEHU MOXHO HAacTpouTb B nogpasgene MNobanbHble HACTPOWKN

npu NomoLLun HacTponku dopmaTt AaTthbl.

B nocnegHem ctonbue pacnonoxeHsl criegytowme kHonku ynpaeneHus DDNS cnyx6amu:

— OcTtaHOBUTb — NpegHa3HayYeHa ans ocTaHoBkn paboTel cooTBeTcTBYOWEN DDNS cnyx6bl. Ecrin
DDNS cnyx6a B TEKyLLUI MOMEHT He 3anyLleHa, AaHHasi KHOMKa He akTUBHa.

— MNepe3anycTutb — NpegHasHadveHa Anga nepesanycka cooreetctBytoweri DDNS cnyx6bl. Ecnv
DDNS cnyx06a B TeKyLLMIN MOMEHT He 3anyLleHa, AaHHasi KHOMKa He akTUBHa.

— W3meHuTb — nNpefHasHaveHa onsa pegakTmpoBaHUs napamMeTpoB (HACTPOEK) COOTBETCTBYIOLLEN
DDNS cnyx0bl.

— Yganutb — npegHasHadeHa ansa yaanennss DDNS cnyx6bi.
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6.1.3.1 PegaktupoBaHne DDNS cnyx6bl

IOna pepaktupoBaHus DDNS cnyx06bl HeoOXxoouMo HaxaTb KHOMKY WM3MeHUTb Ansa COOTBETCTBYHOLLEW
cnyx6bl B Tabnuue Ha ctpaHuue DDNS (cMm. pucyHok 6.7).

Cnywe6bi
NocnepHee
Mowck Mmern xocTa
Wmna 3aperncTpMpoBaHHbIl IP- BrnoyeHo — He CocTofiHKe
= Cnepyioujee
A obuoeneHue
N | n 1 =
ourhost.example.com Hukorga He
myddns_ipva 7 P O MIORRy —_—
HeT aaHHbix OcTaHoBNeHo paGoTaer ‘ ey ‘
TaHOBMTD NyCTHTE =
yourhost.example.com O Hukorga He

myddns_ipvé S ————
NobaeuTb HoBYKO CryKGYy...

PucyHok 6.7 — CtpaHuua «DDNS». KHOnku nuameHeHus 3anucu

Mpu Haxatum kHOMkM W3MeHUTb OynoeT OTKPLITO BCNIbIBAlOLEE OKHO pPedakTMpPOBaHUs HACTPOEK
cootBeTcTBytoLern DDNS cnyx6bl, Kak NokasaHo Ha pUCyHKe 6.8:

Cnym6a DDNS » myddns_ipv4

OCHOBHBIE HACTPORKKM | [LONGMHWTENGHE HACTPOUKY | HaCTPORKa TaiMepa | MpOCMOTD CHCTEMHOND MypHana
F-3 ipec MCTOUHWKA Cate =
Cers wan: g*

Cobermwe ceTh  wan

Hazauaueqnan sepemn IP npoTokona [

DNS cepaep

Wenonssosars npoTokan TCP gna DNS [

Mpokcw cepeep

Fannch B MypHan CoofueHue hd

Januco B Gain

PucyHok 6.8 — CtpaHuua pepaktuposaHusi DDNS 3anucu
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HacTporikn DDNS cnyx6bl pacnpeaeneHsl No YeTbIpEM BKNagKaM:
* OCHOBHbIE HACTPOWKY;
* [lononHuTenbHbIE HACTPOWKMK;
* HacTponka Tanimepa,;
* [IpOCMOTP CUCTEMHOIO XXypHana.
Bknapgka «OCHOBHbIe HACTPOMKU»

BHewwHun By Bknagkm OCHOBHbIE HACTPOMKM NMOKa3aH Ha pUCyHKe 6.8.

Ha Bknagke pasmelleHbl ocHOBHble HacTponku DDNS-3anucu:

* BknroueHo — rnobanbHbivi donar akTuBauumn pegaktupyemont 3anncu DDNS. Ecnm aTa onums
OTKIMtoYeHa, To ckpunT 0bHoBNeHus ana aaHHon DDNS-3anuncu Henb3s 6yaeT 3anycTutb HKU ¢ web-
uHTepdenca LuCl, Hu ¢ koHconu;

* Mounck uMeHun xocTa — NONTHOE AOMEHHOE UMSI, UCMONb3yeMOEe L1151 MPOBEPKM HEOOXOAMMOCTHU
obHoeneHus IP-agpeca gaHHon DDNS-3anucuy;

* Bepcus IP-agpeca — Bbibop Bepcum IP-npotokona DDNS-3anucy;
* MpoBangep cnyx6b1 DDNS — BbI60op npoBangepa cnyxobl DDNS.

[nsa nonb3oBaTenbCKoro npoeaviaepa (3NeMEHT «— NONb30BaTENbCKOE 3HAYEHNE —» B CMUCKE)
OOCTYMHbI iBE JOMONHUTENBHBIE HACTPOVkn — «IMonb3oBatenbckuin URL oOHoBREHUSI» 1
«[Nonb3oBaTenbCKnin CKPUNT OOHOBNEHUSAY :

MNpoeainep cnyxbel DONS [IPvd] — NONES0EATENECKMA — v

Moneaoeatensckwidi URL obHoBneHWA

MNone3oeaTtenscknil ckpunT obBHoOBNEHMA

PucyHok 6.9 — Hactpouku nonb3oBatenbckoro DDNS npoBangepa

B none Monb3oBatenbckuit URL o6HoBReHus ykasbiBaetcsa URL-agpec obHoBneHuss DDNS-3anucuy,
rie MOTyT UCMONb30BaTbCA CneLmnarnbHble 3Ha4YeHWs1, BMECTO KOTOpbIX OyayT noAcTaBnsATbLCA
onpenenéHHble 3HaYeHus:

— [DOMAIN] — 3Ha4yeHune HacTporikv [loMeH;

— [USERNAME] — 3HadeHue HacTporiku Ums nonb3oBaTtens;
— [PASSWORD] — 3Ha4deHue HacTpoviku Maponb;

— [IP] — Tekywmit onpegenéHHbin IP-agpec;

B none Monb3oBaTenbCkuin CKPUMNT OGHOBNEHUS YKa3biBaeTCs NyTb NONb30BATENBCKOrO CKpUnTa
obHoeneHna DDNS-3anncy;

» Hactponka Myt k CA-cepTudmkaty DDNS-3anucu

[JomeH — nonHoe JOMEHHOEe UMS, 3aperncTpupoBaHHoe y npoeangepa cnyx6el DDNS. daHHoe
AomeHHoe ums BygeT oTnpasneHo nposangepy cnyx6sl DDNS npn obHoBneHun IP-agpeca. [JaHHas
HaCTpOWMKa MOXeT OTCyTCTBOBaThb Ans HekoTopbix DDNS-npoBangepos.

3HaveHne gaHHon HacTponku nogctasnseTcs Bmecto [DOMAIN] 8 URL o6HoBReHuUS;
* Ums nonb3oBaTens — vMs Norb3oBaTenst ydETHOM 3anucuy npoeangepa cnyxoel DDNS.

3HaveHne gaHHon HacTponku nogctasnseTtca BMecto [USERNAME] B URL o6HoBREHUS;
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6 CnyxObl

* Maponb — naponb y4éTHONM 3anucu nposangepa crnyx6el DDNS.
3HaueHne gaHHol HacTpoviku nogctaensetcs BMecto [PASSWORD] 8 URL o6HoBneHus;

* Ucnonb3oBaTb HTTPS — BkntoueHne 6esonacHoro HTTPS-coeanHeHnsi ¢ npoBangepoM criyxobl
DDNS.

Mpu BKMOYEHUM JAHHOW HAaCTPOMKM CTAHOBUTCS AOCTYNHA AoNOnNHUTENbHasa HacTpoika MyTb k CA-
ceptudmkaty (cM. pucyHok 6.10), B KOTOPOK yKa3blBaeTcsa NyThb K nanke unu ganny CA-ceptudmkara.

cnone3oeate HTTPS [v]

Myts k CA-Ceprumrary  /etc/ssl/certs

PucyHok 6.10 — Hactpowka «IMyTb k CA-ceptucukary» DDNS 3anucu

Onsa ucnonb3oBanusa HTTPS 6e3 npoBepku cepTndukaToB cepBepa (HebezonacHo) Heobxoanmo
ykasaTtb 3HauyeHne IGNORE.

Bknagka «[JononHUTenbHble HACTPOMKN»

BHelwwHun BuA Bknagky [lononHUTeIbHbIe HACTPOMKM NoKasaH Ha pucyHke 6.11.
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Cnyx6a DDNS » myddns_ipv4

OCHOBHbIE HACTPOHKM | [1ONONMHUTENBHBIE HACTPOHKM | HacTpoiika Taimepa | MpocMOTp CHCTEMHOTO XypHana

P-afipec MCTOYHMKE CeTn v

CeTo wan: g~ N

CoBbITHE CETH wan

HaaHayenHan sepcuA IP npoTokona

DNS cepeep

Wcnonb3oeatse npotokon TCP gnAaDNS [

Mpokck cepeep

3anuch B KypHan CoobweHne v

3anuch & hain

EELOGLR CoXpaHMTbh

PucyHok 6.11 — Bknagka «[JononHutenbHble HACTPOUKU» CTpPaHULbI peaakTupoBaHuss DDNS-3anucu

Ha Bknagke [lononHUTerNbHbIe HACTPOMKMU pacnonoxeHbl criegytowme Hactporkn DDNS-3anucu:

* IP-agpec ncrouyHuka — BbI6Op UCTOYHMKA And onpeaenenus IP-agpeca aomeHa gaHHon DDNS-
3anucu.

Bo3MoxeH BbIGOp 0OHOMO 13 criedytoLmnX MCTOYHUKOB!

— CeTb — ncTo4HMKOM IP-agpeca BbICTynaeT ceTb, BeibpaHHas B Bbinagatoliem cnmcke CeTb (CM.
PUCYHOK 6.12);

IP-agpec ncTounuka [IPvd] CeTk b

CeTk [IPwd] wan W

PucyHok 6.12 — Hactponkn DDNS-3anucu ansa ncroyHuka IP-agpeca «CeTb»

— URL — nctovHukom IP-agpeca BbicTynaeT OTBET 3anpoca no ykasaHHomy agpecy (URL) B none URL
ANns o6HapyXeHus (CM. pUCYHOK 6.13).
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IP-agpec nctouHuka [IPv] URL v

URL anA obHapysenna [IPvd] | http://checkip.dyndns.com

Cobeimne cetn [IPvd] wan ~

g - i 1 - e =, ot o

MNpueAzate ceTk - N YMON4YaHHUD — W

PucyHok 6.13 — Hactpowkn DDNS-3anucu ana ncrouHuka IP-agpeca «URL»

JononHuTtensHo B Bbinagatowem cnucke CobbiTue cetn (CM. pucyHok 6.13) BolbupaeTcs ceTb, Ans
KoTopon ByaeT 3anyckaTbcsa ckpunt obHoBreHns DDNS 3anucu.

B Beinagatowiem cnucke MpuBAsaTtb ceTb (CM. pucyHoK 6.13) BbIGnpaeTcs ceTb, Yepes KOTOpYHo

HeobXoaMMO BbINOMHATL 3anpoc ykasaHHoro agpeca URL. B 6onblUnHCTBE cryyaeB pekoMeHayeTcs
BblbpaTb 3HAYEHME MO YMOYaHUOY;

MHTepdennc — ncrounnkom IP-agpeca BbicTynaet IP-agpec ceTeBoro nHtepdelrica, BolopaHHOro B
BbinagatowieM cnuncke MHTepdenc (cm. pucyHok 6.14);

IP-aapec ncTodHnka [IPvd] MHTepdedc ¥

MHTepheiic ethl W

PucyHok 6.14 — Hactpowkn DDNS-3anucu ana ncrouHuka IP-agpeca «MHTepcencr

— CkpunT — uctoyHuKoM IP-agpeca BbICTynaeT pesynsraTt BblNOMHEHWS CKpUMTa, NyTb K KOTOPOMY
yka3aH B norne CKpunT (CM. pUCYHOK 6.15).

IP-appec wcTouHuka [IPvd] CkpunT ¥

CrpunT

Cobeimue cetn [IPvd] Wan

PucyHok 6.15 — Hactpoikun DDNS-3anucu ana nctouHuka IP-agpeca «Ckpunt»

HononHnTtensHo B BeinagatoLlem cnucke CobbiTue ceTn (CM. pucyHok 6.15) BeibupaeTcs ceTb, Ans
KoTopoWn 6yaeT 3anyckaTbcs ckpunt obHoBreHns DDNS-3anucn.

» HasHavyeHHas Bepcus IP-npoTokona — HacTpoWKa ykasblBaeT Ha HEOOXOAMMOCTb UCMONb30BaHUS
KoHKpeTHom Bepcum IP (IPv4 unu IPv6) npoTokona B paboTe Takux yTunuT, kak wget, curl n host. Bepcusi
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ucnonb3yeMoro IP-npoTokona cooTBeTCTBYET BbiOpaHHoON Bepcum IP-agpeca B HacTpoiike Bepcus IP-
aapeca Ha Bknagke OCHOBHbI€ HACTPOMKMU (CM. BbILLE );

* DNS-cepBep— agpec DNS-cepBepa ansi onpegeneHus 3apeructpupoBaHHoro IP-agpeca onsa gaHHon
DDNS-3anucu. Ecnu He 3agaHo, To Byget ncrnonb3oBaH DNS-cepBep no ymonyaHuio;

* Bei6paTtb npotokon TCP ansa DNS — yctaHOBKa gaHHON onLmu BKoYaeT ncnonb3osaHne TCP
Bmecto UDP anss DNS-3anpocos;

* Mpokcu cepBep — agpec Npokcu-cepBepa Ans obHapyxeHnst n obHoeneHns DDNS-3anucu.
YkasblBaeTcs B popMare:

[user:password@]proxyhost:port
roe
— [user:password@] — vims nonb3oBatensa (user) 1 napornb (password) 4ns aBTopu3auun Ha NPOKCK-
cepBepe, ecnu TpebyeTcs;
— proxyhost — agpec npokcu-cepBepa;
NPUMEYAHUE
m Ecnu agpecom npokcu-cepBepa siBnsercs IPv6-agpec, oH fomKkeH ObiTb yKkasaH B
KBagpaTHbIX ckobkax (Hanpumep, [2001:db8::1]:8080).
— port — Homep nopTa cepBepa;
» 3anucb B XXypHan — BblOMpaeTcs ypoBeHb CoobLeHnI ans xypHanvpoBaHus. Kputnyeckne ownbku
KYpHanupyoTcs Bceraa, BHe 3aBUCUMOCTM OT BbIBpaHHOIo YpOBHS;

» 3anucb B dhann — HacTpoKKa BKITOYaEeT 3anuch XypHana gaHHon DDNS-3anvcu B chann.
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Bknapgka «HacTtpoika Tanmepa»

BHelwwHun Bug Bknagkm Hactpowka TaMMepa nokasaH Ha pucyHke 6.16.

Cnym6a DDNS » myddns_ipv4

OCHOBHBIE HACTPOHMKKM | JIONONHMTENBHEIE HACTPOWKK | HacTpowrka Taimepa | MPOCMOTP CHCTEMHOIO XypHana
WHTepean npoBepku

Pa3amepHOCTb MHTepBana NpoBepku MHHYT(bI) v

WHTepean 0GHOBNEHWA

PaamepHoCcTb MHTEpBana oOHOBNEHWA MUHYT(bI) v

Cuy&TYMK NONbLITOK NOBTOPA NpH OLKWGKe

WHTEpBan NONbITKK NOBTOPa NpM ownbke

Pa3amepHOCTb MHTEPBANOE NOBTOpa cexyHa(bl) v

3akpbiTo EEOGELT

PucyHok 6.16 — Bknagka «HacTpoiiku Tanmepa» cTpaHuubl pegaktupoBaHusa DDNS 3anucu

Ha Bknagke HacTpoika Taimepa pacnonoxeHsl cnegytowime Hactporiku DDNS-3anucu:

* UHTepBan npoBepkn — nHTEpBan NnpoBepkn nameHeHns IP-agpeca DDNS-3anuncu. IHTepean
NPOBEPKN HE JOMKEH BbITb MEHEE 5 MUHYT;

» PaamepHoOCTb MHTepBana NpoBepKU — pasMepHOCTb 3HAYEHNs MHTepBana NPoBEpKMW, YKa3aHHOro B
none UHTepBan npoBepku. [laHHbIN MHTEPBAN MOXET YKa3blBaTbCs B CEKyHAAX (3HAYEHUE «CeKyH[
(bl)»), MMHYTax (3HaYeHME «KMUHYT(bI)») UK Yacax (3HayeHue «4aca(oB)»);

* UHTepBan o6HOBNEHUA — VHTEpBan Ans OTNPaBKW NNaHOBbIX 0OHoBNeHMI nposangepy DDNS. MNpu
ycTaHoBke 3HadeHus «0», nposangepy DDNS 6yget otnpaBneHo 06HOBNEHWE TOMbLKO OAMH pas;

» PaamepHoOCTb MHTepBana o6HOBMNEHUA — Pa3MEPHOCTb 3HAaYEHUSI MHTEPBara O6HOBNEHNS,
ykasaHHoro B norne UHTepBan o6HoBneHusA. [JaHHbIN MHTepBan MOXET yKa3blBaTbCs B CEKYHAAX
(3Ha4yeHme «cekyHA(bl)»), MUHYTaXx (3Ha4YeHne «MUHYT(bI)») UK Yacax (3Ha4YeHne «4aca(oB)»);

* CYETUYMK NONbITOK noBTOpa nNpun own6Ke — B cny4yae oLmnbKku CKpUNT NnpeKkpaTtnuT CBOE BbIMNOfHEHNE
nocne 3agaHHOro Konn4ecTtBa NOBTOPHbIX MOMbITOK. 3HauyeHune 0 (I'IO ymonanmo) ncnonb3yeTca and
0eckoHe4YHoro NnoBTOpa,

* UHTepBan nonbITKN NOBTOpa NpU oLMGKe — B Cly4Yae oLNGKM CKpUMNT NOBTOPUT Tpebyemble
[OeNCTBUS N0 UCTEYEHUM 3aaHHOIO BPEMEHM.

* PaamepHOCTb MHTEpBanoB NOBTOpa — pPasMepHOCTb 3HAaYEHUSA MHTEpBaa NonbITOK NOBTOpa Npu
oLnbkK, ykasaHHoro B none MHTepBan nonbITKU NOBTOpPA NpU own6Ke. [laHHbIA UHTEPBAN MOXET
YKa3bIlBaTbCH B CEKyHAaX (3HaYeHMe «CekyHA(bl)») NN MUHyTax (3Ha4eHNEe «MUHYT(bI)»)
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Bknagka «[IpocMOTp CMCTEMHOTO XXypHana»

BHewHun Bna Bknagky NMpocMoTp CUCTEMHOrO XXypHara nokasaH Ha pucyHke 6.17.

Cnyw6a DDNS » myddns_ipv4

OCHOBHbIE HAaCTPOiiKK | [IONONHUTENbHbIE HACTPOMKM | HacTpoiika TaiMepa | POCMOTP CHCTEMHOTO XypHana

YuTaTb/nepeunTatb Gain xypHana

Tekywee copepxumoe (aina xypHana B «/var/log/ddns» ans gaHHoi cnyxbi

ddns.myplctest.lockup host="myplctest.ddns.net'
ddns.myplctest.passwords=" &Pk’
ddns.myplctest.retry_unit="seconds"
ddns.myplctest.service_name='no-ip.com'
ddns.myplctest.use_ipvé="0"
ddns.myplctest.username=" .
ddns.myplctest=service

031511 : verbose mode : 0 - run normal, NO console output

031511 : check interval: €00 seconds

031511 : force interval: 4320 seconds

031512 : retry interval: 60 seconds

031512 : retry counter : 0 times

031512 : 'SIGTERM' was send te old process

031512 neote : PID '26792" terminated by 'SIGIERM' at 2020-02-19 03:15

031513 : last update: never

031513 : Detect registersd/public IP

031514 : #> /usr/bin/drill -V0 -u myplctest.ddns.net A >/var/run/ddns/myplctest.dat 2>/var/run/ddna/myplctest.err
031514 : Registered IP '8.8.8.8" detected

031514 info : Starting main loop at 2020-02-19 03:15

031514 : Detect local IP on '"web' v
031514 : #> fusr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.err --noproxy '*'

PucyHok 6.17 — Bknagka «[IpocMOTp CUCTEMHOrO XXypHana» cTpaHuubl peaakTuposaHus DDNS-
3anucu

Ha Bknagke NMpocMoTp cucTtemMHOro XypHana otobpaxaeTtcsi cogepxumoe harina CMCTEMHOIO XypHana
paHHon DDNS-3anucn.

KHonku YuTtaTh / nepeynTbiBaTb CUCTEMHbIN XYPHan NpeaHasHaveHbl s NePeYNTbIBaHUSA COQEPXKUMOro
charina CUCTEMHOrO XXypHana.

6.1.3.2 lo6aBneHne HoBon DDNS cnyx6bI

Ons pobaeneHus Hosow DDNS cnyxbbl Heobxogumo HaxaTtb KHOMKYy [o6aBUTbL HOBYH cnyXxoy...,
pacnonoxeHHyto nog Tabnuuen DDNS cnyx6 nogpasgena Cnyx6bi ctpaHuubl DDNS:

Cnyw6bi
Mocneghee
Mouck uMeHu xocTa
Wnan 3a I BaHHbIA |P- Brno4eHo e CocToAHne
permcTprpe Cnenyiowee
" obuorneHue
ourhost.example.com Hukorpa He =
myddns_ipva 70O mp O MKORY s
HeT paHHbIx OcTaHoBneHo paGoTaet
yourhost.example.com O Hukorpa He =

myddns_ipvé —
HeT AaHHbIx OcTanoBneHo paGoTaeT ‘ e ‘
[lo6aBUTL HOBYKO CRYKGY...

PucyHok 6.18 — CtpaHuua «DDNS». KHonka po6aBneHus sanucu

Mocne Haxatua kHonkn [oGaBUTb HOBYH CnyXOy... OTKPOETCA BCM/bIBaKOLEEe OKHO, B KOTOPOM
Heobxoanmo BBecTM nms Hoso DDNS cny6bl n HaxaTb kHoMKy Co3aaTtb cnyxoy.
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[o6aBnuTb HOBYIO CryOy...

HaasaHne | newddnsservice]

(o) "EUEME Coapartb cnywGy

PucyHok 6.19 — CtpaHuua «DDNS». OkHo fo6aBneHusi HOBOW CNyX0bl
Mocne HaxaTusa kHornkn Co3paTtb CRyX0y OTKPOETCS OKHO pefakTupoBaHusa HacTpoek HoBor DDNS cnyx6bi.
6.1.3.3 YananeHue DDNS cnyx6bl

Ona yonaneHna DDNS cnyx6Gbl HeoOXoAMMO HaxaTb KHOMKY YAanuTb ONA COOTBETCTBYHOLLEN Cnyxbbl B
Tabnuue Ha ctpaHnue DDNS (cm. pucyHok 6.20).

Cnyx6b!
Mocnegxee
Mouck nmeHn xocTa
Hma 3aperncTpHpoBaHHbIi IP- BrnioyeHo o6uoanenne Cocronnne
— Cnepyiouee
aap obHoBNEHHE
TaHOBHTb epe3anycTHTb =
myddns._ipva yourhost.example.com 0 Hukoraa He
He gakHbix Octaogneso paGoraer _
JOBMTE Mepeaa =
yourhost.example.com O] Hukorpa He

myddns_ipvé
HeT naHHbix OcTaHoBNEHO paGoTaeTt
[lob6aBuTb HoBYO CiywOby...

PucyHok 6.20 — CtpaHunua «DDNS». KHonku yaaneHus 3anucu
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6.2 STP/RSTP

NMPUMEYAHUE
El HaHHbIn pa3gen npucytcTeyeT Tonbko B Web-uHtepdence ynpasnenns koHTponnepos MNJ1K210.

Ha ctpaHuue STP/RSTP npon3sogmTcsa MOHUTOPUHI COCTOSAHUS U HacTporika cnyxobl STP / RSTP. BHelwHuia

Bua ctpaHuubl STP/RSTP nokasaH Ha pucyHke 6.21.

@ tanowrt - Cocroanme- LuCl X | =4 O
&« c @ © & 172.16.0.1/cgi-bin/luc/ac o - @ W n @ & =
~
el 'l:l' AU B TOOBHORNEHHE BINIOUSHD
= L™
LoCcTORHKWe » tanowrt
CucTema b
LOCTORAHKE HacTpoiicu
MK »
Coctoanue STP/RSTP
Criymbe: =
MocT «br-lan=
LLDP
I Brneosign: J [la AJMMHUCTPATHBHAA BEPCHA NPOTOKONA: RSTP
HaeHTAgUKATOP MOCTR: £.000 42°6C:4C Hasta4entbii KOPHESOR MOCT, 7.000 42:15:2C
JnenVEN i PernoHanbHbii KOPHEBOH MOCT: 8.000 -42-6C-4C Kopresoil nopr: eth3 (#3)
CTOMMOCTD MaplUpyTa: 20 Bpemn «max ages: 20¢
FTP Bpemn «forward delay-: 15¢ Napamerp «transmit hold counts: 6
Bpemn shello times: ¢ Bpemn ycTapenanus: 300¢c
HTTP/H BpemA € NOCNEAHET0 WIMEHEHHA TONOMNOTAK: 04 33m 41¢ (2021 ¢) MopT NOCNERHEND HIMEHSHHA TONONOMMH: eth3
KonW4ecToo KIMEHEHHH TONONOTHH: 15
Cete b
Cr MNopTel MocTa «br-LAN»
Buiiti Mopt ethl eth2 eth3
Brenioué Het o
DepatoTka STP/RSTP
OnepaTMBHAR BEPCHA NPOTOKONA RSTP RSTP RSTP
Fonb Root
CocTofAHKe Forwarding
WaerTnduxatop 8.001 8.002 8.003
HazuaueHHbiil KOPHEBOR MOCT 5.000 42:6C4C 7.000. 42152¢C 7.000 :42152C
HasHaderHblil MocT 5.000. 42:6C:4C 7.000. 42152C 7.000 42:15:2C
Ha3axa4erHbii nopT 8.001 8.005 B.003
| Bonbue WHAOpMALIWN |
W

PucyHok 6.21 — CtpaHuua «STP/RSTP»

CocTosiHme u HacTpoviku cnyx6bl STP / RSTP pasgeneHbl Ha COOTBETCTBYHOLLME BKNAOKW, PacroNOXKeHHbIE B
BEpPXHEN YacTu CTpaHuLbl (CM. pUCYHOK 6.21).

» CoctosiHue (cm. pasgen 6.2.1);

* HacTtpouku (cMm. pasgen 6.2.2).

NMPUMEYAHUE
m C 6onee nogpobHon nHgpopmauuen 06 ucnonssosaHum ycrponctaa MNMJIK210 B cetax Ethernet ¢
noaaepxkon nporokonos STP/RSTP MOXHO 03HaKOMUTBLCA B CNPaBOMHOM PYKOBOACTBE U B
PYKOBOACTBE MNornb30oBaTens.

6.2.1 CocTosiHue
Ha Bknagke CoctosiHne ctpaHuubl STP/RSTP oTobpaxaeTcs COCTOSIHME BCEX MOCTOB, KOHTPONMPYEMbIX
cnyx6on STP/RSTP, n ux noptos.

Bknagka CocTosiHMe pasgeneHa Ha Tpu YacTu (CM. PUCYHOK 6.22):

1. Bknagku BeiGopa MocTa, A5isi KOTOPOro Heob6xoaumMo 0TobpasnTb MHPOPMALIMIO O TEKYLLLEM COCTOSHUK
(ecnu ckoHUIypupoBaH TONbKO OAWH MOCT € Ucnonb3oBaHueM npotokonos STP/RSTP, To Bknagku
BblOOpa MocTa OyayT OTCyTCTBOBATh);
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2. CocTtosiHne Bbl6paHHOI’0 MOCTa B BUAe Cnncka napamMmeTpoB MOCTa U UX TEKYLLMNX 3Ha4YeHun;

3. CocTosiHue NopToB BbIGpaHHOro MOCTa B BUAe TabnuLibl.

CocTosnue | HacTpoiikm

CoctosHue STP/RSTP

MocT «br-lan» | Moer «brlan2» ‘ 1. Brnagiku BblﬁOpa MocTa ‘
MocT «br-lan» | 2. COCTOAHWE MOCTa|
BrAOYEH: v [a ALMWHACTPATHBHAA BEPCHA NPOTOKONA: RSTP
WaeHTUDHKATOP MOCTa: 8.000. 42:6C:4C Ha3sHayeHHbI KOpPHEeBOH MOCT: 7.000. 42:15:2C
PervoHanbHblit KOPHEBOW MOCT: 8.000. :42:6C:4C Koptesoi nopr: eth3 (#3)
CTommocTb MapuupyTa: 20 Bpema «max ages: 20c
Bpemn «forward delay»: 15¢ MNapamerp «transmit hold count»: 6
Bpema «hello times: 2c Bpemn ycTapesaHWa: 300c
Bpema ¢ nocnefHero H3meHeHHWA TONONOTHK: 0433m41c¢ (2021 ¢) MopT NnocnefHero K3IMeHeHWA TONONOHK: eth3
Konu4ecTBo HIMeHeHHil TONononu: 15
\ J
' & A\
MopTbl MmocTa «br-LAN» 3. CocToAHME NOPTOB MOCTA
Mopr ethl eth2 eth3
BrnroueH Het Vv Ja v [la
O6patoTka STP/RSTP v Da v [a v la
OnepaTusHanA BepcHA NpoToKona RSTP RSTP RSTP
Ponb Disabled Alternate Root
CocTofAHwe Discarding Discarding Forwarding
WaeHTHHKaTOP 8.00 8.002 8.003
Ha3HaueHHbli KOPHeBOo MOCT 5.000. [42:6C:4C 7.000. A4215:2C 7.000. :42:15:2C
HasHaueHHbli MoCT 5.000. 42:6C:4C 7.000.% #:42:15:2C 7.000.1 :42:15:2C
Ha3HaueHHbIi nopT 800 8.005 8.003
| bonbuwe nHdopmaumi |

PucyHok 6.22 — CtpaHuua «STP/RSTP». Bknaaka «CoctosiHue»

MocT, ons koToporo oTobpaxaeTcs COCTOsHWe, BbiOMpaeTcs Mpu MOMOLLM BKNagoK C Ha3BaHMEM MocTa
(nosuumsa 1 Ha pucyHke 6.22).
B obnactu coctosiHust mocTa (no3uums 2 Ha pucyHke 6.22) oTobpaxkatoTcsa cnegyowme napameTpbl:

* BkntoyeH— CoCTOsAHME BKMOYEHUSA MOCTa (BKIIOYEH UMK HET);

* UpeHTUdMKaTOp MOCTa — UAEHTUPUKATOP MOCTa, COCTOSALLMIA N3 NpUopUTETA MOCTa N COBCTBEHHOTO
MAC-agpeca mocTa. OTo6pakaeTtcs B popmare:

2.000.11:22:33:8C:37:C3

roe:

— 8.000 — npuopuTeT MOCTa;

— 7C:38:66:42:6C:4C — MAC-agpec mocTa.

* PervoHanbHbI KOPHEBOW MOCT — MOEHTM(UKATOP TEKYLLErO PErOHaNbHOIO KOPHEBOrO MOCTa.
dopmaT oTobparkaemMoro 3Ha4YeHusi COOTBETCTBYeT chopmaTy napametpa NMaeHTUdMKaTop MOCTa;

» CTOMMOCTb MapLipyTa — TeKylllas CTOMMOCTb MapLUpyTa [0 KOPHEBOro MOCTa;
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* Bpems «forward delay» — TekyLlee sHaueHue napametpa «forward delay». [NapameTp onpegenser
Bpems nepexofa kopHesbix (Root) n HasHadeHHbIX (Designated) noptoB MocTa B cocTosiHue Forwarding

* Bpems «hello time» — Tekyuiee 3HadeHue BpemeHn «hello timex». OnpegenseT nHTepean BpeMeHu
MeXxay nepnoanyeckumm otTnpaBkaMm KOHOUIypaunmoHHbIX coobennn BPDU B HasHa4yeHHble
(Designated) nopTsbl;

* Bpems ¢ nocneaHero MameHeHUs1 TONONOrMU — BPEMS, NpoLleaLlee ¢ NoCnegHero UsMeHeHus
TOMnonornu;

+ AOMMHUCTpPaTMBHaA Bepcusi NpoToKona — CKOHUIypMpoBaHHas agMUHUCTPATOPOM BepCUs
npoTokona:

- STP;
— RSTP;

* HazHayeHHbIN KOPHEBOM MOCT — MAEHTUMKATOP TEKYLLEro Ha3HAYeHHOro KOPHEBOIO MOCTa.
dopmaTt oTobpakaemoro 3HayeHnst COOTBETCTBYET popmaTty napameTpa UaeHTudmkaTop MocTa;

» KopHeBOM NOpT — MMsi CUCTEMHOTO MHTepdbenca nopTa, KOTOPLIN ABMAETCA KOPHEBBLIM (B CKOOKax
oTobpaxaeTcs uHAekc nopta B MocTy). OToOpaxkaeTcsl TONbKO B TOM CIlydae, eciniv MOCT CaM He
ABMSAETCA KOPHEBbLIM Ha TEKYLLMUIA MOMEHT;

* MMapameTp «max age» — TeKyLLee 3Ha4eHne napameTpa «max age». Onpegensaer MakcumarnbHbIn
BO3pacT UHdopmaLmm, nepefaBaeMon Yepes MOCT TOrAa, KOraa OH SIBNSIETCH KOPHEBLIM;

* MapameTp «transmit hold count» — TekyLee 3HadeHne napametpa «transmit hold delay»;

* Bpems yctapeBaHus — TeKylllee 3Ha4YeHe BpEMeEHUN ycTapeBaHnst Ansa mocTa (ageing time).
OnpepensieT BpeMs XXM3HW 3anuceln (B cekyHaax) B AuHamudeckon Tabnuue MAC-agpecos;

* I'IopT nocnegHero UAMeHeHus Tononormn — A nopTa, MHUMUMMpoBaBLUEro nocnegHee naMmeHeHmne
TONONOornn;

* Konn4yecTBO M3MEHEHMI TONONOrMU — KOSTMYECTBO M3MEHEHUIN TONOSOTUN.
B obnacTtu coctosiHMs nopToB MOcTa (No3uumnsa 3 Ha pucyHke 6.22) pacnonoxeHa Tabnuvua, ctonbLbl KOTOpoW
npeacTaensaoT cobon NOpPTbl MOCTA, a B CTPOKaXxX NepeyncrieHbl otobpaxaemble napamMeTphbi:

* BkntoyeH — coCTosiHMe nopTa (BKMOYEH UMK HET);

* O6pabotka STP/RSTP — BkntoyeHa nu obpabotka STP/RSTP nakeToB Ha NOPTY (Aa unu HeT).
[aHHbIn NnapameTp ynpaensaeTcs KoHpurypmpyemon onuuent nopta dunstp BPDU;

* Ol'lepaTMBHail Bepcusa NpoToKona — TeKylwlaa onepaTtnBHaa BepCcud NpoToKoS1a Ha NopTy.

Mpu coBnageHun onepaTyMBHOM BEPCUM NPOTOKOMA NopTa ¢ aAMUHUCTPATUBHOWM Bepcuen NpoTokona
MoOCTa, 3Ha4YeHne oTobpaxaeTcst 3enéHbiM (CM. pUcyHok 6.23, a). Ecnu onepatnBHas Bepcusi npoTtokona
OoTNnyaeTcs oT afMVHUCTPaTUBHON BEPCUMM NPOTOKONa MocTa (Hanpumep, Npu aerpagaLmm
aBTomatudeckon RSTP go STP), To 3HaueHune ByaeT otobpaxeHo KpacHbIM (CM. pucyHok 6.23, 6);

RSTP

(a) OnepaTWEHOE COCTOAHWE COBNALaeT (3) OnepaTWEHOE COCTOAHWE OTMWIAETCA
C AAMWHWCTPATHEHLIM OT 3AMWUHWUCTRATUEHOMD

PucyHok 6.23 — OTo6paxxeHne onepaTtMuBHOW BepCcun NPOTOKOJIa NopTa MocTa

Ponb — Tekywasa STP/RSTP ponb nopta. [opT MOXeT MMeTb OOHY U3 CReayoLwnx ponen:
Designated — Ha3Ha4eHHbIN NOPT (pUCYHOK 6.24, a);

Alternate — ansrepHaTUBHbIN NOPT (PUCYHOK 6.24, 6);

Root — kopHeBoW nopT (pncyHok 6.24, B);

Backup — pesepBHbI NOPT (PUCYHOK 6.24, T);

Disabled — nopTt oTknto4éH (prcyHok 6.24, ).

Kaxxgas pornb nopta oToOpaXkaeTcsa CBOMM LIBETOM, Kak NOKa3aHo Ha pucyHke 6.24 .
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Designated [ t Root Backup

(a) Designated (B) Alternate (B) Root (r) Backup (n) Disabled

PucyHok 6.24 — OTo6paxxeHue poneu nopra

» CoctosiHue — Tekyllee STP/RSTP cocTtosHue nopta. [MopT MOXeT HAXOAUTLCA B OAHOM U3 TPEX
COCTOSIHUIA:
— Discarding — cocTtosiHne otbpacbiBaHus aHHbIX (B criyvae npoTokona STP Gyget Takke
oTtobpaxatbcs anga coctosHun Disabled, Blocking u Listening);
— Learning — cocTosiHne oby4eHus;
— Forwarding — cocTtosiHve nepefayv faHHbIX;

Kaxxpoe coctosiHue nopta OT06pa)KaeTCﬂ CBOWUM LIBETOM, KaK NoKa3aHO Ha PUCYHKe 6.25:

Forwarding Learning

(a) Forwarding (B) Learning (B) Discarding

PucyHok 6.25 — OTo6paxeHue cocTosiHUM nopTa

* UpeHTndmkaTop — naeHTudukaTop nopra, COCTOALMN U3 NpUOpUTETa NOpPTa M HOMepa nopra.
OTtobparkaeTca B chopmare:

8.001
roe:
— 8 — npvopuTeT nopTa;
— 001 — Homep nopTa.

* HasHa4yeHHbIN KOPHEBON MOCT — NAEHTUMKATOP TEKYLLEro Ha3Ha4eHHOro KOPHEBOrO MOCTa Ha
AaHHoM nopTy. PopmaT oTobparkaeMoro 3Ha4eHUss COOTBETCTBYET hopMaTy napameTpa MocTa
UpeHTudpmkaTop Mmocra;

» HazHayeHHbIN MOCT — I/ID,eHTVI(*)I/IKaTOp TeKylwlero HasHa4eHHOro MoCTta Ha JaHHOM MOopTY. CDopmaT
0To6pa>|<aeM0ro 3Ha4YeHna COOTBETCTBYET cbopmaTy napamMmeTpa MocCTa MAeHTMCbMKaTOp MOCTAQ;

* HasHavyeHHbIN NOPT — MaeHTUdMKATOP NOpTa TEKYLLEro Ha3Ha4YeHHOro MOCTa Ha JaHHOM MOpPTY.
dopmaTt oTobpakaemoro 3Ha4eHnsi COOTBETCTBYET hopmaTty napameTpa nopta MaeHTudmkartop.

B HwxHen yactu Tabnuubl pacnonoxeHa kHorka lMokasaTb AONONHUTENLHYH MHQOpMaLMUIo, KoTopas
Nno3BongeT pacwmpuTb OTobpaxaemyk uHopmaumo B Tabnuue crnegylowmMMm  OONONHUTENBHBIMA
napameTpamu;

* CTOoMMOCTb MapLupyTa nopTa — TeKyLlas CTOMMOCTb MapLupyTa nopTa;

* AABMMHUCTpaTMBHOE NOrpaHU4YHOe COCTOAHME — NPU3HaK aAMUHUCTPATMBHOW YCTAHOBKU pexuMa
norpaHuyHoro nopta (Edge Port).

Bo3MOXHbl cnegywuwme 3Ha4eHnaA:

— Aad — PexXunM norpaHn4Horo nopTta BKIHOYEH;
— HeT — pPeXuM norpaHn4HoOro nopTa BbIKIMHOYEH;

+ ABTOMaTUyecKoe NorpaHMyHoe COCTOAHME — MNPU3HAK PexXnMa aBToOMaTUYeCKOro onpeaeneHus
norpaHuyHoro nopta (Edge Port).

Bo3MOXHblI cnegywuine sHa4eHu4:

— [Aa— BKJTIOYEH;
— HeT — BbIKJTIOYEH;
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* OnepaTuBHOE NOrpaHU4YHOE COCTOSIHUE — MPU3HAK aKTMBHOTO (ONepaTMBHOIO) PeXnMa
norpaHuyHoro nopta (Edge Port).

Bo3MOXHEI cneayowmne 3HavyeHust:
— Aa— NopT HaxoguTcs B pexnme norpaHuyHoro nopta (Edge Port);
— HeT — nopT He aBngeTcs norpaHmyHbIM (non-Edge Port);
* AamuHucTpaTuBHoe P2P cocTtosiHMe — npu3aHak agMMHUCTPATUBHONM YCTaHOBKM pexmma Point-to-
Point nogkntoyeHns ansa nopra.

MoxeTt npnHMMaTb O4HO 13 CrnefyrLwmnx 3HaYEeHUN:

— pa— Point-to-Point nogknto4yeHue;
— HeT — He Point-to-Point nogkntoueHue;
— aBTO — aBTOMaTW4eCKOe onpeaeneHve;
* OnepatusHoe P2P cocTtosiHMe — npusHak, onpeaensiowmn SBnsaeTcsa Ny TekyLlee nogknioyeHmne
nopta Point-to-Point.
Bo3MoxHbI cneayowmne 3HavyeHns:
— Aa — Point-to-Point noakntoyeHue;
— HeT — He Point-to-Point nogkntoyeHue;
» 3awmta BPDU — npu o6HapyxeHu BPDU Ha nopTy, nopT 6GnokupyeTcs (4a unm Her);
» CpabartbiBaHue 3awmTbl BPDU — konuyectBo oTnpaBneHHbix BPDU nakeToB B AaHHbIN MOPT;
* OTnpaBneHo BPDU — konnyecTtBo oTnpaeneHHbix BPDU-nakeToB B faHHbIV NOPT;
* Mony4yeHo BPDU — konn4yectBo nonyyeHHbix BPDU-nakeToB Ha gaHHOM NOpPTY;
* OtnpaBneHo TCN — konuyecTBo oTnpaeneHHbiXx TCN-NakeToB B faHHbIV NOPT;
* MonyyeHo TCN — konuyecTtBo nonyyeHHbIx TCN-nakeToB Ha AaHHOM NOPTY.

Ha pucyHke 6.26 npvBegéH npumMep BHELUHEro BMAaa Tabnuvubl COCTOSIHUSI MOPTOB MOCTa C BKITHOYEHHBIMU
OOMONHUTENBHBIMU MapaMeTpamMMu.
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MopTbi MocTa «br-lan»

Mopr
Brnroyéx

O6paboTka STP/RSTP

OrepaTWBHan BepPCHA NPOTOKONa

Ponb

CocTonHme

WaeHTuduKaTop

HasHaueHHbIA KOPHEBOH MOCT

HasHaueHHbI MOCT

HasHaueHHbIi nopr

CTOMMOCTB MapLUpyTa Nnopra
AZIMMHUCTPATHBHOE MOMPaHUYHHOE COCTORHME
ABTOMATHUECKOE NOMPaHHYHOE COCTORHKE
OnepaTMBHOE NOMPaHNYHOE COCTORHME
AOMHHWUCTPaTMBHOE P2P cocToAHKe

OnepaTtsHoe P2P cocToRHME

3awwra BPDU

Cpa6aTbiBaHue 3aluMTol BPDU

Ornpaenexo BPDU
Monyuexo BPDU

Monyuexo BPDU (oTdMnbTPOBaHo)

OtnpasneHo TCN
Mony4exo TCN

5.000.
5.000.

v [a
RSTP
Disabled
Discarding
8.001
©42:6C4C
B42.6C:AC
8.001
200000
v lla
v [a
+ [a
ABTOMETHHECKH

v [a

v [a
J [a
RSTP
Alternate
Discarding
8.002
7.000.% »:42:15:2C
7.000.% w42152C
B.005
30
7 [la
J da
Het
ABTOMETUHECKM
v [a
Het
Her

2650

7.000.%
7.000.%

+ [a
+ [a
RSTP
Root
Forwarding
8.003
v 42152C
w42152C
8.003
20
v Jla
Vv a
Het
ABTOMETHHECKH
v [a
Het
Het
kyyal
1493

24
18

1 Mesblue MHHOPMaLIMK T

PucyHok 6.26 — CtpaHuua «STP/RSTP». PaclumpeHHas Tabnuua cocToOAsHMS NOPTOB MOCTa
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6.2.2 HacTtpouku

Ha Bknagke Hactponku ctpaHuubl STP/RSTP pacnonoxeHbl HacTponkn cnyxbel STP/RSTP. BHewHu Bua
CTpaHWLbl HACTPOEK NoKa3aH Ha puUCyHke 6.27.

@ plc210 - Hacrpoitiu - LuCl X | =+ ) ==
| = c @ 172.16.0.1/cgi-bin/lud/admin/services/mstpd/config e ww + In @D ® 8 =
-~
UBIEH
B
CocToAHKe # plc210
Cuctema b
| Coctoanune Hacrpoiiku
MnK »
CayxBel ¥ Hactponku STP/RSTP
DDNS Ha gaHHoi cTpaHNuLE! MOXHO BRINONHUTE KoHdurypauue STR/IRSTP
e OGwme napameTphl
HTTPHTTPS
= YpoBeHb My pPHaNMpoBaHuA WHdopmaumoHHele coobuenna (2) v
MocTel ynpaenAemele cnyxboil STR/RSTP @2 brlan -
Cets »
| 0t it STP. Bl M M OTKNKYNTE
CratucTuka b & HACTPOIlKaX CeTeBbIX WHTeppeiicos
Beliiti

Mocr (br-lan)

Mocrt (brdan) | Mopr 1 (swipl) | [opr 2 (swip2) = [opr 3 (swip3)

Moct ~ br-fan

Mpotokon RSTP w

Mpuoputet 32768 (8) ~

Bpema shello times 2

Bpema eforward delays 15
Mapametp amax ages 20

YeTapeaHne 300

Mapametp «transmit hold count» 6

CoXpaHuTe U npuMeHuTs | CoxpaHuTe [:]

PucyHok 6.27 — CtpaHuua «STP/RSTP». Bknagka «HacTponku»

Ha cTpaHuue HacTpoek npeacTaBreHbl HECKONbKO Bkragok: OOwue napameTpbl M BKNagkM HacTpoek
MOCTOB, KOTOpble KOHTponupytTcs cnyxbon STP/RSTP. Bknagku HacTpoek MOCTOB UMEHT Ha3BaHus,
COOTBETCTBYIOLLUME HAa3BaHNSAM CETEBbIX UHTEP(ENCOB MOCTOB.

O6wue HacTpoONKu
OO6LWme HacTpoKK pacnoroxeHbl BO BkNaake ObLwme HAaCTPOMKM CTpaHuLbl HacTpoek cryxobl STP/RSTP.

Mpy nomolwy BbiNagarLllero cnucka YpoBeHb XypHanuMpoBaHUA BbIOUMPaETCs YPOBEHb XypHanmpoBaHus
cnyx6bl STP/RSTP.
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O6wme napameTpbl

YpoBeHk XypPHANWPoBaHUA WHbopMaLnoHHee coobwenns (2) v

MocTel ynpaenaemele cnyxboi STR/RSTP @2 brlan v

HACTPOHKAX CETeBbIX HHTepdelcoB
PucyHok 6.28 — O6wwme HacTpomku cnyx6bl STP/RSTP

HocTynHbl crnegytoLimne ypoBHW:
* OTKNIOYEHO — XXYPHANMPOBaHWE OTKITHOUEHO;
* OWMNBKM — XXYpHaNMpPYKTCs TONMbKO coobLleHnst 06 omnbkax;

* UHcpbopMaLMOHHbIe COOOLLEeHUA — XKYPHANUPYIOTCSA TONMbKO MHOPMALIMOHHBLIE COOBLLIEHUS U
coobLLeHns o6 owmnbkax;

« OTnago4Hble COOBLLEeHUST — XXYPHANMPYIOTCS BCe COOBLLEHUS, BKIOYas OTNaaoYHble, Kpome
Co006LLEeHU 0 Nepexoaax MallUHbI COCTOSIHUN;

° I'Iepexop,bl MaLUMHbl COCTOSSHUN — XypHanupyrTcd Bce coobLLeHus1, B TOM Yncne o nepexogax
MaLLUMHbI COCTOSAHUN.

Cnncok MocThl ynpaBnsiemble cnyx6om STP/RSTP npegHasHayeH anst Bbidbopa MOCTOB, KOTOpbIe AOSKHbI
ynpaBnatbesa cnyx6on STP/RSTP. B atom cnncke oTobpaxatoTcst NMULb Te MOCThI, AN KOTOPbIX BKITHOYEHA
nopaepxka STP B HacTporkax ceTeBbIX HTEPENCcoB (CM. pasgen 7.1).

A BHMMAHUE

Ecnn mocT He BbibpaH B cnvcke MocTbl ynpasnsaemble cnyx6on STP/RSTP, Ho npy aToM BKMoYeHa
onuus nogaepxkn STP B HacTpolikax ceTeBbIX MHTEpdeNcoB, To pabota npotokona STP ansa Takoro
MocTa 6yaeT obecnevmBaTbCsl BCTPOEHHBIM B Linux siA4po anroputmom nogaepxku STP, a He cryx6on
STP/RSTP. Hactpoika napametpoB STP ans Takmx MOCTOB, Ha CTpaHuLe HacTpoek criyxbbl STP/
RSTP HeBO3MOXHa.

HacTpoiikn MocTa u nopToB

Ha Bknagkax HaCTpOEK MOCTOB pachnosiaralotcqa nogpasaesibl HaCTpoek Bbl6paHHbIX MOCTOB N X NOPTOB.

NMPUMEYAHUE
EI [nsa HacTponKM OCTYMHbI NULLL T€ MOCTbI, KOTOpble BbibpaHbl A ynpasneHus cnyxoon STP/RSTP B
cnucke MocTbl ynpaBnsiembie cnyx6ou STP/RSTP o6Lmx HacTpoek crnyx0Obl.

HacTponkun mocTa 1 ero nopToB opraHn3oBaHbl B BUAE BKNaAoK. B nepBoi BkNagke pacnonoXeHbl HACTPONKM
MocTa (cM. pucyHok 6.29). B nmocnegyrowmx BKMagkax pasMelleHbl HacTPOWKM Ansi MOPTOB MocTa (CM.
pvcyHok 6.30), rae kaxxgoMy nopTy COOTBETCTBYET CBOS BKIaAKa.
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MocT «br-lan»

WHTepdeic  br-lan (3 nopra)

MNpoTokon RSTP v

MpuopuTeT 32768 v

(]

Bpems «<hello times:

Bpemn «forward delays 15

Bpemsa «max ages 20
YcTapeBsaHue 300

NapameTp «transmit hold counts 6

PucyHok 6.29 — Hactpoukn mocTa, ynpaBnsiemoro cnyx6om STP/RSTP

Bo Bknagke HaCTpoek MOCTa pa3meLLeHbl CreayroLme HaCTPOMKK (CM. pUCYHOK 6.29):

* UHTepdeinnc — nms cMCTEMHOro CETEBOIO YCTPOMCTBA MOCTA U KONMYECTBO NOPTOB (B CKOOKaX);

* MpoTokon — BbIGOp agMUHUCTPATMBHOWM Bepcun nNpoTokona. lNogaepxvBaemMblie NPOTOKOSbI:
- STP;
— RSTP;

* MpnopuTeT — BLIGOP NPMOPUTETA MOCTA;

* Bpems «hello time» — ycTtaHoBka 3HadeHusa BpeMeHu «hello time», koTopoe onpeaensieT MHTepaan
mexay otnpaekamu BPDU coobuieHuni;

* Bpems «forward delay» — yctaHoBka 3HaueHus BpemeHu «forward delay»;

* MapameTp «max age» — yCTaHOBKa 3Ha4eHUs napameTpa «max agey;

* YcTapeBaHue — yCTaHOBKa 3HaYeHWsi BpeMeHU ycTapeBaHus (ageing time);

* MapameTp «transmit hold count» — yctaHoBka 3Ha4deHna napametpa «transmit hold count».
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MopTbi mocTa «br-lan»

MKOUMTD U n Tb NOPT Ta T KOH(hUrypauuu cetesbix MHTepheicos

AIMWHHCTPaTMBHOE ABTOMAaTH4YecKOe

. CToMMOCTb QuneTp  3awmTa
WnTepdeiic MpuopuTeT imE norpaHu4HHoe norpaHu4Hoe ey =
COCTOAHWE COCTOAHWE
eth1 32768 vl o O % | | = m
eth2 32768 v 0 O O O = m
eth3 32768 vl 0 O O O = m

PucyHok 6.30 — HacTpowkun nopToB MOCTa, ynpaBnsemoro cnyxxéon STP/RSTP

Bo Bknagkax HacTpoek NOpTOB MOCTa pas3MeLLeHbl CreayroLLmMe HacTpPorku (CM. pucyHok 6.30):

MapameTpsbi nopta «eth1» mocTa «br-lan»

06LUMe HacTPOMKH ﬂOI'IGJ'IHMTEﬂth\E HaCTPDﬁKH

NpuopuTeT 32768 v
CToMMocTb MaplupyTa 0
AAMHHHCTDBTMBHOE norpaHuyHHOE COCToAHME
ABTOMaTHYECKOe norpaHH4YyHoe COCTOAHKE E

Pexum P2P ABTOMaTUYECKM )

PucyHok 6.31 — Bknagka «O6Lmne HacCTpOMKn»

* UHTepdenc — nvss cMcTteMHOro CETEBOIO YCTPOWMCTBA NOPTa;
* MpuoputeT — BLIGOP NprOpUTETa NOPTA;

« CTOMMOCTb MapLupyTa — yCTaHOBKa CTOMMOCTU MapLUpyTa nopTa. [Jfis aBTOMaTU4eCcKoro
onpeaeneHns ncnosb3yeTtcs 3HaveHue 0;

* AAMVMHUCTpPATUBHOE NOrpaHNYHOe COCTOsIHME — afMVHUCTPAaTNBHAsi yCTaHOBKA pexuma
norpaHuyHoro nopta (Edge Port).

Bo3MoXHble 3Ha4YeHuns:

— BKIHKOY€HO;
— BbIKITHO4Y€eHO.

* ABTOMaTU4eckui nepexon B/M3 norpaHN4YHOro COCTOAAHUA — YCTAHOBKA peXrMMa aBTOMaTU4EeCKOro
onpegeneHus norpaHnyHoro nopta (Edge Port).

Bo3MoXHble 3Ha4YeHUsI:

— BKIKOY€HO;
— BbIKITHO4Y€HO.
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NapameTpil nopTa «eth1s mocTa «br-lans

DEUIHE HAC TR

PucyHok 6.32 — Bknagka «[JononHuTenbHble HACTPOMNKUY

* dunbtp BPDU— BKMtoyeHne unu otkntodeHme dpyHkummn PDU Filtering Ha nopTy.
Bo3amoxHble 3HaveHus:

— BKIKO4Y€HO
— BbIKINK4Y€eHO

» 3awuTta BPDU — BkntoyeHne unu otkntodeHme gpyHkumm BPDU Guard Ha nopTy.
Bo3MOoXHble 3Ha4YeHus:

— BKJIKOYEHO;
— BbIKITHOYEHO.
B nocnenHem ctonbue Tabnuupbl ANs Kaxaoro nopra pacrnonoXeHbl KHOMKW ynpaBneHus:
« =— KHOMKa U3MeHeHNs nopsaaka 3anuceii B Tabnuue. YaepxuBas HaxaTtol JaHHY KHOMKY MOXHO
nepemeLllaTb CTPOKY Tabnuubl, U3SMEHSIS1 TEM caMbiM €€ NopsiAoK.

MopsiAok pacnonoXeHusi TOPTOB B TaGMUe He MMeeT PYHKLMOHANBHOIO 3Ha4YeHUs U MPUMEHSIeTCs
WCKIIOYMTENbHO A yao6CcTBa v Ans ynpasreHns NopsiakoM BbiBoAa NMopToB MocTa B Tabnvue
COCTOSIHUS.

* UaMeHUTb — KHOmMKa pacluMpeHHOro peaakTMpoBaHUsi napaMeTpoB rnopTa.

* Pexxum P2P — agmuHucTpaTmMBHas yctaHoBKa pexuma Point-to-Point nogkntoyeHus gns nopra.
Bo3aMOXHbIe 3Ha4YeHuns:

— pa— Point-to-Point nogknto4veHue;
— HeT — He Point-to-Point nogkntoyeHwe;
— aBTO — aBTOMAaTU4ECKOE OnpeaeneHne;

+ 3anpeTuUTb NOPTY NPMHMUMATL POSib KOPHEBOTO NOPTa — HACTPOMKa NO3BOISET 3aMNPEeTUTL NOPTY
npuHUMaTb posib kopHeBoro (Root) nopra.

Bo3aMOXHble 3Ha4YeHMS:

— Aa— NopTy 3anpeLLeHo NPUHUMaTb POJlb KOPHEBOTO NOPTA;
— HeT — MNopT MOXET ObITb KOPHEBLIM (3HAaYEHME MO YMOMYaHUIO).

« 3anpeTnUTb NOPTY pacnpocTpaHsaTb nonyyeHHble TCN — HacTpolika No3BOMSET 3anpeTuTb
JdanbHelwee pacnpoctpaHeHne TCN nakeToB NPUHATLIX HA JaHHOM MOpPTY.

BoaMOXHble 3HaYeHuS:

— Aa— pacnpocTtpaHeHne TCN sanpeLueHo;
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— HeT — pacnpocTpaHeHue TCN paspelueHo (3HaYeHne No YMonyaHuio).

6.3 OpenVPN knueHT

Ha ctpaHuue OpenVPN KIMeHT MOXHO BbINOMHUTL HACTponKy ak3emnnsapoB OpenVPN knneHTa w
oTCrexuBaTb Tekyllee cocTosiHne akTuBHbiXx OpenVPN knueHToB. BHewHuit Bua ctpanuubl OpenVPN
KNMUWEeHT MNoKa3aH Ha pUCYHKe:

QLM

CocToaHue P plc21@_test

Cuctema b
CocToaHue | Koudurypauus

Nk »
KoHdwurypauua OpenVPN KnueHToB

Cnywbol ¥

MQTT

- Tno6anbHble HaCTPOHKK

BiuiiounTs asTosanyck OpenVPN [
STR/RSTP et g

OpenVPN knnexT

FTP 3K3emMnnApsl

HTTP/HTTPS VErTeT BKAoueHo KoHMrypaUoHHbiii daitn OVPN Wma yeTpoiicTea

CeTb » =
openvpn /fetc/openvpn/plc.ovpn tun100 = m

CTatucTuka b

Ebl;‘iv

PucyHok 6.33 — CtpaHuua «OpenVPN knueHT»

CocTosiHue 1 HacTpolika ak3emnnsipoB OpenVPN knneHTOB pa3aeneHbl Ha COOTBETCTBYHOLLIME BKMAOKU:
» CocTosiHMe (cM. pasgen 6.3.1);
* KoHdpurypaums (cm. pasgen 6.3.2).

6.3.1 CoctosiHue

Ha Bknagke CoctosiHue ctpanuubl OpenVPN KnueHT B Buae Tabnuupbl oTobpaxaercs TeKyllee COCTOosIHNE
BCEX BKITHOYEHHbIX ak3emnnsapoB OpenVPN knneHTa. NMoMnmo oTobpakeHnsa COCTOSIHUSA Ha AaHHOW CTpaHuLe
MO>HO NMPOU3BOANTbL PYYHOW 3aMyCK 1 OCTAHOBKY HAaCTPOEHHbIX ak3emnnsipoB OpenVPN knueHTa.

CocToauue | KoHbMrypauua

CocToaHue U ynpaBsneHue OpenVPN kineHTamMu

SK3eMnnApbI

HaszeaHue Pafioyee cocToaHMe CTaTUCTHKa NeiicTena

openvpn PID 12322 O6HoeneHo: 2024-05-16 11:37:41 3anyCTHTE

Yetpoiereo: tun100
Mpuuato: 1.43 Knb
OrnpaeneHo: 1.02 Kub

PucyHok 6.34 — CtpaHuua «OpenVPN knueHT». Bknagka «CoctosiHne»

Kaxxgaa ctpoka Tabnuubl cooTBeTcTBYET ogHoMy aksemnnsapy OpenVPN knuneHTta. B ctonbuax tabnuubl
oTobpaxaeTca criegytoLlas nHpopmaums:

* HazBaHue — yHukanbHoe nms sk3emnndapa OpenVPN knueHTa.
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» PabGouee cocTosiHne — Tekylee paboyee coctosiHue ak3emmnnspa OpenVPN knueHTa. MoxeT
NPUHUMAaTb OOHO U3 ABYX 3HAYEHWIA:
— He 3anyweH— ak3emnnsap OpenVPN knueHTa He 3anylLeH;
— 3anyuweH — ak3emnnsap OpenVPN knuneHTa 3anyweH. geHtndukatop npouecca (PID) gaHHoro
ak3emnnspa Oyget otobpaxatbcs B popmate PID<npgeHTUdMKaTop>;
« CTaTUCTUKa — CTaTMCTMKa BUPTyanbHoro nHtepderica aksemnnspa OpenVPN knuneHTa. BknioyaeT B
cebd cnegyowme napameTpsbl:
— OOHoOBNEHO — Jarta 1 BpeMs nocregHero 06HOBNEHMS AaHHbIX CTaTUCTUKY;
— YcTponcTBO — MMs YCTPOMCTBA BUPTYarbHOro MHTepdenca noakntodeHms. B cnyyae
HEBO3MOXXHOCTW onpeaeneHns UMeHn yCTPONCTBO oTobpaxkaeTcs 3HaYeHMe HEU3BECTHO;
— MpuHATO — KOMMYECTBO NPUHATBLIX AaHHbIX Yepes nHtepdenc OpenVPN nogknoyeHus;
— OTnpaBneHo — KOnM4eCcTBO OTNPaBeHHbIX AaHHbIX Yepe3 nHTepderic OpenVPN nogkntoveHuns.

Ecnu gaHHble CTaTUCTUKM He OOCTYMHbI (HanpuMep, 3K3eMnnsp ewé He 3anyckarncs), To B JaHHOM
ctonbue oTtobpaxaeTtcs coobulieHne He gocTtynHo.
* XXypHan — KHOMKK NpocMoTpa 1 04MCTkM charna xxypHana ak3emnnsapa OpenVPN knueHTa.

» encTBMUA — KHONKM AencTBun ang akdemnnspa OpenVPN knueHTa.
6.3.1.1 Py4yHom 3anyck n octaHoBkKa ak3emnnspa OpenVPN knueHTa

[nsa BbINOMHEHUS py4YHOro ynpasneHus (3anyck, OCTaHOBKa wnu nepesanyck) ak3emnnspom OpenVPN
KNueHTa npegHa3HadeHbl KHOMKKW, pacrnonoXeHHble B ctonbue [encTBusa Tabnyubl COCTOAHNSA 9K3EMMNIAPOB
OpenVPN knueHToB.

* 3anycTuTb — BbINOMHAET 3anyck ak3emnnsipa OpenVPN knneHTa. Ecnu akzemnnsp OpenVPN
KNUEeHTa y>Ke 3anyLleH, TO KHOMKa He akTUBHA;

* OCTaHOBUTb — BbIMONHSET OCTaHOBKY 3k3eMmnnsipa OpenVPN knueHTta. Ecnu ak3emnnsap OpenVPN
KINMEH- Ta He 3anyLleH, TO KHOMKa He akTUBHa;

* Mepe3anycTuTb — BLINONHSAET Nepesanyck aksemnnsapa OpenVPN knveHTa. Ecnn ak3emnnsap
OpenVPN knueHTa He 3anyLleH, TO KHOMKa He akTUBHA.

6.3.2 KoHdourypauums

III NMPUMEYAHUE
B npunoxenun I npuBeaeHo onncaHne npouenypbl HacTponkm aksemnnsapa OpenVPN knveHTa ¢
ucnonb3oBaHnem cepsuca 6ecnnatHoro VPN goctyna www.freeopenvpn.org

Ha Bknagke KoHdumrypaumsa ctpannubl OpenVPN knueHT pacnonoxeHbl HacTponku cnyx6bbl OpenVPN 1
HacTponku akzemnnapoB OpenVPN knveHToB. BHewHui Bug Bknagkn KoHdmrypaumsa nokasaH Ha puUCyHKe:
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CocroaHue | Kowndurypauws

KoHdurypauma OpenVPN KN1eHToB

SECH Bbl MOXKETE BbiNC WTb KOHPUIypauWsk 0aHOMD Mk ECKOND

IobanbHble HACTPOWKK

BrniounTh asTosanyck OpenVPN M

AxaeMnnapbl

Wwmna BrMmoyeHo KoHdurypaluoHHbIA daitn OVPN

usa O USA_freeopenvpn_tcp.ovpn
netherlands & Netherlands_freecpenvpn_tcp.ovpn
vpnbook O vpnbaok-frl-vep80.ovpn

russia D Russia freeopenvpn tcp.ovpn
england O England_freeopenvpn_tcp.ovpn

WwmA ycTpoiicTea

SETOMITHYECKH

SETOMaTHYECKH

tun100

tun100

SETOMETHYECKH

o |

LOo6aBuTs HOBBLIA 3K3EMNNAPD...

PucyHok 6.35 — CtpaHuua «OpenVPN knueHT». Bknagka «KoHdurypaumsa»

CTpaHnua KoHdurypauum pasgerieHa Ha nogpasgen rmobanbHelX HacTpoek M noapasfen KoHdurypauum

ak3emnnsipoB OpenVPN KnneHToB.

B nogpasgene rnobanbHbIX HacTpOeK pacrnofiokeHa TOMbKO OfHa HacTpolka — BkmounTb aBTO3anyck
OpenVPN. [laHHasi HacTpoVika NO3BOMSIET BKIKOYMTb aBTOMaTU4eckumi 3anyck cnyxosl OpenVPN npu 3anycke
cucTeMbl. Ecnu aBTOMaTMUeCKMI 3anyck BKMOYEH, TO BCE HACTPOEHHbIE W BKIOYEHHbIE 3K3EMMMSPbI
OpenVPN knveHTa (ansi KOTOpbIX BKIHOYEHa HacTponka BknioyeHo) Takke OyaoyT aBTOMaTUYECKM

3arnyckaTtbCd npu 3anycke CUCTeMbl.

HacTtporiku akzemnnsapos OpenVPN knneHToB oTobpaxatoTcs B BUuAe Tabnuvubl B nogpasgene k3eMmnnspbl:

JxzeMnnApbl

Wma BrnioueHo KoHdurypaimoHHbii daitn OVPN

usa O USA freeopenvpn Tcp.OoVRR
netherlands %] Netherlands_ freecpenvpn_tcp.ovpn
vpnbnuk l:l vpnbook-frl-tcpB0.ovpn

russia O Russia freeopenvpn tcp.ovpn
england O England_fresopenvpn_tcp.ovpn

WmA ycTpoilcTea

BBTOMAaTHYECKH

SETOMaTHYeCKH

tun100

tun100

8BTOMaTHYECKH

=
=

No6aBUTb HOBbIA 3K3EMNNAP...

PucyHok 6.36 — CtpaHuua «OpenVPN knueHT». Tabnuua HacTpoek aksemnnsapoB OpenVPN knueHToB

94



6 CnyxObl

Tabnuua nmeeT crnegytoLmne OCHOBHbIE CTONOLbI:
* Umsa — yHukanbHoe ums aksemnnspa OpenVPN knueHTa;
* BKnroyeHo — BKITHOYEH UMK BbIKMOYEH COOTBETCTBYOLWMIA 3k3emnnissp OpenVPN knneHTa;

* KoHdurypaumoHHbin dpann OVPN — nms koHurypaumoHHoro dparina sksemnnsipa OpenVPN
knueHTta B popmare OVPN

* Umsa ycTponcTBa — 1MMs yCTPOMCTBA

B nocnegHeM ctondue Tabnuubl pacnonoXeHbl KHOMKW YNpaBneHnst 3annucsmm KOHUrypauum aKk3eMnrisipoB
OpenVPN KnueHToB:

* = — KHOMKa U3MEHEeHWs NopsiAKa 3anucen B Tabnuvue. YaepXkmBas HaXxxaTon JaHHYH KHOMKY MOXHO
nepemeLlaTb CTPOKY Tabnuubl, U3MEHSIS TEM caMbiM €€ NopsaokK. [NprMeHSEeTCA CKIMKYUTENBHO AN
BMU3yanbHOW rpynnUpoBKN KOHUrypaumi. @yHKUNMOHANBHOMO 3HaYeHWst NOPSAoK 3anucen
KOHcpurypauum B Tabnuue He UMeeT;

* AI3MeHUTb — KHOMKa pegakTupoBaHus KOHUrypaumm cooTBeTcTBytoLero aksemnnsapa OpenVPN
KINneHTa;

* YoanuTtb — KHOMKa yaaneHus KoHuUrypaumm cootseTcTaytoLLero aksemnnsipa OpenVPN knueHTa.

Moa Tabnuuen Hactpoek 3k3emnnsaApoB OpenVPN knneHToOB pacnonoxeHa kHonka [Jo6aBuTb HOBbIN
3K3eMNAAp..., NpegHasHadeHHas s gobasneHns koHurypaumm Hosoro ak3emnnsipa OpenVPN knveHTa.

6.3.2.1 PegaktupoBaHue 3k3emnnsipa OpenVPN knueHTa

Ons pepakTupoBaHus HacTpoek ak3emnnspa OpenVPN knueHTa Heobxogumo HaxaTtb KHonky U3meHuTb,
pacnosoXeHHY B CTPOKE COOTBETCTBYHOLLErO ak3emnnsipa. [Npy aTtoM OyaeT OTKpbITO BCMIbiBalOLLEE OKHO
HacTpoek ak3emnnsapa OpenVPN knneHTa.

Kondurypauus OpenVPN knuenToB » vpnbook
BrnroueHo

KoHdurypaumonrsiit gaiin OVPN | [ fetc/openvpn/vpnbook-fr1-tcp80.ovpn (4.02 KB)

KoHpUrypauma KoppekTHaR

MMA yCcTponcTBa tun1000

AYTEHTUHUKALIWA N0 KMEHW NONL30BATENA W Napono

MMA Nonb3oBaTens vpnbook

Napons .

3aKpbiTe [ES5ERT

PucyHok 6.37 — BecnnbiBarollee OKHO peAakTUPOBaHUA HacTpoek aksemnnsapa OpenVPN knueHTa
[ns koHdwmrypauum gocTynHbl cnegyowmne napameTpsbl ak3emnnspa OpenVPN knveHTa:
* BKnoueHo — BKITHOUEH UNnu BbiKMtoYveH ak3emnnsip OpenVPN knuneHTa;

* KoHdurypaumoHHbin dpann OVPN — BbIGop 1 3arpy3ka KoHduUrypaunoHHoro carina aksemnnspa
OpenVPN knueHTta B popmarte OVPN;
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* UMsa ycTponcTBa — UMS YCTPONCTBa Anst AaHHoro ak3emnnapa OpenVPN knuneHTa. JomkHo 6biTh
ykasaHo B cpopMe tunX unu tapX, rge X — Homep ycTponcTtea. Ecnv umsa yctponctea ykasaHo, To npu
noaknioYeHumn byaet cnonb3oBaHoO ykasaHHOE YCTPOMUCTBO. Ecnu yCcTponCcTBO He ykasaHo, TO npu
NOAKMYEHNN YCTPOMCTBO OyAeT CO34aHO aBTOMAaTUYECKN B COOTBETCTBUM C ONUMAMU
KOHUrypaumoHHoro danna.

* AyTeHTUduUKaLMa Mo UMeHU NoNb3oBaTens U Naposto — BKIOYEHWE YHKLMN JONOSHUTENBLHON
ayTeHTUcmKaLmm nNo MMeHu nonb3osaTtens u napornto. MHorve npoangepsl OpenVPN TpebytoT
OTAENbHOW AONONHUTENBHOW ayTeHTUdUKALUM NO MMEHW NONb30BaTENs U Naponio;

|II NPUMEYAHUE
B TekyLLel BepCcun NPOLLMBKM PEXUM ayTEHTUdMKALIMM MO UMEHU NOMNb30BaTeNs 1 Naponto

MOXeT paboTaTb HEKOPPEKTHO. MIHCTPYKUMA NO peLleHnto 3Tol NpobnemMbl NpueeneHa no
CcCbinke.

* Uma nonb3oBaTensa — UMs norib3oBaTens ana ayTeHTI/I(i)I/IKaLI,I/IVI No MMEeHM Nonb3oBaTend N Naponto.
HaCTpOVIKa aKTUBHA TOIbKO eCl1 BKIK4YeHa onuud AyTeHTVICbVIKaI.IVIﬂ no UMeHU nonb3oBaTensa n
naponio;

® I'Iaponb — Naponb ana ayTeHTM(bI/IKaLI,I/II/I Nno MMeHU Nosb3oBaTeENA U Naponto. HaCTp0|71|<a aKTUBHaA
TOJIbKO eCnun BKIto4eHa onuuna AyTeHTVId)VIKaLIMFI no MMeHU NoJfib3oBaTesnd U Naposto.

Bbi60op 1 3arpy3ka koHdurypaumoHHbix pannos B OVPN dopmarte

Ona Bbibopa u 3arpyskum KoHdUrypaumoHHeix dannos B d¢opmate OVPN npegHasHadeHa onuus
KoHdmrypaumoHHbin cann OVPN, otoGpakaemasi BO BCMNIbIBalOLWEM OKHE pedakTMpoBaHMsSI HacTpoek
aksemnnspa OpenVPN knneHTa.

Mocne cosgaHusa HoBoro ak3emnnsapa OpenVPN knueHTa KoHUrypaunoHHbIn darn He BblOpaH 1 BHELLHWUIA
BMA OMLUMU BbIMSANT, Kak MOKa3aHo Ha PUCYHKE:

‘ BbiGpath ain...

[ @aiin He BbIGpaH \

PucyHok 6.38 — Bb160p u 3arpy3ka koHdurypauuoHHoro ¢paina B popmate OVPN. dainn He BbIGpaH

[ns Beibopa (Mnun 3arpy3ku HOBOro) channa Heobxogumo HaxaTb KHOMKy BbiGpaTb ¢pann.... Haxxatne gaHHon
KHOMKN NepeBoanT ONUMIO B pexnm Bblbopa (Mnu 3arpy3ku) dbanna. B pexvme Boibopa darina otobpaxaetcs
CMUCOK YXKe 3arpy>eHHbIX hainoBs, Kak MoKazaHo Ha PUCYHKE:
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/etc fopenvpn

[£) England_freeopenvpn_tcp.ovpn 2020-08-31 18:11:07
) Netherlands_freeopenvpn_udp.ovpn 2020-08-31 15:42:38
) Russia_freeopenvpn_tcp.ovpn 2020-08-31 18:10:54
() UsA_freeopenvpn_tcp.ovpn 2020-08-31 17:58:20
[ openvpn-1.ovpn 2020-08-31 18:11:35
[} openvpn-2.ovpn 2020-08-31 18:11:39
[) openvpn-3.ovpn 2020-08-31 18:11:42
) openvpn-4.ovpn 2020-08-31 18:11:45
[j openvpn-valid.ovpn 2020-08-31 18:11:55

[ ®ain He BbibpaH ]

PucyHok 6.39 — Bbi6op u 3arpy3ka KoHdurypaumoHHoro c¢anna B ¢popmate OVPN. Cnucok
3arpyxeHHbIx pannoB

Ecnu 3arpy>xeHHble q)aVIJ'IbI OTCYTCTBYHOT, TO OTO6pa)KaeMbll7I CMNCOK TaKkxe 6yp,eT nycr un BHELLHWI BMA onummn
6y,u,eT BbIMAOETb, KaK NOKa3aHO Ha PUCYHKE:

[etc/openvpn

HeTt sanemeHTOB B 3TOM KaTtanore

3arpyaka daitna.. e YEIES

Da KOHQ ypa u B thopmaTe OVPN. BoibpanHbiil koHhUrypaumuoHHbIA hain AonweH COOepXaTh BCe HEoOXOAWMbIE AaHHbIE

s VPN c LM whuxa nHOM

[ Dainn He ebibpax ]

PucyHok 6.40 — Bbi6op u 3arpy3ka koHdurypaumoHHoro ¢ainna B opmare OVPN. OtcytcTBUe
3arpyXeHHbIx dpannoB
[nsa 3arpysku HOBOro ¢hanna Ha yCTPONCTBO HEOBXoAMMO HaxaTb KHOMKy 3arpy3ka ¢panna.... B atom cnyyae
OyneTt OTKpbITO CTaHAAPTHOE AMaroroBoe OKHO Bbibopa danna, B KOTOPOM HeoOXoauMo BbiOpaTh Tpebyembiit
hann Ha nokanbHOW (palnoBON CUCTEME KOMMbKOTEPA M HaXaTb KHOMKY OTKPbITb (pacnonoxeHue wu
Ha3BaHWE KHOMKU MOXET OTNMYaTbCs B 3aBMCMMOCTU OT MCMONb3yemoro Opaysepa w/unm onepauroHHON
CUCTEMBI).
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@ Buirpyzka gaiina X
« v A > 3ror komnetotep » Work (D:) > OVPN Configs v O n JVPN Config P
¥nopagounts ¥ Hoean nanka = » [T 9

= Wmsa Jara usmeHenmns Tun Pazmep
# BeicTphIi gocTyn
. m England_freeopenvpn_tcp OpenVPN Config ... 9Kb
I Pabounii cron - — - -

O Russia_freeopenvpn_tcp OpenVPN Config ... 9Kb
¥ 3arpyzn (?) USA_frecopenvpn_tcp OpenVPN Config ... 9 Kb
5] doxymerTel
= Vso6paxeHun v

Wma daiina: | Russia_freeopenvpn_tep v| |[*ovpn ~
o

PucyHok 6.41 — CtaHgapTHOe AnanoroBoe OkKHO BbiGopa charna ans 3arpysku

Koroa Tpebyembin cpain 6yaet BbiOpaH, BHELWWHUIA BUA onumK OyAeT BeIrMsAAeTb, Kak NOKa3aHo Ha pUCYHKe —
nMs 3arpyxaemoro carina byget otobpaxatbesi B nosie Mexay kHornkamy O63op... u 3arpyska canna.

/etc/openvpn

Het aneMeHTOB B 3TOM Karanore

0630p... Russia_freeopenvpn_tcp.ovpn 3arpyska daina

OTmeHa

OVPN. E

[maﬁn He BbibpaH J

PucyHok 6.42 — Bbi160p 1 3arpy3ka koHdurypaunoHHoro ¢anna B coopmare OVPN. Bbi6op channa gns
3arpysku

Ecnu Tpebyetcs BbiOpaTb gpyron damn gns 3arpysku (Hanpumep, cann 6bin BblibpaH OWMBOYHO),

HeobXxoaMMoO HaxaTb KHOMKy O630p... n NOBTOpUTL BbLIGOP hanna Ha fnokanbHOM (annoBon cucTeme
KOMMbloTEPA.

Haxatune kHonkn 3arpy3ka dranna npuBenET K BbIMNOMHEHUIO 3arpy3kn BbiGpaHHOro dhavna Ha YCTPOMCTBO.

Mo okoHuYaHwMIo 3arpy3ku pamnna Ha yCTPOMCTBO HOBbIN hann Byaer JOCTYNeH B CNNCKE 3arpy>KeHHbIX (hannos
Ans Boibopa:

fetc/o penvpn

) Russia_freeopenvpn_tcp.ovpn 2020-08-31 20:20:57

3arpyska paina.. L]

[ @aiin He BbIGpaH ]

PucyHok 6.43 — Bbi60op u 3arpy3ka koHdurypaumoHHoro ¢anna B popmate OVPN. dPain 3arpyxeH Ha
YCTPOMCTBO
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Bbibop Tpebyemoro darina npousBoaMTCS NYTEM OOHOKPATHOrO HaxaTtus MMeHu danna B cnucke. [Mpwu
BblOOpe harina onuus nepexoauT M3 pexmnma Bbibopa dannoB obpaTHO B OObIYHbLIA pexum. B obbl4HOM
pexume, ecnn dann BolbpaH, Ha3BaHue kHONk1 BeibpaTb dann... byaer 3ameHeHO Ha uMs (NyTb) TEKYLLEro
BbIOpaHHoOro anna.

Mocne BbIGOpa KOHUIypaLUMOHHOIO (haiina aBToMaTyecku GyaeT NponsBedeHa ero nposepka (Banuaaums).
PesynkTat npoBepku 6yaeT oToGpaxeéH noa KHOMKow Bbibopa daiina, kKak NokasaHo Ha PUCYHKe:

‘ [) 7etc/openvpn/openvpn-1.ovpn (10.34 KB)

B

[ Koxdurypaums HekoppekTHas (3 ownbxu, 3 npegynpexaeHua)

OwmnbKH:
o Ctpoka 28: Onuua «remote» UMeeT HeBepHoe 3HaueHue «4x443» aprymexTa #2 (port)
o Ctpoka 30: Onumna «http-proxy» umeeT HeeepHoe 3HaueHue «80800» aprymenTa #2 (port)
o Ctpoka 35: OnuuAa «remote» UMeeT HeBepHoe 3HaueHue «invalid» aprymenTa #3 (proto)

MpeaynpexaeHun

T L p— P S ——
3 A £ =1:1: HARA (

50: OnLms ymp-lzo» yeTapena u MOXeT GbiTb Vaan: B8 GyayLLwn usix C VPN

PucyHok 6.44 — Bannpgaunsa OVPN koHdurypaumoHHoro canna. HekoppektHas koHdurypaums

B cnyyae obHapyxeHus HEKOppPEeKTHOW KoHdurypaumm 6yayT BbiBeAeHbl COObLWeHns (owubkn u
npegynpexaeHns) sBanvagatopa.
KoppeKTHbIN KOHPUTypaLMOHHbIV hann AormKeH YO0BNETBOPATL CneayoLwmm TpeboBaHUsAM:

* chann gormkeH sBnaTbesa koHdurypaumein OpenVPN knveHTa (koHdUrypaumnoHHble dannsl Ans
OpenVPN cepBepa He nogaepxuBatoTcs);

* (havin JOMKeH ABNATLCH CUHTaKCUYECKN KOPPEKTHBIM KOH(UIypaLuoHHbIM carinom B popmate OVPN
W He JOIMKEeH cofepaTb HEN3BECTHbLIX ONUUN;

* KOH(UrypaLMOHHbIE OMLMM, NPeanonaratoLLmne ykasaHme Tex Unm uHelx oannoB B CBOMX apryMeHTax,
He JOMKHbI CCbinaTbes Ha aTK channel B hopme nyTu k channy. MNMogobHble onuuu (ca, cert, key, tls-auth
W T.N.) BOIMKHbI BbITb YKa3aHbl BO BCTpansBaeMol (inline) doopme ¢ BKNIOYEHUEM COAEPKMMOTO
TpebyeMbix hainoB HENOCPEACTBEHHO B KOH(pUIypaLUMOHHOM channe.

CoxpaHutb  KoHGwurypauuto  ak3emnnsipa OpenVPN  knveHTa Cc  BblOpaHHbIM  HEKOPPEKTHBLIM
KOHMrypaunoHHbIM channom Hemnb3a. Heobxoammo BelbpaTh KOPPEKTHbLIM KOHGUIYpaLUOHHbIN hain.

6.3.2.2 lo6aBneHne HoBoro ak3emnnsapa OpenVPN knueHTa

Ons pobaBneHnss HoBOW KoHdurypaumm ak3emnnspa OpenVPN knueHTa HeoOXoguMO HaxaTb KHOMKY
[o6aBUTb HOBbINA IK3EMMSISAP..., PACMONOXEHHYI0 N0 TabnuLen 3K3eMnnisipos.

Mpn Haxatum kHoMku Oyaer oToGpakeHO BCMMbIBalOLEe OKHO C MpeanoXeHuem BBOAA WMMEHW HOBOrO
ak3emnnsipa OpenVPN knueHTa, Kak NokasaHo Ha PUCYHKe:
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OobapnTe HOBLIA 3K3eMmnap OpenVPN KnuenTa. ..

Hiaamiares I

LR Coapath scasmnnap

DoGapuTe HOBLIA ak3eMnnap OpenVPHN KnueHTa...

Haznauue el

LUl CoanaTth scoassnnap

PucyHok 6.45 — BcnnbiBarowee oKHO BBoAa MMeHU HOBOro ak3emnnsipa OpenVPN knueHTa

Wwms HoBoro aksemnnsipa OpenVPN knveHTa AOMmKHO YAOBNETBOPSATh CriedyoWwmnm yCrioBUSM:
* He JOMKHO coBnaaaTth C UMEHEM YyXKe CyLlecTByoLmX akdemnnsapos OpenVPN knveHTos;
* ANIMHa UMEHN He JOoSMKHa NpeBblwaTh 24 cMMBona,;

* [JOMKHO COCTOSATb U3 CMMBOJOB fTAaTUHCKOro andgasuTa («a—z», «A—2Z»), apabekunx undp («0-9») n
CMMBONA HWDKHETO noaYvépkmnaHus («_»). Jliobble Apyrne cMMBONbI 3anpeLLeHbI.

NMPUMEYAHUE
Nwmsa akzemnnsapa OpenVPN knveHTa nocne ero cosgaHns USMEHNTb HemMb3s.

lMocne BBOga npaBWibHOrO MMeHW HoBoro ak3emnnspa OpenVPN knveHTa M Haxatusa kHonku Cospartb

ak3eMnnsap (pUCyHok 6.45) OygeT OTKpbITO BCMMbIBalOLWEe OKHO HAacTpoek HoBoro ak3emnnsipa OpenVPN

KNWeHTa, Takke Kak U Mpu U3MeHeHUU (PedakTUPOBaHUM) HACTPOEK YXe CyLeCTBYIOLEro ak3emnnspa

OpenVPN knuenTa.

6.3.2.3 YaaneHue ak3emnnsapa OpenVPN knueHTa

Ona ypaneHua oak3emnngpa OpenVPN knueHTa npegHasHadeHa KHorka YaanuTb (pUCYHOK 6.43),
pacnoroXeHHas B CTPOKE COOTBETCTBYIOLLENO 3K3eMnisipa.
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6.4 HTTP/HTTPS

Ha ctpanuue HTTP/HTTPS pasgena Cnyx0bl pacnonoXeHbl HACTPOWKM JErKoro ogHonoTto4vHoro Web-

cepeepa UHTTPd (cm. pucyHok 6.46).

& plc210 - HTTR/HTTPS - LuCl X | aF oo =
‘ <« c @ ® 172.16.0.1/cgi-bin/luci/admin/services/uhttpd 1hd 4 In@DO ® 1 =
| "~
&/IREERA
=
CocTtoAHue b plc2lo
Cucrema »
| uHTTPd
MK »
Nerkuit ogHonotouHsli HTTP(S) cepeep
Cryxelel *
DDNS OCHOBHEIE HACTPOIKN
STP/RSTP
BxogAwme HTTP (agpecnopr)  0.0.0.0:80 x
HTTR/MHTTPS [-]:80 S
FiP
Cets b MPHEA3KA K KOHKDETHOMY WHTepteAcy NopTy (MyTeM YKazaHNA agpeca uHTepdeica)
Cratuctuka b BxogAwme HTTPS (agpec:nopr) | 0.0.0.0:443 x
‘ [:]:443 x

Bhiiitit

Mepenanpaenenue ecex HTTP 3anpocoe va HTTPS

Wruopuposare npusatHele IP-agpeca Ha nyfnndaHom
wHTepheiice

Cepmudumkar HTTPS (kogupoeka DER)
MpueatHei kN HTTPS (kogupoeka DER)

YnanuTe cTapelil CepTHOMKAT 0 KNy

YoanuTe HACTPOIKK ANA CEPTMHMKATA W KNoYa

MpWBA3KA K KOHKPETHOMY WHTEpdE

a

WTb QOCTYN C NpUBaTHLIX IP-agpecos Ha uHTepdelce, eCcnu oH UMeeT

ec(RFC1918

TMYHBI IP-a0p

Jarpyxennei daiin (929.00 B)
0b6z0p... | ®aiin He BLIGpaH.

Jetc/uhttpd.crt

3arpysenHblil daiin (1.67 kb)
0620p... | ®aiin He BLIGpEH.

Jetcfuhttpd.key

YAanuTs CTapsiil CepTAdRIET 1 Koy

UHTTPd ¢ T CAMONOGNUCAHHEIA CepTUHUKAT MCNONs3YA NapameTpel,

PucyHok 6.46 — Ctpanuua «<HTTP/HTTPS»

Ha ctpaHuue HTTP/HTTPS npefcrasneHs! cnegyowmne 0CHOBHbIE HACTPOWKU:

* Bxogswme HTTP (agpec:nopTt) — agpec v NopT 4N BXOAALWMX 3anpocoB no npotokony HTTP (no

yMOn4YaHuio ncnornbayetcsi nopT 80);

* Bxoasiwume HTTPS (agpec:nopTt) — agpec u nopT Ans BXOASLWMUX 3anpocoB no npotokony HTTPS (no

YMOMYaHUIO ncnonb3yeTtcst NnopT 443);

* NepeHanpaBneHue Bcex HTTP 3anpocoB Ha HTTPS — ycTtaHoBka JaHHOro napaMmeTpa no3sonsiet
nepeHanpasnaTb Bce BXxoAsLme 3anpockl no npotokony HTTP Ha HTTPS.

* UIrHopupoBaTb npuBaTHbIe IP-agpeca Ha nybnyHom nHTepdence — ycraHoBka 4aHHOIO
napamMeTpa no3BoNisSeT 3anpeTuTb AOCTYN ¢ npuBaTHbIX IP-agpecoB Ha nHTepderice, ecriv oH nmeet

nyonuyHbin IP-agpec (RFC1918, cM. MHCTPYKLMIO);
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* Ceptuchukat HTTPS (kogmnpoBka DER) — nyTb k dhainy ceptudukarta B painoson cucteme
ycTpowncTBa (No ymonyaHuio «/etc/uhttpd.crty»). Mpu nomom kHomkmn «OB630p...» MOXHO BbIMNOMHNUTb
3arpy3Kky HOBoro dpavina ceptudukara B oopmate DER;

* MpuBatHbIN KNtou HTTPS (kogupoBka DER) — nyTh k dhaviny npMBaTHOro krtova Ha ¢oannoBom
cucTemMe ycTpoincTaa (Mo ymonyanuio «/etc/uhttpd.key»). Mpu nomowum kHonkn «OB30p...» MOXHO
BbINONHUTL 3arpy3Ky HOBOro goanna npmeaTtHoro kniova B chopmate DER,;

* YaanuTtb cTapbi cepTUdMKaT U KINKOY — HaXkaTe 3TON KHOMKW yaansaeT CyWwecTByowWmn ceptudmkar
W NpMBaTHbIV KMtod. byaeT BbinonHeHa reHepaums HOBOro CaMonoAnncaHHoro ceptudmkara ¢
ncnonb3oBaHnem HacTpoek 13 nogpasgena MapameTpbl camonoanucaHHoro ceptudukara (Cm.
pasgen 6.4.1);

* YaanuTb HacTpPoOMKu AnsA cepTudmkaTa u Krnroya — Haxkatme 3TON KHOMKW yaansieT CyLeCTBYOLWMNA
cepTuduKaT 1 NPUBATHbBIN KNOY, a Takke OTKMNoYaeT nogaepkky npotokona HTTPS.
6.4.1 MNapameTpbl camonognucaHHoro ceptucdukara

B nogpasgene MapameTpbl camonognucaHHoro ceptucmkara crtpaHmubl HTTP/HTTPS npeacrtaeneHsbl
HaCTPOWKK, MWCMOMb3yeMble AnS reHepauum camonognucaHHoro ceptudukata cnyxbel HTTP/HTTPS-
cepBepa (CM. pUCyHOK 6.47).

MapameTpbl caMONOANMCAHHOTO cepTUdMKaTa

Konuuyecteo gHeil, B TedeHne koTopeix | 730
CreHepUpOBaHHLI CepTuiukar oeicTenTeneH

[nuHa npueatHoro knioua B butax | 2048

Common name (/CN)  OWEN-PLC210
Country name (/C) RU
State or province name (/ST)  Unknown

Locality name (/L) = Unknown

PucyHok 6.47 — Ctpanuua «<HTTP/HTTPS». MapameTpbl camonoanmMcaHHOro ceprudukara

El NMPUMEYAHUE

ABTOMaTUYeCcKas reHepaums camonoanncaHHoro cepTudukara u NpUBaTHOrO Knoya BbIMonHAeTCS
npu NepBoM BKITHOYEHNUM YCTPOCTBA UK B CyYae yaarneHus CyLLeCcTBYIOLWEro cepTudukara unm
NPUBAaTHOrO KIo4a.

[nsa KoHdWrypaumm OCTYMNHbI crieayoLume HacTPOWKK:

* KonuyecTBO OHEN, B Te4eHUE KOTOPbLIX CrTeHepPUPOBaHHbIN cepTUdUKaT AENCTBUTENEH — CPOK
aencTeus ceptudpmkarta B gHax (no ymonyanumio 730);

» InuHa npMBaTHOrO KMko4Ya B 6GUuTax — AnvHa NpMBaTHOro Knio4a wudposaHus B butax (no
ymonyaHuio 2048);

* Common name (/CN) — nonHoe JOMeHHOE UMS cepBepa, MMS XOCTa;
* Country name (/C) — aByx6ykBeHHbI ISO-kof CTpaHbl;

+ State or province name (/ST) — obnacTb, rge 6bina NpoBefeHa ouvumansHas permcTpaums
KoMMNaHuu;

* Locality name (/L) — Ha3BaHwue ropoga, rae 6bina npoeefeHa oduumanbHasi permcrpaums KOMnaHuu.
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6 CnyxObl

6.5 Hactpownka koHTponnepa B pexume MQTT-6pokepa

Ha ctpannue MQTT pasgena Cnyx6bl pacnonoxeHbl HacTponkn MQTT-6pokepa Mosquitto. [Ina 3anycka
Tpebyercs:

* YyCTaHOBUTL ranoyky Bkniountb Gpokep;

* yKasaTb Homep nopTta. 3Ha4yeHne nNo ymonyaHmo — 1883.

Y - ~
L] s ABTOOBHOENEHHE EKNIOYEHD
L |

CocToAHME b plc21@rk

Cucrema b
neTema Bpokep MQTT
MK » HacTtpoiiku Gpoxepa 3agakoTes B (aine /etc/mosquitto/mosquitto.conf. Cm. enucanue HacTpoex Mo cebiike
CrywGbl ¥ Onucanue daiina koHdurypauum
MaTT
HacTpoitku:
DDNS
BKMiouMTD Gpokep
STP/RSTP
OpenVPN knueHT Mopr: 1883
FTP
CraTucTHKa

HTTP/HTTPS

BepcuA: mosquittoversion.6.10

Cratyc: PafoTaeT

YMCN0 MOAKNIOHEHHBIX KIIHEHTOR:0

HUCNO NONYYEHHBIX CoOBIEHNA: 23

Yucno oTnpaeneHHbix publish-coobuwiexuii: 245
YUcno aKTHBHbIX retain-coobuiexunii: 40

Cetb b

CraTncTuka b

BriATH

PucyHok 6.48 — Bknagka Cnyx66l/MQTT

Hactporiku 6pokepa pacnonoxeHbl B KoHGwurypauuoHHom danne /etc/mosquitto/mosquitto. conf.
PenaktupoBaHue OoMNOMHUTENBHBLIX HACTpoek (ecnu 3To TpebyeTrcs) MOXHO NPOM3BECTU, HanpuMmep, C
nomoulbto yTmnutel WinSCP. OnucaHve HacTpoek JOCTYMNHO Mo ccbinke. Ha Bknagke Takke oTobpaxatoTcs
napameTpbl CTaTUCTUKM, B KOTOPOW YYUTLIBAKOTCS COOBLLUEHUA CTaTUCTUKM W MNOAKMIOYEHUS] NOKanbHOro
MQTT-knuneHTa, KOTOPbLIV U OCYLLLECTBNSET COOP CTAaTUCTUKM.

Tabnuua 6.1 — NMNapameTpbl ctatuctkn MQTT-6pokepa

MapameTp Tonuk
Bepcus $SYS/broker/version
Cratyc OnpegensieTca Ha OCHOBaHUK cTaTyca cepBuca
Yncno noaknNYEHHbIX KIMEHTOB $SYS/broker/clients/connected
Yuncno nonyyeHHbIX coobLLEeHNI $SYS/broker/messages/received
Yumcno otnpaeneHHbix publish-coobueHnn $SYS/broker/publish/messages/sent
Yuncno akTuBHbIX retain-coobLeHni $SYS/broker/retained messages/coun
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6.6 FTP

Ha ctpanuue FTP pasgena Cnyx6bl pacnonoxeHbl HacTpoinku FTP-cepeepa. BHewHun Bug ctpanuubl FTP
nokasaH Ha puUCyHke 6.49.

@ plc210- FTP - LuC X |+ O

< ¢ o © A 172.16.0.1/cgi-bin/luci services/ftp v @ m o & =
vaupm: -
VB

CocTonRHue b ple210

Cuereva b HacTpoitku FTP-cepBepa

MK »

CnyxGbl ¥

HacTpolku cnyxbol | OcHOBHbIE HacTporkk | HacTpoiiku nogkmouesuA | Monbsoeatens  HacTpORKM XKypHANMPOEAHWA
DDNS

STP/RSTP BrmeounTs FTP-cepaep
FTP
HTTR/HTTPS BrmounTs IPv4 B4
Cetn b
IPv4agpec  0.00.0

Cratuctuka b
Bknmwouuts IPv6 [
BbiiTH

NopT ANA BXOAALMK COBMHEHNIA pal

MopT AnA AaHHbIX 20

PucyHok 6.49 — CtpaHuua «FTP». O6wwme HacTponku
‘II ‘I‘IPVIME‘-IAHVIE

B npunoxeHun npuBoanTCa NpMMep BbIMOSTHEHMS NOAKNHOYEHNS K YCTPOUCTBY Mo npoTokony FTP.
Hactpolikun FTP-cepBepa pasaeneHbl Ha ABe BKIaaKu:
» Hactponku cnyx6bl (cm. pasgen 6.6.1);
» OCHOBHblE HAcCTPOMNKK (CM. pasfen 6.6.2);
» HacTponkn nogkntoyeHust (cm. pasgen 6.6.3);
* MNonb3oBatens (cM. pasgen 6.6.4);

* HacTtponku xypHanupoBaHus (cM. pasgen 6.6.5).
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6.6.1 HacTpownkun cnyx6bl

HacTpoiiku cnyw6b OcHoBHbie HacTpoilku | HacTtpoiiku nogknioueHua | lNMonb3oratens | HacTpoitku xypHanupoBaHus

Bxnounte FTP-cepeep

BrnoymnTh IPv4

IPv4 appec 0.0.0.0

Bxknountb IPv6é  []

MopT ANA BXOAALMX COEAMHEHUA 21

MopT gna AaHHbIX 20

PucyHok 6.50 — CtpaHuua «FTP». HacTpoWku cnyx6bi
HacTtporiku cnyx6bl FTP-cepBepa pacnonoxeHbl Bo Bknagke HacTponku cnyx6bl 1 NO3BONSAIOT BbIMONTHUTD
KOHMrypaumio crieyroLmx napamMmeTpos:

* Bkntountb cnyx6y FTP— nonHoe BkntoyeHne nnum otknodeHne cnyx6sl FTP. Ecnn onumsa BknoyeHa,
To cnyx6a FTP Byget aBToMaTnyeckn 3anyckarbCs nNpuy 3anycke CUCTEMBI;

* Bknountb IPv4 — BkritodeHne unm otknioveHne pabotsbl cnyx6bl FTP no npotokony IP Bepcuu 4;

* IPv4 agpec — IP-agpec ons BXxogswmx 3anpocoB k cnyxbe FTP-cepBepa ¢ ucnons3osaHuem IP
npoTokona Bepcuu 4;

* Bknountb IPv6 — BknitodeHne unm otknioveHne pabotobl cnyx6bl FTP no npotokony IP Bepcuu 6;

* IPv6 apgpec— IP-agpec ons Bxogswwmx 3anpocos k cryxbe FTP-cepeepa ¢ ncnons3osaHunem IP
npoTokona Bepcuu 6;

* MopT ANns BxoaAwWwmMX coeAMHEeHUM— HOMEp NnopTa 4S8 BXOASALLMX 3anpocoB K cnyxbe FTP-cepsepa
(no ymonuanuio 21);

* MopT Ansa paHHbLIX— HOMEp NopTa Ana ncxogawmnx coegmHeHmn tuna PORT (no ymonyanuio 20).
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6.6.2 OCHOBHbIe HaCTPOMWKMN

HacTpoiikn cnyxbol | OcHOBHbIE HACTPONKK

acTpOMKKW NOaK

HYeHWA MonssosarTens

HacTtpoiiku xypHanupoBaHua

BrmiounTs pexinm PORT 1
BrniounThb pexmm PASY ~

Homep NopTa, HaYMHARA C KOTOPOrD Pa3MellaloTcA 10050

nopTel AnA PASY pexuma

Homep nopta, A0 KOTOPOro pasMeLlaoTcA NopTel ANA 10100

PASV pexuma
Pexm ASCII [inA cKAaUMBAHWA W 3arPy3KK w

TanMaYT HRAKTHBHOMW CRCCHM 1800

MaKCUMANbHOE KOMWYECTED KIHeHTOR 0

PucyHok 6.51 — CtpaHuua «FTP». OCHOBHbIe HAaCTPOWKHK

OcHoBHble HacTpoukn FTP-cepBepa pacnonoxeHbl BO Bknagke OCHOBHblIe HAaCTPOWKM W MO3BOMSIOT
BbINOMHUTE KOHAUIypaLMo CNeayoLWMX NapameTpoB:

* Pa3pe|.umb 3anucb — rnobanbHoe paspelieHne nnm 3anpet 3anncun. Ecnn HaCTpOVIKa OTKI1HO4EeHa,
BCe 3anpocbl Ha 3anncb 6yﬂ,yT Bbl3blBaTb OLLIVI6Ky Oocryna;

* PaspewnTtb ckaunBaHue (download)— rnob6ansHoe paspelueHue nnm 3anpeT ckaumBaHusa ¢ FTP-
cepBepa hannos. Ecnn HacTpoiika oTkNioYeHa, BCe 3anpockl Ha CkaynBaHue 6yayT Bbi3biBaTb OLLUNMGKY
[ocTyna;

* Paspewimtb NpoCMOTp cnucka AMpeKTopuin — rmobansHoe paspeLueHve nnm 3anpeTt npocMoTpa
crnvcka gannos gupektopun. Ecnu HacTporka OTKNoYeHa, Bce 3anpockl Ha NPOCMOTP crnucka annos
kaTanora 6yayT BbI3blBaTh OLUMOKY 4OCTYNAa;

* Pa3pewunTb peKypCUBHbIA MPOCMOTP KaTanoroB — paspeLLeHne unuv 3anpeT pekypcrMBHOro
NPOCMOTPa COAEPXKMMOro AnpekTopuin (komanga «Is-R»);

* MokasbiBaTb CKpbITbie (hannbl (dot files) — paspelueHne unu sanpet NpocmMoTpa CKpbITLIX hainoB
(tbannbl, UMK KOTOPbIX HAYNMHAETCH C CUMBOSIA TOYKW);

* Pexxum cozpanmna cpannoB (umask) — macka pexunma cosgaHus dannos (no ymonyanmo 022);

C BHUMAHUE
Mpu ykasaHun 3Ha4YeHNs B BOCbMEPUYHOM Buae, HeobxoanmMo NOMHUTbL O HEOOXOANMOCTH
npedwmkca «0», Haye 3Ha4YeHne ByaeT BOCMPUHATO KaK 4EeCATUYHOE YMCHO.

» Coo6LieHue cepBepa (FTP 6aHHep) — npuBeTCTBEHHOE COOBLLIEHME, KOTOPOE BbIBOAUTCS NpU
nogkntoyeHnn k FTP-cepsepy;

* BKNounTb coobLeHns Npu Bxoge B KaTanorn — BKMOYEeHNe 0TOOpaxeHUss coobLLEeHNIA Npu
nepexofe B katanoru. Katanor ckaHMpyeTcs Ha Hanuuue garina, MMsi KOTOPOro ykaszaHo B HAaCTpOKKe
Umsa danna coobLieHna aupeKTopuu;

* Umsa darna coobueHnsa gupekropum — nvs gainna ¢ coobLieHneM, KOTopbili oTobpaxkaeTcst npu
nepexoge B HOBbIV KaTanor, ecrv BKMYeHa HacTpoiika BknounTb coobLieHnsa npyu Bxoae B
KaTanoru.
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6 CnyxObl

6.6.3 HacTpounku nogkntoveHus
Hactpoitku cnyxbol | OcvoBHble HacTpolk | HacTpoikn nogkniodedua | Monbaosatens | HacTpoiku XypHanupoBaHMA

Brnounts pexcnm PORT  [4
BrniounThb pexmm PASY ~
Homep NopTa, HaYMHARA C KOTOPOrD Pa3MellaloTcA 10050
nopTel AnA PASY pexuma

Homep nopta, A0 KOTOPOro pasMeLlaoTcA NopTel ANA 10100
PASV pexuma

Pexm ASCII [inA cKAaUMBAHWA W 3arPy3KK w

TanMaYT HRAKTHBHOMW CRCCHM 1800

MaKCUMANbHOE KOMWYECTED KIHeHTOR 0

PucyHok 6.52 — CtpaHuua «FTP». HacTpoiku noaknioyeHns

Hactponku nogkniovyeHus FTP-cepsepa Haxogatca B nogpasgene HacTpowku nopgknioyveHusi (CM.
puCyHOK 6.52) 1 N03BOMSAIOT BLIMOMHUTL KOHUIYpaLuio CreayoLmnx napaMmeTpoB:
* Bknountb pexum PORT — paspelsaet unu 3anpetaet metog PORT ansa nonyyeHns tHopmaumm o
coeauHeHuu;
* Bknountb pexum PASV — paspeluaet nnm 3anpewaet metog PASV ansa nonyyeHnst ntHbopmMaumm o
coeauHeHuw;
* Homep nopra, HaunHas ¢ KOToporo pasmeLaroTcs nopThl Ana PASV pexuma — Homep nopra,
Ha4yMHasa ¢ KOTOPOro pasmeLllaroTca nopTel A4ns PASV pexvma (no ymonyaruto 10050);
* Homep nopTa, 40 KOoTOpOro pasmMeluaroTcsi NopThbl Ans PASV pexuma — HoMep nopTa, A0 KOTOPOro
pasmeLlatoTca noptel Ana PASV pexnma (no ymonuaxuio 10100);
* Pexxum ASCII — pexxum ASCII nepegaym TekcToBbIX pannoB. [JOCTynHbI crieqyowme BapuaHThbl
pabotbl pexuma ASCII:
— OTkno4veHo» — pexum ASCII OTKIOYEH;
— Tonbko ansa ckaunBaHus (download) — pexum ASCII ucnonb3yercst TONbKO ANs CKadMBaeMblX C
FTP- cepsepa thainos;
— Tonbko gns 3arpy3ku (upload) — pexum ASCII ncnonbsyercsa ToNbKo Ang 3arpy>kaembix Ha FTP-
cepBep ¢annos;
— [Onsa ckaunBaHusa u 3arpy3km — pexum ASCII ncnonbsyetcs onsa ckadnmeaembix ¢ FTP-cepeepa u
3arpy>xxaembix Ha FTP-cepBep ¢hainos;
» TanmayT HeaKTUBHOM CECCUU — MO UCTEYEHMIO YKa3aHHOro TanmayTa, Mpu HEaKTMBHOW Ceccuu,
OyOeT BbINONHATLCS NPUHYAUTENBHOE OTKIHOYEHNE KIUEHTA;
* MakcumanbHoOe KOnM4ecTBO KIIMeHTOB — MaKCMMarnbHOE KONMMYeCTBO OAHOBPEMEHHO
NoaknioYéHHbIX kK FTP-cepBepy KNneHToB.
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6.6.4 HacTtpouku nonb3oBaTtens

HacTpoiku cnywbei | OcHOBHbie HECTPOKM | HacTpoiku NogKNioueHus

WmA nonbaoeaTens

Mapono

LoMawHWi katanor

PewuM cozfaHWA painnoe (umask

MakcuManbHaA CKOPOCTh NepefaYvM

Pa3pelwmTb 3anWch U CO3[aHWe AHPEKTOPHA

PaspewwTb 3arpysxy (upload)

PaspewnTb Nnpoune AeACTEMA

ftp

‘mnt/ufs/home/ftp/in

022

Mo

Mb30BATEND

HacTpoiku XypHanuposaHua

PucyHok 6.53 — CtpaHuua «FTP». HacTpoiiku nonb3oBaTtens

HacTpoiiku nonb3oBaTtens HaxoaosaTcs B nogpasgene Hactpowku nonb3oBatens (CM. pUcyHOK 6.53) u
MO3BONSIOT BbINOMHUTbL KOHPUrypaLmio crieqyoLmx napamMmeTpoB:

* Umsa nonb3oBaTtensa — MMs nonb3oBaTtens ans A0oCTyna K cogepxXmnmMmomy FTP-cepBepa;

* Maponb — napornb none3oBartens Ang AocTyna Kk cogepxumomy FTP-cepsepa (no ymonyanuio «ftp»);

» JomawHuM kaTanor — BbIOOp AoMaluHero katanora FTP-cepsepa;

* MakcumanbHas CKOPOCTb nepegayn — orpaHn4eHune MakcumarbHOm CKOpOCTU nepenadn gaHHbIX

(6anT B cekyHay).3Ha4yeHme 0 COOTBETCTBYET peXnMy paboTbl 6€3 orpaHNYeHUn CKOPOCTH;

* Pa3zpewnTtb 3anucb 1 cozgaHue QUPEKTOpunM — yCTaHOBKAa AaHHOro napameTpa paspeluaeT
norne3oBaTento 3anncb Hannos u cosaaHue ANPEKTOpUiA;

* PaspewunTb 3arpy3ky (upload) — yctaHoBKa faHHOro napameTpa paspeLuaeT 3arpyatb danisbl Ha

FTP- cepsep;

« PaspelunTb npoune AeicTBUS — BKITHOYEHME AAHHOMO NapaMeTpa paspeLlaeT He ToNbKO co3haBarhb,

HO 1 yganaTe Katanoru n dannsl.

6.6.5 HacTponkn xxypHanupoBaHus

HacTpocs crysobe OoHoBHbE HACTPOMKH HBCTROMKKH NOAKMKASHIHA

IlonacEarents

PucyHok 6.54 — CtpaHuua «FTP». HacTtpowku xXypHanupoBaHus

HacTtporikn xypHanupoBaHusi FTP-cepBepa pacnonoxeHbl BO Bkragke HacTpoWku XypHanuMpoBaHUA U
MO3BOSSAOT BbIMOMHUTL KOHUIypaumio CriefyroLLmMx napameTpoB:

* BKnounTb XXypHanmpoBaHue — BbIOOp pexnma xypHanmposaHust. JJoCTymnHbI CrieayoLmne pexvMbl:
— OTKMHYUTb — XYPHaNMpoBaHWE OTKITHOYEHO;

— B cpann — XypHanmpoBaHue BbINONHAETCA B pain, NnyTb K KOTOPOMY yKasaH B HacTponke daun

XypHana;
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— ®aunn xXypHana — umsa danina XXypHana ons pexvmMa XypHanvpoBaHus B ¢pans (no yMonyaHuio
«/var/log/vsftpd.log»).
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7 CeTb
7.1 UnuTepcencsol

[na ynpaBneHust ceTeBbIMM UHTEpdEencaMmm cucTemMbl npegHasHaveHa cTpaHuua UHTepdencobl pasgena
Cetb:

@ plc210 - Merepesicn - LuCl X | 4 o
« cC o © £ 172.16.0.1/cgi-bin/luc/admin/network/network - D L In @ & =
- ~
el'l:ll c ABTOOGHOBNEHWE BRIMIOYEHD
CocToRHMe b plc2ld
Cuctema b ) -
WHTEpheRcs OCHOBHLIE HBCTPOMKH CETH
nnK »
Crymbel b WrTepdeiick
Cete ¥ Mpotokon: CTaTHuecKuin appec
Bpemn pabores: 2y 31m 6c
WTepdedicoi AN MAC: 64:CF:D9:60.EE78 - T m
2 (L8 Nonyyeume (RX): 620.21 KB (5373 naxetoR) .
DHCF 1 DNS br-lan Nepegava (TX): 167.47 KE (3805 nakeros)
IPvd: 192.168.0.10/16
Hmexa xocToR
NMportokon: CTaTuyeckui agpec
CTaTHYECKME MaPLLIPYTh usBo Bpemn paboTbi: 24 20m 55¢
MAC: 64:CF:D9:60:EE:7D = 1 m
MexceTesod axpan & Manyyesme (RX): 1.26 ME (8333 nakeTos) - :
usbo Nepeaasa (TX): 5.15 ME (8059 naxeTos)
[narHocTuka 1Pv4: 172.16.0.1/16
CratucTuka b Npotokon: DHCP-knnesT
BoiiATH = MNonyyesme (RX): 0 6 (0 nareTos)
et Nepegava (TX): 0 B (0 naxkeTos)
NoBasuTs HOBLIA WHTepdeRc...
v

PucyHok 7.1 — CtpaHuua «MHTepdencoi»

B Bepxy cTpaHuubl pacnonoxeHbl e Bknagkn UHTepdencobl 1 OCHOBHbIe HAacCTPoWKK ceTu. Ha Bknaake
OcHOBHbIe HAacCTPOMKMU ceTH pacrnonoxeHa HacTponka ULA npecdukca IPv6:

@ plc210 - Merepdesice - Lucl X | 4 5
< c o © & 172.16.0.1/cgi-bin/luc/admin/network/network @ s mm e =
= -~
0]'.:" C ABTo0GHOBNEHHE BINIOHEHD
CocToRume b pleall
Cucrema b

WHTepdeicl | OCHOBHbLIE HACTPOWKK CETH

nng p

Crywol ¥ OcCHOBHBIE HACTPOAKMH CETH

Cets * IPvE ULA-npedimke fd04:28a7:1238:/48
Whrepdencs

Hmena xocToe

PucyHok 7.2 — CtpaHuua «UHTepdelicbi». Bknagka«OCHOBHble HACTPOMKU CETU»

Ha Bknagke pacnonoxeHa Tabnvua WHTepdencbl, B  KOTOPOM NEepeyUcrneHbl  uMmeroLmnecs
(ckoHUrypupoBaHHbIE) ceTeBble UHTepdenchl B cucteme. [ns kaxgoro uHTepdperica B nepsom crtonbue
Tabnuupl NpuBeaEH 3HAYOK, KOTOPLIN COOEPXUT CNEAYIOLLYI0 MHGOPMaLNIO:

* Ha3BaHMe UHTepeNnca;
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* TUN UHTepdelica (ethernet, MOCT, TOHHENb MM 6ECNPOBOAHON) N COCTOAHME MOOKITHOYEHNS:

ethernet: - (nogkntoyeHo), 2 (oTknNOYEHO);

mocT: &7 (nopkmioueHo), &7 (OTKMIOYEHO);

[
TOHHENb: (nogkrnto4eHo), (oTknto4eHo);

BecnpoBogHoOW: = (noaknioyeHo), = (OTKMIOYeHO).

* eCInV MHTEpeiic SBMSETCA MOCTOM, TO KONIMYECTBO NMOPTOB MOCTA OMNpPeaensieTcs KonmM4ecTBOM MKOHOK
MHTEP(ENCOB, YKasaHHbIX B CKOGKaX;

* Ha3BaHWe CUCTEMHOrO CETEBOIO NHTepdenca, COOTBETCTBYHOLLEro AaHHOMY UHTepdeNcy;
* NpUKpenéHHas K JaHHOMY MHTepdelicy 30Ha MEXXCETEBOIO 3KkpaHa (onpeaensieTcs LBeToM hoHa
3arorioBka 3Hauka).

[Mpumepbl 3Ha4YKOB CeTEBLIX UHTEPdENCOB NpUBEAEHbI HA pUCYHKe 7.3 .

LAN VWAN
’?/. I:_-_._ _-_._ _-_-_ : .
br-lan eth1
(a) 3Havok uHTepdeica-mocta «LANs (B) 3Hauok uHTepdeiica «WAN»

PucyHok 7.3 — 3Hauku ceTeBbIX UHTepdencoB

Ha pucyHke 7.3, a nokasaH 3Ha4yok uHTepdgenca LAN, KOTOpbIN SBASETCA MOCTOM, B KOTOPbIN BXOOAT Tpu
ethernet-nopta (MHTepderica). CuctemHbIi ceTeBo WHTEpPdenc, cooTBeTCTBylOWMA UHTepdency LAN,
nmeet ums «br-lan». 3oHa MeXCETEBOro aKpaHa, NMPUKPEnnEHHasa K JaHHOMY UHTepdEeNncy, UMeeT CBETIO-
3eMéHbl LBET, KaKk M 3arofloBOK AaHHoro uHTepgenca. UHtepdenc LAN Haxogutca B MNOLKITHOYEHHOM
COCTOSIHUK, TaK Kak TUN MHTepdenca npeacraBneH LBETHON MKOHKOMN.

Ha pucyHke 7.3, 6 nokasaH 3Ha4ok nHtepdgerica WAN, koTopein siBnsieTca obblyHbIM ethernet-uHtepgencom.
CuctemHbIi ceTeBOM MHTepdelic, cooTBeTcTBylOWNA MHTEpdency WAN, nmeet ums eth1 (ana MiK200) nnn
eth4 (ons MJIK210). 3oHa MeXceTeBOro akpaHa, NPUKPEensiEHHas K OaHHOMY MHTepdency, UMeeT CBETIIO-
KpacHbI LBET, Kak WM 3arorioBok AaHHoro uHtepdenca. UHtepdenc WAN Haxogutca B OTKIHOYEHHOM
COCTOSIHMK, TaK KaK TN nHTepderica npeacTaBneH YepHo-6enon MKOHKOW.

Bo BTOpoM cTonbue Tabnuupbl Ang KaXxaoro MHTepdenca BbIBOAUTCS KpaTkas MHopMaLms 1 cTaTucTvka B
pexvuMe peanbHOro BPEMEHMU:

* MpoTokon — npoTtokon nHTepdgerica.

* Bpems paboTbl — Bpemsi paboTbl JaHHOTO MHTEepdienca.

* MAC-agpec — MAC-agpec nHtepderica (ecnm aTo NnpUMEHUMO Ang NpoTokona nHTepdenca).

* MonyyeHune (RX) — Konm4ecTBo NpUHATLIX OaNT (MakeToB) C MOMEHTAa 3arycka.

* Mepepaya (TX) — KonmM4ecTBO NepedaHHbIX 6anT (NakeToB) C MOMEHTa 3anycka.

* IPv4 — Tekywnin IPv4—agpec, HazHauyeHHbIn MHTepdency (ecrnm Ha3HayveH).

* IPv6 — Tekywmin IPv6—agpec, HasHa4YeHHbIN MHTepdency (ecrnm HasHayveH).

* IPv6-PD — tekywumi IPv6—npedmkc (ecnu HasHayeH).

» OwmbKa — owmbka nHTepdenca (ecrnm obHapyxeHa).

B nocnegHem cTonGue Tabnumubl pacnonoXeHbl KHOMKU yrpaBrieHus UHTepdencom:

* nep938nyCTMTb — BbINOJIHAET nepenoakniyYeHne CoOOTBETCTBYHOLLETO MHTepcbeVlca (OTKJ'IIOLIeHl/Ie Cc
nocne- ayvowmnm I'IO,EI,KJ'HO‘-IeHMeM).

* OCTaHOBUTb — BbINOMHAET NPUHYAUTENIbHOE OTKINIOYEHNe COOTBETCTBYIOLLEro MHTEepdenca.
* AI3MeHUTb — OTKPbIBAET CTPaHULYy pedakTMpoBaHMs napaMeTpoB uHTepdenca (cM. pasgen 7.1.1).

* Ypanutb — yaansert COOTBETCTBYHOLMIN UHTEPENC.
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7.1.1 PegakTupoBaHue nHtepdencon

BHeLWwHWn B1A BCANbIBaOLWEro OKHa pefakTupoBaHUsa CETEBOro MHTepdernca nokasaH Ha pucyHke 7.4.

UHTepdeictl » WAN
O6uimMe HACTPOMKK | [lONONHMTENbHLIE HACTPOWKK | HAaCTPOWKW KaHana | HacTpOKK MEXCETEBOND IKpaHa

CocTomwe YeTpoiicTeo: eth3
1« MAC: 40:BD:32:2E:47.BA
£ Nony4exme (RX): 1.88 KE (32 naketos)
Mepepaya (TX): 9.72 KB (33 naxkeTtos)

NpoTokon KnweHT DHCP v

3anycTWTb NpM 3arpyaxe []

Wmna xocta 8 DHCP-zanpocax

PucyHok 7.4 — CTpaHuua peaakTupoBaHUsi CETEBOro MHTepdenca

CTpaHuvua pegakTMpoBaHMs CETEBOIO MHTepdherica pasgeneHa Ha BKNagku:
» OOLWMe HACTPONKM 1 [OMNONHUTENbHbIE HACTPONKM;
* HacTtponkn kaHana;

* HacTponkmn mexxceTeBoro aKkpaHa.

7.1.1.1 O6wue n gononHUTEeNbHbIe HACTPOWNKN

Ha Bknagkax O6wune HacTpPoMkn (CM. puUCyHke 7.4) 1 [JoNONHUTerNbHble HAaCTPOWMKN (CM. PUCYHKe 7.7)
npeacTaBneHbl HACTPOWKM MHTepdeiica, Habop KOTOPbIX 3aBUCUT OT BbIGPaHHOrO NPOTOKONA.

Bbibop npoTokona npousBoguTcs B Bhinagatowiem cnucke MNMpoTokon Ha Bknagke O6wmMe HaCTPOMKM (CM.
pucyHke 7.4). BeinagatoLumii cnncok BbiIbopa NpoToKoa nokasaH Ha pucyHke 7.5.

WireGuard VPN w I

Knwenur DHCP
DHCPv6 knuenT

Heynpaensemsii

WireGuard VPN

PucyHok 7.5 — Bbinagawowmim cnucok Bbibopa npoTokona nHrepdenca

Mocne BbIGOpa HOBOrO NPOTOKOMA Ha CTPaHULE OCHOBHbIX HACTPOEK MOABUTCA KHONka U3MeHUTbL NpoToKon,
Kak MoKasaHo Ha pUCyHke 7.4.
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MpoTokon CraTiuyeckui agpec v

Bbl AeHCTBUTENBHO XOTUTE H3MEHUTL I'IFIDTDKOJ'I?
WameHuTb NnpoToKON

PucyHok 7.6 — KHonka cMeHbI NpoTOKOa ceTeBoro nHTepdenca

Mpn HaxaTnm KHOMKM U3MEHUTb NPOTOKON NPOTOKON CETEBOro UHTEpdenca byaet M3MeHEH Ha BbIGpaHHbIN.
Habop OCHOBHbIX 1 AOMOMNHUTENbLHBLIX HACTPOEK ByaeT 3aMeHEH B COOTBETCTBUM C BbIBPAHHBIM MPOTOKOMOM.

EI NMPUMEYAHUE
Mogpo6Hoe onucaHne HEKOTOPLIX M3 OOCTYMHbIX MPOTOKOIIOB CETEBLIX MHTEPEENCOB 1 UX HACTPOWKM
npvBeaeHbl B pasgene 7.1.2 gaHHoro pykoBogcTaa.

Cpenu obLmx ons Bcex NPOTOKOSIOB MOXHO BbIAENUTL CreaytoLmMe HacTPONKK, PacroNnoXeHHbIE Ha BKNaake
JononHuTenbHble HACTPOMKMU:

+ 3anycTuTb Npu 3arpy3Ke — BKIIIOYAET UM OTKITIOYAET aBTOMaTUYECKUIA 3anyck MHTepdeiica npu
3arpyske CUCTeMbI;

* Ucnonb3oBaTb BCTPOEHHbIN IPV6-MeHegXXMEeHT — BKI0YaET UMM OTKIHOYAET UCMOMNb30BaHNe
BCTPOEHHOro IPv6—MeHempKMeHTa Anga AaHHOro MHTepdenca;

« AKTUBMpPOBaTb COeANHEHNE — YCTaHaBNMBaTb NapameTpbl MHTEPGENCY HE3aBUCMMO OT COCTOSHUS
nogkntoyeHust. Ecnv onums BkntoveHa, U3MEHEHME COCTOSAHMS NOAKIOYEeHUs He ByAeT Bbi3biBaTb
hotplug o6paboTumkn.

Ha pucyHke 7.7 gns npumepa npvBedéH BHEWHWA BuO Bkragku [JononHuTenbHble HACTPOMKWU AONs
npotokona DHCP-knueHT.

WHTepdeiicbl » WAN

O6lLMe HACTPOHKKM | [JONONHUTENbHBIE HACTPOMKK | HacTpOKKKM KaHana | HacTpOWKK MEXCETEBOTO 3KpaHa

Wcnone3aoeaTe BCTPOEHHBIA IPVE-MeHe pxMeHT

MpHHYOUTENBHOE NogKMoYeHKe (Force link) ]

Mcnonb30BaTh WHPOKOBeLLaTENbHbIA gnar [
Wcnont3oeaTth WAK3 NO YMOMYaHWID
WUcnonbzoeatk ofbABNAEMble yanom DNS cepeepa

MCNonb30BaTE METPUKY W3

D knueHTa npu DHCP-2anpoce

Knacc npouseogutens (Vendor class), KoTopbii
oTnpaenaTe npu DHCP-3anpocax

Haznaunte MAC-agpec

HaznayuTbe MTU
EETGEC CoOXpaHuTL

PucyHok 7.7 — [lononHUTenbHbIe HACTPOMKMU ceTeBOro nHtepdenca ans nporokona DHCP-knueHT
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7.1.1.2 HacTpoiku kaHana

Bknagka HacTpomnku kaHana (CM. pycyHok 7.8) goctynHa Tonbko ans Ethernet-nHrepdericos ¢ npoTtokonamm
CraTtnueckum agpec, DHCP-knueHT 1 HeynpaBnsembii.
UnTepdeiicol » LAN

O6wme HacTpoirku | [lonoNHHUTENBHbIE HACTPORKN HacTpoWku kaHana | HacTpolku MeXceTeBoro akpaHa | DHCP-cepeep

O0BeAUHUTD B MOCT

[«

BkniownTs STP [
Brniounts IGMP snooping

WuTepdeiic & eth & eth? .

EELGEN I COXpaHWMTh

PucyHok 7.8 — HacTponkn kaHana ceTeBoro nuHtepdenca

Ha gaHHon Bknagke npeacTaBneHbl cnegytowme HacTPOMKM CETEBOMO MHTepdenca:

* O6beANHUTb B MOCT — HaCTPOKa NO3BONSAET BbINOMHUTE OObEeANHEHNE HECKOSBbKUX CUCTEMHbIX
ceTeBbIX UHTEPencoB B ceTeBor MocT. B atom cnyvae [Npu 3TOM CTaHOBATCA AOCTYNHbI
OOMONHUTENbHbBIE HACTPOWKN:

— Bknrountb STP — BKtoyaeT unm oTknovaet npotokon STP Ha ceTeBOM MOCTY.

m NMPUMEYAHUE

BkrtoyeHne gaHHOM HacTpOrKM HeoBXoaMMO AN BO3MOXHOCTU BblOOpa AaHHOro MocTa Ans
ynpaeneHusi cnyx6on STP/RSTP (cm. pasgen 6.2.2).

— Bxkntouutb IGMP snooping — BkntoyaeT nnu otkntoyvaeTt yHkumio IGMP snooping Ha ceTeBom
MOCTY.

* UHTepcperic — B JaHHOM BbiNagatoLLem Cnmcke NPOM3BOaUTCS BbIODOP CUCTEMHOIO CETEBOIO
UHTepdenca, NpPMBA3aHHOTO K peakTupyeMoMmy UHTepdgency (CM. pucyHok 7.9, a).

2 swip1 v &2 swipl & swip2 2 swip3 J
&~ Ethemet-agantep: "eth1” (wan) [ &= Ethemet-aganrep: "eth1" (wan)

2= Ethemet-agantep: "swip1” (lan) [¥] &= Ethemet-aganrtep: "swip1” (lan)

s~ Ethemet-agantep: "swip2” (lan) [v] 22 Ethemet-apantep: “swip2” (lan)

&~ Ethemet-agantep: "swip3” (lan) [¥] 4= Ethemnet-apantep: “swip3” (lan)

s~ Ethernet-apantep: "usb0” (usb0) [] &~ Ethemet-aganrep: “usb0” (usb0)

2" Mons3ceatensCckuiil nHTepheiic [] 2 Nonezoearensckuil nHrepdeiic

(@) OBbluHbIi ceTeBOIl UHTepdelic (6) Cetepoii uHTepbelic-mocT

PucyHok 7.9 — BbiGop nprMBA3aHHbIX CUCTEMHbIX CeTEBbIX UHTepdencoB

Ecnu BeiGpaHa onuusa O6beguHUTL B MOCT B JaHHOM CMCKE NPON3BOAUTCS BbIGOP HECKOMBbKUX
CUCTEMHbBIX CETEBbIX MHTEPENCOB, KOTOPblE HEOOXOANMO OObEAMHUTL B CETEBOM MOCT (CM.
pucyHok 7.9, 6).
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7.1.1.3 HacTpoiku MmexceTeBOro aKkpaHa

Bo Bknagke HacTpoWkm mexceTeBOro 3kKpaHa MNpOM3BOAUTCS BbLIOOP WM CO34aHME HOBOW 30Hbl,
NPUKPENNEHHOW K penakTupyemMomy ceTeBoMy UWHTepdpericy. BHewnun Bug Bknagku HacTpownku
MeXceTeBOro 3KpaHa rnokasaH Ha pucyHke 7.10.

MuTepdeiicbl » LAN

O6LMe HacTPORKK J10NONHWUTENBHbIE HACTPOMKK HacTpoiiku kaHana HacTpoWKW MEXCETEBOID SKpaHa DHCP-cepeep

Co3[aTh / HA3HAYWTL 30HY CETEBOMD 3KpaHa lan lan: redu: " v

R o T

EETOEN M CoxpaHuTb

PucyHok 7.10 — HacTponkn MexXceTeBOro aKkpaHa ceTeBoro uHtepcdemnca

Ha Bknagke pasmelLéH TOMNbKO OAMH 3NEMEHT ynpasneHus — Bbinagawowwmi cnucok Cos3pgartb / Ha3HaYUTL
30HY CeTeBOro 3KkpaHa (CM. pUcyHok 7.11).

lan lan: 2~ 2. &

- o=t

He onpegenedo

- - -

lan lan: 2. 0 20

wan wan: "

PucyHok 7.11 — BbinagaroLmin CnMCok BbIGOpa 30HbI MEXCETEBOro 3KpaHa

Mpn nomoLLM AaHHOro BbiNaJarloLero cnmcka MOXHO BbliOpaTb CyLLECTBYIOLLYIO 30HY MEXCETEBOIO 3KpaHa
Unu cosgatb HOBYHO, BBEAS €€ MM B none co3dame. [Mpu BbIbope He onpedesieHo pefakTupyemblii CETEBON
nHTepdenc byaeT yaanéH 13 30Hbl, K KOTOPOW OH Bbin NPUKpPEnnéH paHee.

7.1.2 MpoTokonbl ceTeBbIX UHTepcencoB

B aaHHOM pasgene npuBegeHO OnMcaHme HEeKOTOPbIX U3 OOCTYMHbIX MPOTOKONOB CETEBbIX MHTepd)eVICOB n
onncaHne nx napamMmeTpos.

7.1.2.1 NpoTtokon «DHCP-knueHT»

[aHHbI NpoTOKON MNpefHa3HavYeH Anst MHTepdencoB, KOHUIypauus KOTOpbIX NMPOM3BOAUTCS MPU NMOMOLLM
DHCP-3anpocos.

[Ons pgaHHoro npoTokona BO Bkrnagke OO6wume HacTtpowku (cM. pasgen 7.1.1) OOCTynHbl criegylolime
HaCTPOMKMU:

* Umsa xocta B DHCP-3anpocax — BbIGOp MMeHU xocTa, Kotopoe OyaeT ncnornb3osaHo B DHCP-
3anpocax.

115



7 CeTb

Bo Bknagke lononHUTenbHble HACTPOWKK (CM. pasaen 7.1.1) 4OCTyNHbI Cneaylowmne HacTPONKK:

* Ucnonb3oBaThb WMpOKOBeLaTenbHbIN donar — HacTpolKa BKIOYEHUS LUMPOKOBeLLaTensHoro dnara
(broadcast flag) B8 DHCP-3anpocax. JaHHas dyHKunst MoxXeT noTpeboBaTbCs A HEKOTOPbIX
npoBangepos.

* Ucnonb3oBaThb W03 N0 YMOMYaHUIO — HACTPONKa UCMOMNb30BaHNS JaHHOMO nHTepdenca B
KayecTBe MapLupyTa no yMornyaHuio.

Ecnu gaHHast HacTpovika BKIOYEHa, TO AaHHbIM MHTepdenc byaeT Ncnonb3oBaTbCA B Ka4ecTBe
MapLupyTa no ymonyaHuo. B npoTMBHOM criydae MapLupyT no YMOMYaHuio HacTpanBaTbCs He Oyaer.

* Ucnonb3oBatb o6bsABNsAemMble y3nom DNS-cepBepa — HacTpolika ncnonb3osaHna DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepBepa.

Ecnu HacTpolika BKkrtoueHa, To nony4veHHble oT DHCP-cepBepa agpeca DNS-cepBepoB 6yayT
NCMNONb30BaHbl B KAYECTBE OCHOBHbIX. B MpoTBHOM criyyae nonyyeHHble oT DHCP-cepBepa agpeca
DNS-cepBepoB UrHOPUPYIOTCS.

* Acnonb3oBaTb MeTPUKY LWI03a — yKa3aHue METPUKU LIN03a AN JaHHOro uHTepdenca.

* ID knueHTa npu DHCP-3anpoce — HacTpowika ngeHTudpmkaTopa knneHTta, ncnonssdyemoro 8 DHCP-
3anpocax.

* Knacc npousBoautens (Vendor class), kotopbi otnpaBnaTtb npu DHCP-3anpocax — HacTpolika
Knacca npoussoguTens, ncnonbdyemoro 8 DHCP-3anpocax.

» HasHauntb MAC-agpec — HacTporika MAC-agpeca ceTeBoro nHtepderca. Ecnm He ykasaHo, To
Oynet ncnonb3oBaH opuriHanbHbii MAC-agpec.

* HasHauutb MTU — HacTtporka MTU ceTteBoro nHtepgenca.

7.1.2.2 NMpoTtokon «Ctatuyeckum agpec»

HaHHbIi npoTokon npegHasHadveH ans Ethernet-nHtepdericos, ans KoTopbix HacTpowka IP-agpecos 1 npoymx
napameTpoB NPOM3BOANTCS BPYYHYIO, 6€3 NCMONb30BaHNS aBTOMATUYECKOro NonyyYeHns agpeca npu nomMoLLm
DHCP.

[Ona paHHoro npotokona BO Bknagke O6wme HacTpomku (CMm. pasgen 7.1.1) AOCTynHbl cnegywowme
HaCTPOWKM:
* IPv4-appec — IP-agpec ceteBoro nHtepdenca ans IP-npotokona sepcum 4;
* Macka cetu IPv4 — macka noacetn ans IP-npotokona sepcumn 4;
» IPv4-agpec wnio3a — IP-agpec wno3a ansa IP-npotokona Bepcun 4;
* LLinpokoBewaTtenbHbin IPv4-agpec — LUMpoKoBeLLaTeNbHbIM agpec cetn ans IP-npoTtokona Bepcum
4;
* Ucnonb3oBatb cobcTBeHHbIe DNS-cepBepa — HacTporika NO3BONSET Yka3aTb COGCTBEHHbIE agpeca
DNS-cepBepoB st [AaHHOrO CETEBOrO MHTEPdENCa;

+ |IPv6 Ha3HayeHue AnNUHbI — yCTaHaBnuBaeT AnuHy IPv6—npedukca, genermpyemyto nHtepdency;
Ecnu BbiGpaHo 3HaYeHNE «BbIKIMKOYEHOY», TO AOCTYMHbI CeayoLmMe HacTPOVK:

— IPv6-agpec — IP-agpec ceteBoro nHtepderica ans IP-npotokona Bepcun 6;
— IPv6-apgpec wn3a — macka nogcetu ans IP-npotokona Bepcum 6;
— IPv6 HanpaBneHue npedurkca — npedmkc mapLupyTtnsauumn ans IP-npotokona sepcum 6;

Ecnn 3HayeHne napameTtpa 3agaHo, TO 4OCTYMHbI HACTPOWKK:

— IPv6 noackaska npucBOeHUA — LecTHaauaTMpUYHbIn naeHTudukaTop nognpedukca, KoTopblii
ucnonb3yeTcsa Ang HasHadeHus Yyacten npedgukca IPv6;
— IPv6 cydbukec — cydduke IPv6—agpeca;
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JonycTuMble 3Ha4YeHUS:

¢ eui64 — IPv6-agpec reHepupyeTca ¢ ucnonb3osaHnem EUI-64;
¢ random — IPv6-agpec reHepupyeTtcs criyqariHbiM 06pa3som;

+ noboe puKcpoBaHHOE 3Ha4YeHne, Hanpumep ::1 nnm ::1:2.

Bo Bknagke JlononHuTenbHble HACTPOWKM (CM. pa3gen 7.1.1) 4OCTYMHbI crieayoLwmne HaCTPONKN:
* Ucnonb3oBaTb MeTPUKY LWIMKO3a — YKaszaHUe METPUKM LUMN3a ANs JaHHOro MHTepdeinca;

» HasnaunTb MAC-agpec — HacTpoika MAC-agpeca ceTeBoro niTepderica. Ecnm He ykasaHo, To
OyneT ncnonb3oBaH opurMHaneHbii MAC-agpec;

* HazHauutb MTU — HacTtporka MTU ceTteBoro nHtepdelica.

Hactpownkn DHCP-cepBepa

Mpwn BbIGOpE npoTokona CTaTu4yecKkui agpec Ansg CETEBOro UHTepdenca nosiBNAETCS BO3MOXHOCTb 3arnycka
DHCP-cepBepa Ha gaHHOM nHTepdence (Mo yMOMYaHUIO BbIKIOYEH).

Hactpoiiku DHCP-cepBepa poctynHbl Bo Bknagke DHCP-cepBep okHa pegaktupoBaHuUsi HACTPOEK CETEBOrO
uHTepdenca (CM. pucyHok 7.12).

G plc2i - Memepdeiicu - Luti X | 4 = gn

&« c @ OF R EFATTR] @ T 4 MO ® B =

]
a]'l -l l :-". WETOODHOREMEHHES B e D
L
i

1k

s b WuTepdencel - WAN

Ofwme HACTPORKM

Dbuyes macipoim  JloNoAHUTEALHRIE HACTPOMRKH Hacrpodes cavana | HICTPORKH MEXCETEROn JKpasa
OesqHHETE B MOCT

MinTepdenc & #hl

DHCP-cepaep

DHCP-cepiep we macipods Sna 3of0 mmtephedca [EETaiett g e toelnls e

28407

PucyHok 7.12 — Bknagka Hactpoek DHCP-cepBepa
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Ons skmtoveHnss DHCP-cepBepa Ha nHTepderice Heobxoanmo HaxaTb kHonky HactpouTtb cepsep DHCP.

[ononHUTeNbHME HACTPOAKK HacTpoism [IPvG

WrHopnposats wHTepdenc [
DHCP

Crapr 100
Mpeaen 150

Bpema apeHaw agpeca 12h

PucyHok 7.13 — O6wume HacTporku DHCP-cepBepa ceteBoro nHtepcenca
O6uwume HacTporkn DHCP-cepBepa npeacraeneHsl Bo Bkragke OcCHOBHble HacTponku nogpasgena DHCP-
cepBep (CM. pycyHok 7.13):

* UrHopupoBaTb MHTeptenc — BKITOYEHME AAaHHOM HACTPOViKK oTKNtovaeT paboty DHCP-cepeepa Ha
[aHHOM nHTepdelice.

* CTapT — HavanbHbIn agpec apeHabl.

* Mpegen — makcMmManbHoe KONM4YecTBO agpecoB, BbiaaBaeMbix B apeHgy DHCP-cepeepom.

* Bpems apeHabl agpeca — BpeMs UCTEYEHMS CpOKa apeHAbl apeHAoBaHHbIX agpecoB. MuH1ManbHoe
3HayYeHne — 2 MUHYTbI (2m).

Obwme HacTpoike | [ononHUTENEHEE HACTPOREM HacTpoism [IPvG

OuHamuueckmi DHCP [+

Hazvaunts [

Pud-macka ceth

DHCP wacTpodien -

PucyHok 7.14 — flononHuTtenbHble HacTponku DHCP-cepBepa ceTeBoro nHtepdenca
Ecnu DHCP-cepBep Ha uHTepdpence BKNOYEH, TO BO BKragke [lononHUTenbHbIE HACTPOWKK nogpasgena
DHCP-cepBep (cM. pucyHOK 7.14) npeacTaBreHbl crieayoLme JononHuTenbHble HacTponkn DHCP-cepBepa:

* AnHamnyeckun DHCP — HacTponka BKOYaET NN OTKMOYAET PEXUM OMHAMNYECKOrO BblaeNeHuns
azpecos knneHTaMm. Ecnu HacTpolika BeiknoveHa, To 6yayT 06CnyXeHbl TONbKO KNMEHTbI C MOCTOSIHHO
apeHOoBaHHbIMKU agpecamu.

NPUMEYAHUE
El HacTtpoiika noctosHHbIX apeHg DHCP-cepBepa onvncaHa B pasgene 7.2.4 4aHHOro pyKoBOACTBA.
* HasHaunTb — HasHavyaTb DHCP-cepBep anga gaHHoro uHtepgenca, aaxe ecnv oGHapyxeH apyrom

DHCP-cepBep B 3701 e ceTu.
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* |IPv4-macka cetn — nepeonpeneneHne Mmackm noaceTn, Kotopad OTOAETCS KNMEHTaM.

* DHCP HacTpoWkmn — HacTporika No3BonsieT onpeaenuTs nponssonsHble DHCP onuun, oTaaBaemble
KNMeHTaMm.

MapameTp 3agaétca B hopmare:

<HOMep onumm>,<3HadeHue 1>,<3HauveHue 2>, ...
Hanpumep, onuus

6,192.168.2.1,192.168.2.2

n3eewaet DHCP-knneHToB 06 agpecax DNS-cepeepa 192.168.2.1 n 192.168.2.2.

HuTeppeics = LAN
R HAC TDOMKH IO HA TR ST TROHKA B TN KRN HBCTROHKHE MEECETEBNIO M [aHE

DRI HOC TR TN CIHATE PiH R HC TR

ChARET DING f0asie u
A m

PucyHok 7.15 — IPv6 HacTpomnku DHCP-cepBepa ceteBoro uHtepcenca
Bo Bknagke Hactpomku IPv6 pasgpena DHCP-cepBep AoMonHUTENbHO pasMelleHbl Hactporikn DHCP-
cepBepa, oTHocsLmecs K IP-npoTtokony Bepcun 6 (CM. pucyHokK 7.15):
* JocTynHbIe peXuMbl paboTbl — pexum paboTbl cnyx6bl RA ans aBToMatnyeckon kKoHuUrypaumm u
MapLupyTU3aumu.

[ocTynHble BApUaHThI:

— OTKIK4YeHOo — cyxba RA BbIkIlOYEHa;

— pexum cepBepa — cnyxba RA paboTaeTt B pexvme cepepa (TONbKo NPUHMMAET coobLLeHns);
— pexum nepegayum — cnyxba RA pabotaeT B pexume nepenayu (Tonbko nepeaaét coobLeHns);
— rmbpugHbIn pexum — cnyxba RA nepegaét n otnpasnseT COo6LLEeHUS.

Onga pexxvma paboTbl «pexnm cepeepa» u «rMbpuaHbIv peXxMMy» AOCTYMHa Takke cnegyowas
HacTpouKa:

— O6BbABNATL BCeraa, Kak MapLUpyTU3aTop Mo YMOMYaHUIO — NPy BKMNHOYEHUM 3TON Onuumn aHHoe
YCTPONCTBO OyAeT Bcerga o0baABNSATLCS B KA4eCTBE MapLUpyTU3aTopa no yMOonYaHuio.

DHCPv6 cepBuc — Bbibop pexuma pabotsl DHCP-cepsepa gnsa npotokona IPv6.
[ocTynHble BapnaHThbI:

— oTkn4eHo — DHCP-cepBep BbIKMOYEH;
— pexum cepBepa — DHCP-cepBep BkMOYEH 1 paboTaeT TONbKO Kak CepBep;

— pexum nepegayum — DHCP-cepBep BKMOYEH 1 paboTaeT B pexunme petpaHcnsuum (relay)
3anpocos;

— rMopugHbIN pexum — rmbpnaHeii pexum padotel DHCP-cepsep.

[nsa 3Ha4YeHMn pexxum cepBepa 1 rTMOPUAHBLINA PEXUM JOCTYMHbI TAKXKe CrneayroLlne HacTPONKK:
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— DHCPV6 pexum — pexmm aBTokoHurypauuun. IocTynHbl BapuaHTbl:

+ «stateless» — no3BonsieT xoctam aBToMaTu4veckn nony4ats IPv6—agpeca B cetn 6e3 DHCP-
cepBepa vepes ucnonbsosaHne NDP.

+ «stateful» — aBTOKOHGUrYpaLUsa Bo3MoOXHa TonbKO ¢ ucnons3osaHnem DHCP-cepBepa;

+ «stateless + stateful» (3Ha4eHMe No ymonyaHuo) — MOryT NCnonb3oBaTbCA OOHOBPEMEHHO 06a
BMAa aBTOKOHUrypaLuun.

* NDP-npokcu — pexum pabotsl NDP-npokcu.
[ocTynHbl BapnaHThI:

—  «OTKJIHOYEHOY;
—  «pexum nepegauny;
— «MMOPUAOHLIN PEXUMY.

* 06baBuTL DNS-cepBepa — cnvcok o6bansieMmbix DNS-cepsepos.

* 06baBuTbL DNS-gomeHblI — cnncok o6bsasnsemMbix DNS-gomeHoB.

7.1.2.3 NpoTtokon «UMTS/GPRS/EV-DO»

[aHHbIM NpoTOKON npedHasHavyeH AN co3daHust MOAKIYeHUn ¢ ucnomnb3oBaHuem 3G +/UMTS USB
MOJEMOB.

[na paHHoro npotokona BO Bknagke OOGwWme HacTpomku (cMm. pasgen 7.1.1) AOCTynHbl cnegywowme
HaCTPOMKMU:

* Mopgem — BbIGOp yCTpOMCTBA UCNOMB3YEMOro Moaema.

* Tun cnyx6bl — BbIOOP TMNa cnyx6bl. [JoCcTyNHbI cnegyoLlne BapnaHTbl:

UMTS/GPRS;

Tonbko UMTS;

Tonbko GPRS;

CDMA/EV-DO.

APN — HasBaHue Toukm goctyna GPRS/3G+ MobunbHOro onepatopa, Yepes KOTopyHo Nosb3oBaTenb
NoOAKIMYaeTes K ycnyre nepegayn gaHHbix. OT npaBunbHocTu HacTporiku APN 3aBucuT ctabunbHas
paboTta u Tapudukaumsi ycrnyru.

* PIN — PIN-kog, ecnu Ha SIM-kapTte ucnonesyercs 3awmrta PIN-kogom.
* Umsa nonb3oBatensa PAP/CHAP — ums nonb3oBatens anga ayteHTndmkauun PAP/CHAP.
* Maponb PAP/CHAP — naponb ans ayteHtudumkaumnm PAP/CHAP.

* Dial Homep — HoMep Habopa Ans coeguUHEHNs.

Bo Bknagke JlononHuTenbHble HACTPOWMKM (CM. pasgen 7.1.1) 4OCTYMHbI crieqyoLlmne HacTPONKN:
* Bpemsa oxxnpgaHus MHUMLManu3auMm mogemMa — MakcuMarbHOe BPEMS OXMOAHUSA rOTOBHOCTU Moaema
(B cekyHpax).
* Acnonb3oBaThb W03 MO YMOYaHMUIO — HACTPOWKa UCMONb30BaHUSA JAaHHOIO UHTepdelnca B
KayecTBe MapLupyTa Nno YMONMYaHuIo.

Ecnu faHHas HacTpolika BKoYeHa, TO aHHbIA UHTepdenc byaeT Ncnonb3oBaThbCH B Ka4ecTse
MapLlupyTa no ymonyaHuio. B npoTuBHOM criydae mapLupyT no yMOnyaHuio HacTpanBaTbecs He Byaer.

* Ucnonb3oBaTtb MEeTpPUKY WIik3a — yKa3daHne MeTpPpUKN LWn3a Anda gaHHOro MHTepq)eﬁca.

* Ucnonb3oBatb o6bABNsemMble y3nom DNS-cepBepa — HacTpolika ncnonb3osaHna DNS-cepBepos,
nony4eHHbIx ot DHCP-cepsepa.
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Ecnu HacTpolika BkrtodeHa, To nonyyeHHsle oT DHCP-cepeepa agpeca DNS-cepsepoB 6yayT
MCMNOrb30BaHbl B KAYECTBE OCHOBHbIX. B npoTMBHOM criyyae nonyyeHHble or DHCP-cepBepa agpeca
DNS-cepBepoB UrHOPUPYIOTCS.

* Mopor owmn60k 3xo-3anpocoB LCP — nopor owmnbok nony4yeHns axo-naketos LCP, nocne koToporo
y3ern cuutaeTcsl HeaocTynHbIM. [pn ycTaHoBKe 3HayeHust 0 oumnbku nonyveHus axo-naketos LCP
UrHOpUpYHOTCS.

* UHTepBan axo-3anpocoB LCP — nHTepBan otnpaBku axo-3anpocos LCP (B cekyHaax).

* [pomexyTok BpemeHu 6e30eMCcTBUA — 3a0aET JONYCTUMbIV MPOMEXYTOK BpemeHn 6e3genctens (B
cekyHaax).
Ecnn coeguHeHne He akTMBHO yKa3aHHbIV NPOMEXYTOK BpEMEHW, TO OHO ByaeT aBToMaTu4ecku
3aBepLueHo. [Mpu yctaHoBKe 3HaveHus 0 HeakTMBHOE coeanHeHne byaeT yaepxmnBaTbcs 6ECKOHEYHO.

7.1.2.4 NpoTtokon WireGuard VPN

[laHHbIN NPOTOKON NpeAHa3HayYeH aAng co3naHus 3awmieHHoro npomseoguTtensHoro WireGuard nHtepdelica,
MO3BONSAOLWEro opraHu3oBatb Adoctyn 4epe3 VPN-TyHenb K cepBepy C MUHWManbHbIMW  3HAYEHUSIMM
3agepxkn. bonee nogpobHas uHdopmauua o HacTtpovike WireGuard VPN npuBegeHa Ha
odmumanbHOM canTe NpoekTa.

WuTepdeiicbl » WG

Gume HacTpoukyn | JIONONHMTENBHBIE HACTPOMKKM | HacTpoWKu MeXCceTeBOro skpasa | lMupsi

CocToRHue YerpoicTeo: wireguard-wg

Monyyenne (RX): 0 6 (0 naxketos)
Mepegaya (TX): 0 6 (0 naxeToB)

MpoTokon WireGuard VPN o

3anycTUTL NP 3arpyske [

MpUEATHDBIA KIHOY *

CreHepupoBaTb KoY
CreHepupoBaTh Koy

MopT ANA EXOAALLMX COSAUHEHHA

IP-agpeca

He coagaeats Mapwpytsl [ ]

PucyHok 7.16 — O6wime HacTponku nutepcenca WireGuard VPN

Ons npotokona WireGuard VPN Bo Bknagke O6Lme HaCTPOMKKU JOCTYMHbI CNeayoLne HaCTPOWKM:

* MpMBaTHbIN KNOY — CTPOKA, KyAa BCTABMSETCS CTEHEPMPOBaHHBIN B koanpoBke Base64 3aKpbIThIn
(npuBatHbIN) kMtoy ansa uHTepdenca WireGuard.

 CreHepupoBaThb KIHo4Y — KHOMKA reHepaLMn HOBOTO Cry4aiHoro npueaTHOro kntoya. Haxxatue atoi
KHOMKM NpUBEAET K reHepaL/Mmn HOBOTO CIy4aiHOro NPMBAaTHOTO Kikoda, 3HaYeHne Kotoporo byaer
aBTOMaTWU4eCcKn BCTaBMeHo B norne Beoga MpuBaTHbIN Kniou.

* MopT Aansa Bxoasawmx coeguHeHmn — UDP-nopt ang Bxogsawmx naketos. 1o ymonyaxuio, 51820.
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* IP-appeca — paspelueHHble IP-agpeca nHtepdenca WireGuard.

Bo Bknagke Mupbl BoINONHseTCA HacTponka yaanéHHbix WireGuard-cepepoB (MMpoB).

WuTepdeiick » WG

Obwme HacTpodky | [loNoNMMTENSHBIE HACTPORKK | HaCTPOMKM MEMCETEBOND 3KpaHa Mpb

Onucanue

TyGnuHBIR KKy iLighpTVyDGTnuRs SdHsBaLISHNLddeT+AMOXSoDH Ik=

MpepsapUTenbHbIA KK =

FPaapelwenHnie IP-agpeca 192,168,

b
(%]
%]
(=]
=

MapwpyTHINPOBATL pAIpeeHHbIe |P-aapeca

KoHeuHbi yaen wireguard_example.com

MopT KoHewHOMa yana

MOCTOAHKO ABRKATH BENHKYEHHEIM

DofasuTs yaen (peer)

EELoL Ll COXpaHnTE:

PucyHok 7.17 — Bknapgka lNupbl untepcpennca WireGuard VPN

Ins kaxgoro WireGuard-cepBepa A0CTYMNHbI Crieayowme HacTPOKK:
* OnncaHue — HeobA3aTeNbHOE TEKCTOBOE onucaHue yganédHoro WireGuard-cepsepa

* My6nnYHbIN KNKOY — CTPOKA, Kyaa BCTaBMNSIETCS CTEHEPMPOBaHHEIN B koanpoBke Base64 nyGnunyHbIn
kntoy ana nHtepderica WireGuard.

* MpepBapuTenbHbIN KNKOY — LN POBaHHLIN 0OLLMIA KNtoY B KoAMpPoBKe Base64, koTopbili fobasnseT
OOMONHUTENBHBIN CNOW KpunTorpadumn ¢ CUMMETPUYHBIM KITHOYOM AN MOCTKBAHTOBOMW YCTOMYMBOCTMW.

* Pa3peweHHsle IP-agpeca — IP-agpec n npedukekl, ¢ KOTOpbIx ByaeT gonyLleH Tpaduk.

* MapwpyTusupoBaTh pa3peLleHHble IP-agpeca — ycTaHoBKa JaHHOro napameTpa no3sonsieT
co3aaeaTb MapLUPYThl ANS paspelleHHbIX IP-agpecoB Ans KOHeYHOoro yana.

* KOHe4YHbIn y3en — gomMeHHoe umsi unm IP-agpec KOHEYHOro YCTPOWCTBa.

* MopT KOHEYHOro y3na — nopT AN BXOAALLMX U UCXOASALLMX NaKeToB KOHEYHOro yana. o ymonyaxuio,
51820.
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* MocTosIHHO AepXaTb BKNOYEHHbIM — KONMYECTBO CEKYH MEXAY COXpaHeHneM coobLueHun. Mo
ymonyaHuio, «0» (oTknoyeHo). PekomeHayemMoe 3HavyeHue, ecnm aTo ycTponcTeo Haxoantea 3a NAT —
«25».

Ona pobaeneHus pgononHuWTensbHoro yaanéHHoro WireGuard-cepBepa HeOGXOAMMO HakaTb  KHOMKY
Hdo6aBuTtb y3en (peer), pacnonioXXeHHY BHU3Y OKHa HacTPOeK.

IOns yonaneHnua ypanénHoro WireGuard-cepBepa HeobGXogMMO HaxaTb KHOMKY YAanuTb, pacrofioXeHHYH
nepen 6nokoM HacTpoek cooTBeTcTBytowero WireGuard-cepBepa.

7.1.2.5 lNpoTtokon HeynpaBnsiembin

[aHHbI MPOTOKON HE MMEET OOMOMHUTENbHbLIX HACTPOEK U NpegHasHayYeH Ans MHTepdencos, KOTOpbIE He
ynpaensoTcs cnyxobon netifd.

7.1.3 Co3pgaHue HOBOro UHTepcenca

Ona cosgaHns HOBOro uWHTepdenca npegHa3HaveHa kHomka [lo6aBuTb HOBbIM MHTepdenc (cwm.
PUCYHOK 7.1), pacnonoXxeHHasi BHU3y Tabnuubl MHTEPdENCOB.

Mpn HaxaTnm kHonkn [lo6aBUTL HOBLIN MHTepdenc ByaeT OTKpbITa CTpaHMLA CO34aHUsA HOBOrO CETEBOrO
WHTepdenca, Kak nokasaHo Ha pucyHke 7.18. Ha cTpaHuue cnegyeT ykasaTb OCHOBHble HaCTPOWKM
cosgaBaemoro nHtepdenca, BKroyas CUMBOSIbHOE MMS 1 MPOTOKON MHTepdhenca.

OoSannTe HOBLIA MHTepdeRC. ..

PucyHok 7.18 — Co3aaHue HOBOro ceTeBoro uHtepdenca

[Nocne BBOA4A OCHOBHbLIX MapamMeTpoB UHTepdenca, Ans ero co3gaHus criegyer HaxaTb KHOMKY MpUMeHUTb.
Ecnu ocHoBHble NapameTpbl co3gaBaeMoro uHtepdenca obinm BBeaeHbl 6e3 owmnbok, NPoM3oUAET nepexon
Ha CTpaHMUy pegakTMpoBaHMS HOBOro WHTepdenca, kotopasi nogpobHa onucaHa B pasgen 7.1.1 gaHHoro
PYyKOBOACTBA.

7.1.4 YpaneHue nHTepdeincoB

[na ynaneHnst uHTepdenca npegHasHadyeHa kHomnka YaanuTtb (CM. pUCYHOK 7.1), pacnornoXeHHas B CTPOKe
COOTBETCTBYHLLEro nHTEpdernca.

Mpun HaxxaTum kHOMKM YaanuTb OygeT oTobpakeHO OKHO NOATBEPXKAEHMS, MOKa3aHHOe Ha puUcyHke 7.19.
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JeAcTEWTENEHO YOANWTE 3TOT MHTEpReAc? YOaneHWe He MOMET BbiT 0TMeHEeHO! Bel MOMETE NOTEPATE
OOCTYN K 3TOMY YCTROWACTRY, ECNK Bbl NOOKMIOYEHEl YEPE3 OAaHHLIA MHTepdelc

onvena

PucyHok 7.19 — MoareepxaeHMe yaaneHusa ceTeBoro MHTepdenca

Ecnu nogTtBepanTe yaaneHue (Haxatb kHonky OK), ceTeBon nHtepderic dyget yaanéx.
7.2 DHCP n DNS

Ha ctpaHuue DHCP n DNS pasgena CeTb npeactaBrneHbl HACTPOnku ceteBon cnyxbel dnsmasq, kotopas

npeacraenset cobon nerkosecHolh DNS n DHCP-cepsep. BHewHuin Bua ctpaHuusl DHCP 1 DNS nokasaH Ha
pucyHke 7.20.

W plc210-DHCP W DNS - LuCl X | @ Hosan scnaga x |+ - m] x
&« cC @ U & 172.160.1 : . @ 0 4 m@m& =
“I 'I EI I c ABTOOGHOBNEHWE BRNOYEHD
CocToRHKE b ple2ld
nerea DHCP u DNS

CrymGe b B
HacTpo#iku cepeepa

Ceth ™

Oflwe HECTPORKY | Dainbl resolv v hosts | [ONOAHMTENbHbIE HECTPOMKM | MOCTOAMHBIE BPEHAbI

WrTephenchl

DHCP 1 DNS Tpetyetca gomen [

ITATHUECKME MAPLWPYTH OCHOBHOW

NokansHbiA capaep Slan/

NoKantHbiA QoOMeN lan

3anuce sanpocos [

Mepesanpagnexue 3anpocos DNS 8p88

Zawmra oT DNS Rebinding [

PucyHok 7.20 — Ctpanuua «DHCP v DNS»
HacTpowiku cnyx6bl dnsmasq Ha ctpaHuue DHCP n DNS pa3sgeneHbl Ha HECKOIbKO BKNaaoK:
» OOLme HacTpoiku;
» ®annebl resolv n hosts;
+ [lononHuTernbHble HACTPOWKY;

* lMocTosHHbIE apeHapbl.
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7.2.1 O6wmMe HaCTPOMKH

O6wme HacTporku cnyxbbl dnsmasq pacnonoxeHbl Bo Bkragke O6wme HacTpowmku ctpaHuubl DHCP un
DNS. BHewwHui B Bknagkm O6Lme HaCTPOMKM NokasaH Ha pucyHke 7.21 .

QLM HACTROMRKM Maines resolv u hosts | [ONCNHATENLHEBIE HACTPORKK MOCTORHHEM ADEH

TpedyaTca AoMeH [._.rl
OcuosnoR [

NoxancHbIA Cepaep flan
NokanbHbIA foMaH lan

3anuco aanpocos [

NepedanpagneqHHe sanpocoa DNS 8888

3awmTa ot DNS Rebinding [

Pa3apelwnTs nosansHbiA xocT [

BenbiA CNWCOK NOMeHOR

Toneko nokansHbil ONS [

He wcnonszoeats wildcard (4

WHTepdeic ANA EXOMALME COEOMHEHHR

WoHmoUnTE MHTERDERACE

PucyHok 7.21 — O6wwume HacTpomnkm cnyx6bl dnsmasq

Bo Bknagke OOCTYMNHbI CneayoLwmne OCHOBHbBIE HACTPOWVKU:
* TpebyeTcsa pomeH — He nepeHanpaensaTb DNS-3anpockl 6€3 DNS-umeHu.
* OCHOBHOM — HacTpolKa, onpeaensitoLas, egUHCTBEHHbIN N 3To DHCP-cepBep B NOKanbHOM CETH.

* JlokanbHbIN cepBep — MMeHa, COOTBETCTBYHOLLME AaHHOMY LOMEHY, HUKOrAa He nepeaatoTtcs. [laHHble
UMeHa paspeLuatoTcs Tonbko u3 gpanna DHCP («/etc/config/dhcp») unu canna xoctoB («/etc/hostsy).
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* llokanbHbIM AOMeH — cyddUKC NOKanbHOro JOMeHa, KoTopbi byaet nobaeneH k DHCP-nveHam n
3anuncam carna xocTtoB («/etc/hostsy).

» 3anucb 3anpocoB — 3anucbiBaTb nonyyYeHHble DNS-3anpockl B CUCTEMHBbIN XXypHarn.
* MNepeHanpaBneHue 3anpocoB DNS — cnucok DNS-cepBepoB ans nepeHanpaBneHnsi 3anpocos.
» 3awmTa ot DNS Rebinding — BkntovaeT unu otknovaeT yHKUMOHAN 3alUMTbl OT aTaku

DNS rebinding.

Ecnn onumsa BkntodeHa, To OOCTYNHbI TakKXe AONOJNTHUTENbHbIE HaCTpOVIKMZ

— Pa3spelnTb NnoKanbHbIA XOCT — pa3peLLnTb OTBETHI BHELLHEN ceTh B AnanasoHe 127.0.0.0/8.
— bBenbI cnMCoK JOMEHOB — CNUCOK IOMEHOB, ANs KOTOpbIX pa3peLueHbl oTBeTbl RFC1918 (cm.
AOKYMEHT).
* Tonbko nokanbHbIi DNS — orpaHnyenune cnyx6bl DNS ans nogceten nHtepdenca, Cnosnb3ytLwero
DNS.
* He ncnonb3oBatb wildcard — BkntoyaeT coeguHeHne TOMbKO C OnpeaenéHHbIMY uHTepdencamm, He
NCNonb3yLL MMM NOACTAHOBOYHbIE agpeca (wildcard).

7.2.2 Hactpownku cpamnoB «resolv.conf» un «hosts»

Bo Bknagke ®Pannbl resolv nu hosts crpaHnubl DHCP n DNS pacnonoxeHbl HacTpoKku, Kacarowmecs
dannos resolv.conf n hosts. BHewwHun Bug Bknagkm ®amnbl resolv un hosts nokasaH Ha pucyHke 7.22.

O6Lme HacTporKKM | ®annbl resolv u hosts | [LONONHUTENLHLIE HACTPOWKK | MOCTOAHHbIE apeH/bl

r= M

Mcnonb3oBatb /etc/eth

m

Daitn apexg /tmp/dhcp.leases

Wrxopuposatb daiin resolv [

®aiin resolv /tmp/resolv.conf.d/resolv.conf.auto

WrHopupoBaTb cogepxumoe daina «/etc/hostss [

JononuutensHbid hosts dann

PucyHok 7.22 — Hactpouiku cainos resolv.conf un hosts cnyx6bl dnsmasq

Ha Bknagke @annbl resolv n hosts focTynHbI cnegytoLme HaCcTPONKK:

* Ucnonb3oBartb /etc/ethers — ykasaHne ncnonb3oBaTtb KOHpUIypaUMOHHbIV dawn /etc/ethers ans
HacTpownkn DHCP-cepBepa.

» dann apeHa — NyTb K dhanny, rae xpaHutest nHpopmaumsa ob apeHgosaHHbix DHCP-agpecax.

* UIrHopupoBaTtb hann resolv — ykasaHwue cnyx6e dnsmasq urHopmpoBaTb AaHHble danna resolv.
conf.

» ®ann resolv — nyTh k chariny resolv.conf. [laHHasi onunsi HEAOCTYMNHA, eCny BKIOYEHa onuus
UrHopupoBaTtb ¢hann resolv.

* UrHopupoBarThb /etc/hosts — ykasaHue cnyx6e dnsmasq nrHopmpoBaTb faHHble dhavina /etc/hosts.

* NononHutenbHbIn hosts cann — no3sonsieT ykasaTe OAWMH UM HECKOMNBbKO JOMONHUTENBHbBIX hannos
«hosts». YkasaHHble dainbl OyayT ncnonb3oBaTbCa BMECTE CO CTaHAapTHbIM channom «/etc/hostsy.
[aHHas onums HegocTynHa, ecnu BkNoyeHa onuusa UrHopupoBathb /etc/hosts.

126


https://ru.wikipedia.org/wiki/DNS_rebinding
http://www.ietf.org/rfc/rfc1918.txt
http://man7.org/linux/man-pages/man5/resolv.conf.5.html
http://man7.org/linux/man-pages/man5/hosts.5.html
http://man7.org/linux/man-pages/man5/ethers.5.html

7 CeTb

7.2.3 JononHUTenbHble HACTPOWNKN

[lononHuTenbHblE HAacTPOMKM cnyxobl dnsmasq pacnosnoXxeHbl BO Bknaake [oOnofHUTEeNbHbIe HACTPOMKU
ctpaHuubl DHCP 1 DNS.

BHewwHun Bug Bknagky [lononHuTeIbHbIe HACTPOMKM NOKa3aH Ha puUCyHke 7.23.

06wWme HacTpoikKn | Dainbl resolv u hosts | [lononuutensHble HacTpoRkK | MOCTOAHHbLIE BpEHAbI

NopaenTe NOTHPOBaHWE D

BrigensTb IP-agpeca nocnegoeartensHo O
DUNLTPOBATL YacTHble [

OunsTposats Gecnoneadsie [

NokanuzoBsLIBATH aanpocbl B

PacwwpATb MMmexa yanos M
OTKAKYMTD K3LU OTPULATENbHbIX oTBeToE [

[ononHuTensHbie hainsl cepeepos

Crporwii nopsgok [
Ece cepeepbi O

MNMepeonpeaenetue nogaencHoro NX-gomexa n

DNS nopt cepeepa
DNS nopr 3anpoca
MakcumansHoe Kon-g0 DHCP apeHg

MakcuManoHoe KONHYECTBO OAHOBPEMEHHDIX
Janpocos

Paamep kawa DNS aanpoca

PucyHok 7.23 — [lononHUTenbHbIe HAaCTPOMKM CNyX0bl dnsmasq
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Bo Bknaake AOCTYMHbI CrieaytoLme HacTPOMKM:

* MogaBuTb NorMpoBaHne — NOAABUTL NorMpoBaHne paboTel NPoToKONoB cnyx6bl dnsmasq (DNS u
DHCP).

* Bbigenartb IP-agpeca nocnegoBatenbHo — BblgaBatb DHCP-knneHTam IP-agpeca
nocriegoBaTernbHO, Ha4uMHas C MeHbLLEro AOCTYMNHOro agpeca.

« dunsTpOBaTh YacTHble — He nepeHanpaBnAaTb o6paTHble DNS-3anpoch! Ans nokanbHbIX CETEN.

* dDunbTpoBaThL 6ecnonesHblie — He NepeHanpaBnsaTh 3anpockl, KOTopble He MOryT BbITb 06paboTaHbl
ny6nnyHeiMun DNS-cepBepamu.

* llokanu3oBbIBaTb 3aNpPoCbl — f10KANIN30BbIBATL MMSA XOCTa B 3aBUCUMOCTHW OT 3anpallnBaemom
noaceTu, ecrniv JOCTYNHO HeCKonbko IP-appecos.

* PacwunpsATb nMeHa y3noB — [00aBuTb NoKasbHbIM cydpdrKe JoMeHa Ana UMEH 13 danna XocToB
(«/etc/hosts»).

» OTKNIOUYMTb K3LW OTpULaTesbHbIX OTBETOB — He KeLUMPOoBaTh OTpuLUaTeNlbHbie OTBETLI, B TOM YNChe
[N HECYLLIECTBYIOLLINX JOMEHOB.

* ononHuTenbHbIE (hainbl cepBepPOB — MyTb K OMNOMHUTENBHOMY hanny cepsepos. B daiine
[OOIMKHbI COAEPXaTbCs CTPOKM B BUAE

server=/domain/1.2.3.4

nnn

server=1.2.3.4

» CTporum nopsiAoK — ecnu faHHas HacTpovika BkntoyeHa, To DNS-cepBepa OyayT onpalumsBaTbes
CTporo B nopsaake, onpeaenéHHom B «resolv» anne.

* Bce cepBepbl — onpalumBaTth Bce umetowmecs BHelwHne DNS-cepBepbl.

* MepeonpeneneHune nogaensHoro NX-gomeHa — CN1COK XOCTOB, NOCTaBMSIOLWNX NOAAENbHbIE
pe3ynbtathl fJoMeHa NX.

* DNS nopTt cepBepa — Homep nopta a5s Bxoaswmnx DNS-3anpocos.
* DNS nopt 3anpoca — Homep nopta ans ncexogawmx DNS-3anpocos.

* Makc. kon-Bo apeHa DHCP apeHAabl — MakcmarnbHOe KOM4eCcTBO akTUBHbLIX apeHaoBaHHbIX DHCP-
agpecos.

* Makc.EDNSO pa3mep naketa — MakcumMarnbHO gonyctumbliii pasamep EDNS.0 UDP-nakeToB.

* Makc. Kon-Bo 04HOBPEMEHHbIX 3anpPoCcoB — MakCMMarnbHO A0MYCTUMOE KONNYeCTBO
opHoBpeMeHHbIXx DNS-3anpocos.

* Paamep kawa DNS 3anpoca — konmyecTBo kawwmpoBaHHbix DNS-3anucen.
MakcumanbHO Bo3MOXHoe 3HadyeHne — «10000». [Npu ykazaHumn 3HaveHus «0» kewmpoBaHne DNS-
3anpocoB OyAeT OTKITHYEHO.
7.2.4 HacTtpouka nocTosiHHbix apeHg DHCP-cepBepa

lMocTosiHHasa apeHaa ucnonb3yercs s NpUCBoeHus rMKeupoBaHHbIxX IP-agpecoB n MMéH DHCP-knueHTam.
MocTosHHas apeHaa Takke Heobxoguma AN cTaTtnyeckmx MHTEPEncoB, B KOTOPbIX OOCMY>XNBAKOTCS TONBKO
KNMEHTbI C MPUCBOEHHBLIMU agpecamu.

YnpaBneHne NocTosiHHbIMU apeHgamMu pasmelleHo B nogpasaene NocrtosHHbIe apeHAbl cTpaHuusl DHCP m
DNS. BHewHun Bug nogpasnena MNocTtosHHbIe apeHAbl NoKa3aH Ha PUCYHKe 7.24.
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O6ime HacTpoiku | @aitnbl resolv u hosts | [lononHUTENbHbIE HACTPOMKK

WmA xocTa MAC-aapec IPv4-appec

host1 60:EE:7C 172.16.0.234

AxkTuBHbIe DHCP apeHgsl
Wma xocta IPv4-appec
MsI 172.16.0.234
AxkTueHblie DHCPv6 apeHgbl

Xoct IPv6-agpec

Bpemsa apenpbl agpeca

HeT

MAC-agpec

:60:EE7C

DUID

HeT akTHBHbIX apeHAoBaHHbIX agpecoB

MocToAHHbIE apeHbl

buip

HeT

IPv6-cydduxc (hex)

OcTaelweecn BpeMa apeHabl

194 54m 57c

OcTaBleecs BpeMA apeHfbl

PucyHok 7.24 — HacTpoWka noctosiHHbIX apeHa DHCP-cepBepa

[obaBneHne HOBOW MOCTOSIHHOW apeHAbl OCYLLECTBNAETCA HaxaTnem kHomnkum [ob6aBuTb C nocrnegyowwmnm
yKa3saHveMm napameTpoB MOCTOSIHHOM apeHabl B 4o6aBneHHoW cTpoke Tabnuupbl (CM. pUCYHOK 7.25).

YoanuTb CyLLECTBYHOLLYIO MOCTOSHHYHO apeHAy MOXHO Mpu MOMOLUM KHOMKU YAanuTb, pacrnofioXeHHOW B

CTPOKE COOTBETCTBYIOLLEN 3amn1CH.

DHCP n DNS
Wms xocTa

MAC-agpec

47:BA

IPvd-agpec  192.168.5.1

Bpems apeHfibl aApeca

IPv6-cydpduxc (hex)

PucyHok 7.25 — [lo6aBneHue 3anucu noctosiHHon apeHabl DHCP-cepBepa

HononHutensHo, Ha Bknagke [MocTtosiHHble apeHabl B nogpasgenax AktuBHble DHCP apeHpgbl 1
AktusHble DHCPv6 apeHAabl npyuBoasTca Tabnuubl TeKyLUMX apeHgoBaHHbIX agpecosB ans IP nporokonos

Bepcuii 4 n 6:
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AkTuBHble apeHabl DHCP-cepBepa:

AxTueHble DHCP apexgbl

Wmna xocTta IPv4-appec MAC-agpec OcTaBweecn BpeMA apeHabl

MSI 172.16.0.234 ‘60:EE:7C 194 44m 1c

AxkTuBHble DHCPv6 apeHgbl

XocT IPv6-appec puiD OcTaBlweecn BpeMA apeHabl

HeTt akTuBHbIX apeHR0BaHHbIX afpecos

NMPUMEYAHUE

AHanornyHbl nogpasnen ¢ Tabnuuen apeHgoBaHHbIX agpecoB Ans IP-npotokonos Bepcuii 4 n 6
UMeeTcs Takke U Ha cTpaHuue O63op pasgena CocTosiHue (cM. pa3gen 3.1.6).

i @

7.3 NUmeHa xocTOB

Ha ctpaHnue UmeHa xoctoB pasgena CeTb MOXHO ONpeaenuTb MOMb30BaTENbCKUA CMMCOK XOCTOB M
cooTBeTcTBYlOWME UM IP-agpeca. BHelwHui Bug ctpaHmubl MMeHa XxocToB NokasaH Ha pucyHke 7.26.

& plc210 - Mmena xoctoe - LuCl X | 4 [m]

< ¢ @ © & 172.16.0.1/cgi-bin/luc in/network/host > ¥ INn @D & =

V) H ]

CocToaune b ple2l0

~

fueTeva b MMeHa X0CTOB
nng »
Cnucok xocToB
Cnyw6e1 b
- Hmna xocta IP-appec
Cetb ¥
= Hi YpanuTe
DHCP v DNS =

HMmeHa xocTos

CTaTMyeckme MapLpyTbi

server 192.168.0.2

MexceTeE0M 3KpaH NoGasuTh
[uarHocTuka

v
CTaTuCTHKa b COXPaHUTE M NPHMEHUT CoxpaHHTb

BoifTw

PucyHok 7.26 — CtpaHuua «MmeHa xocToB»

[obaBneHne HOBOro MMEHM XOCTa OCYLLECTBMAAETCA HaxaTtvem KkHonku [ob6aBuTb C nocnegyowwmm
yKkasaHveM MMeHM XocTa M COOTBETCTByloLWero emy |P-agpeca B goGaBneHHoOW cTpoke Tabnuupl (CM.
PUCYHOK 7.27).

Wmena xocTos
WmA xocTa server

IP-agpec 192.168.5.100 (= = "W:FF:5B) v

PucyHok 7.27 — CtpaHuua «MmeHa xocToB». [lobaBneHne HOBOM 3anucu
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Ons PenakTupoBaHUA YyxXe CyU.l,QCTByIOLLI,GVI 3anncn npegHasHa4dYeHa KHOMKa N3meHnTb B npaBon 4yacTtu
Tabnuupl XOCTOB. I'IpM HaXxaTuUK KHONKN U3MeHuTb 6y/:|,eT OTKPbITO BCMJibiBakoLlee OKHO C peaaKTnpoBaHUA
napameTpoB COOTBeTCTByPOLLl,eIZ 3arnncu NONMHOCTbK aHanormM4Hoe OKHy npu pobaBneHnn HOBOW 3anucu.

Yoanutb CyLWeCTBYOLLYO 3anncb MMEeHM XOCTa MOXHO Mpu NOMOLUWN KHOMKU YpanuTthb, paCI'IOJ'IO)KeHH017I B
COOTBeTCTByIOLLI,eIZ CTpOKe.

7.4 CtaTnyeckue MapLipyThbl

Hactpoiiku ctatnyeckux IPv4 n IPv6— maplpyToB pacnonoxeHbl Ha cTpaHuue CTaTu4yeckue MaplpyThbl
pasgena CeTtb. [daHHble HacTponku nos3sonstoT gobaenats B IPv4 un IPv6 Tabnuubl maplipytus3aumm
nonb30BaTeNbCKMe MapLIpyThl (CTaTU4ecKkne MapLipyThl).

BHelwHun BUA cTpanuubl CTaTMvyecKue MapLUpyThbl NOKa3aH Ha pUCyHke 7.28.

& plc ratnueckue mapwp: X |

&« c @ O & 17216.0.1/c ! ¢ - @ v n D @

QB :

ocTosHue b plc210

CucTema b

MapLupyThbI

K »

Cratuyeckue MappyTsl IPvd | Cratmueckue MapLipyibl IPve

Cratuyeckne MapwpyTel IPv4

DHCF 1 D WHTepdeiic HaaHaveHue IPvd-macka ceTw  IPvd-wmioz  Metpuka  On-link mapwpyt

IP-agpec unnceTs  ecnucets
MMeHa XoCToB

lan: 22 £ £ 192.168.20.0 255.255.255.0 19216801 0O HeT = m
CTaTUYeCKUe MaplpyTh

MexceTeBOR 3KpaH No6aBnTb

[AuarHocTuka

CTaTucTuka b COXPaHUTB M NPUMEHHTD + || Coxpanuts

PucyHok 7.28 — CtpaHuua «Ctatuyeckme MappyTbi»

Ctpanvua CraTmyeckme MaplipyTbl pasgeneHa Ha nBe Bknagku CraTtuyeckume mapupytbl IPv4 n

Ctatuyeckue mapwpyTbl IPv6 npeaHasHaveHHble Ans ynpasneHus ctatudeckummn mapupytamu ans [Pv4 un
IPv6 cOOTBETCTBEHHO.

[anee paccMoTpeHO ynpaBneHue cTtatudeckumn Mapupytammu Ttonbko ansa IPv4, tak kak gnsa IPv6 Bce
OEeNCTBUS N HACTPONKM MapLLPYTOB NOMHOCTLIO COBNaaloT.

JdobaBneHne HOBOro CTaTUYECKOrO MapLUpyTa OCYLLECTBASETCA Haxatuem KHonkun [obaBuTb C
nocneaywoLmMM ykasaHmem napameTpoB MapLupyTa B 4o6aBneHHON CTpoke Tabnumubl (CM. pUcyHoK 7.29).
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MapwpyTei
| O6wme HacTpoiikn | J[l10NONHUTENbHLIE HACTPORKK
WnTepdeic lan: g% p v

HasHaueHue 192.168.20.0

IPv4-mMacka ceTu 255

o
o
]

55.255.0

1Pv4-wnios 192.168.0.1

PucyHok 7.29 — CtpaHuua «Ctatuyeckue mapLipyTtbi». [loGaBneHue HOBOro mapLipyTra

MapuwpyTbl
o - ———
MeTtpuka
MTU
Tun mapwpyTa unicast v
TaGnuua mMapwpyTaauMm  main (254) v
Afpec NCTOYHWKA v

On-link mapwpyt [

PucyHok 7.30 — CtpaHuua «Ctatnyeckue mapuipyTbi». [lononHUTeNbHbIe HACTPOMKHU

Yaanutb CyLECTBYIOLMA MapLUpyT MOXHO NPV MOMOLLUM KHOMKA YAanuTb, PacronoXeHHONM B CTPOKe
COOTBETCTBYIOLLIEro MapLpyTa.

[na pegakTMpoBaHUs yxe CyLLEeCTBYIOLLEro MapLupyta npeaHasHadyeHa kHonka U3MeHUTb B nNpaBon 4actu
Tabnuubl MapuwpyToB. [lpu Haxatum KHoOMku «MN3mMeHuTb» OyaeT OTKPbITO BCNMbIBaKOLWEE OKHO C
pefakTMpoBaHMs NapameTpoB COOTBETCTBYIOLLErO MapLlipyTa MOMHOCTbI0  aHanorMyHoe OKHy npwu
nob6aBneHnn HoOBOro MapLupyTa.

7.5 MexceTeBOW 3KpaH
HacTtpoiiku mexceteBoro akpaHa (bpaHamayapa) pacnonoxeHsl Ha cTpaHuue MexceTeBOoW 3KpaH pasgena
CeTb 1 pasgeneHbl Ha BKNagku:

+ O6LWMe HaCTPONKN — OCHOBHbIE HACTPOMKN MEXCETEBOTO 3KpaHa (cM. pasaen 7.5.1) n HacTpoika 30H
(cm. pasgen 7.5.2);

* MlepeHanpaBneHne NOPTOB — HACTPOWKa NpaBuIT NepeHanpasneHns NopTos (CM. pasgen 7.5.3);

* MpaBuna ansa Tpacdmka — HacTporka NpaBun MEXCeTEBOro aKpaHa Ansi BXOASLLEro, UCXoasLero n
nepeHanpasnsemMoro Tpaduka (cm. pasgen 7.5.4);

* MMonb3oBaTenbCKMe NpaBuia — HaCcTPOKa NONb30BATENbCKUX MPaBUIT MEXCETEBOTO 3KpaHa (CMm.
pasgen 7.5.6).
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7.5.1 O6wmMe HaCTPOMKHU

BHewHun Bug cTpaHuubl MeXceTeBoM 3KpaH C OTKPbITOM BknNagkon OO6WMe HACTPOWMKWM rnokasaH Ha
pucyHke 7.31.

& plc210 - OBwme HacTpoiicn x |+ - m] x
« C o @ & 172.16.0.1/cgi-bin dmin/network/firewa - @ 1 moe =
\/ H =
() H 1
|
Coctomsme P pleln
CucTesa b §
OBume HacTpok | MNepesanpaeneswe nopros | MNpaBuna ane Tpagwka | Mpaswna NAT | Monb30BaTENLCKWE Npaguna

MK b
MexceTeBoW 3KpaH - HacTpoiKa 30H

Cywtol b

Ceth

06wme HacTPONKH

HHTep!I

DHCF 1 DNS Brriounts zawwty ot SYN-flood atak [

WG MocTon OTHpPAchIBATL HEKDPPEXTHLIE NaKeTHl [ ]

BroaswmA TpaduK NPHHAMETE v
WoxopRuwMi Tpatdng MPUHUMETE w

e — Nepenanpasnexne OTBEPraTH b

3oHbI

3oHa =
MepexanpasneHun

lan - wan MpEHAMATE A MpHHAMETD b MpMHAMATE W O
wWan = REJECT OTBEQraTh - NPHHAMETE - OTBEPraTh | M

Exopaumin Tpadii MexomAumil Tpadmi i neHne

COXpaHnTD ¥ NPHMEHNTE |'

PucyHok 7.31 — O6wimne HaCTPOMKU MeXCeTeBOro 3KpaHa

Ha naHHoW BKknagke cogepxartcs crefytoLlmne HacTPOoKN MEeXCETEBOMO aKpaHa:
* BknounTtb 3awmTty ot SYN-flood aTtak — ynpaeneHune dpyHkumen 3awmtsl oT SYN-flood aTak;

° 0T6paCblBaTb HEeKOpPpPeKTHble NakeTbl — ynpaBlieHne (*)YHKLI,I/IGIZ OT6paCbIBaHVI$| HEeKOPPEKTHbIX
BXOOALLMX NaKeTOB;

« Bxoasawmm TpadhmK — yCTaHaBNMBAET NOMUTUKY «MO YMOMYaHMIO» [N BCEro BXOAALLEro Tpadmka
(NpuHMMaTb, oTBepraTb UM He obpabaTbiBaTh);

* Ucxopsawmm Tpadpmuk — ycTaHaBnNMBaET NONUTKKY MO YMOMYaHWIO» ANs BCEro ucxogsiiero Tpaduka
(MpyHUMaTb, OTBepraTb Unu He obpabaTbiBaTh);

* MepeHanpaBneHne — ycTaHaBMMBaET NOMUTUKY MO YMOMYaHUIO» ANS BCEro nepeHanpaBnsieMoro
Tpadmka (NMpuHMMaTL, oTBEpraTh UnNn He obpabaTtbiBaTh).

7.5.2 HacTpowka 30H

B nogpasgene 3oHbl (Bknagka O6wwMe napameTpbl CcTpaHuubl MexceTeBOW 3KpaH) nepeynucneHbl
CYyLLIeCTBYHOLLME 30HbI B BUAe Tabnuubl C MX OCHOBHbIMW NapamMeTpamu B ctonbduax (CM. pucyHok 7.32).
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3oHbl
e BroanAuwni Tpadux McxopAuMin TpaduK Mepenanpaenexue MackapaguHr
MNepexanpagneHus P
lan = wan NPHHAMETE ~ MPHHAMAETD v MPHHUMETD « O
wan = REJECT OTBEpraTh w NPHHUMAT v OTBEpraTh w

PucyHok 7.32 — HacTpoiika 30H mexceTeBoro akpaHa. Tabnuua 30H

K oCcHOBHbIM NapameTpam 30Hbl OTHOCATCA CreaytoLLmMe HAaCTPOMKK (CTONOLbI Tabnuupl):

« 3oHa =>[lepeHanpaBreHnsa — 30Ha-UCTOYHMK U 30HbI Ha3HaYEHUS, B KOTOPbIE paspeLLeHo
nepeHanpaerneHve Tpaguka (CM. HIXe ).

* Bxoaswumn Tpadmk — ycTtaHaBnMBaeT NOMMTUKY «MO YMOMYaHMIO» AN BCEro BXxogsLlero tpaduka
30Hbl (MPMHUMAaTb, OTKITOHATBL UK He obpabaTbiBaTh);

* Ucxopawmn Tpa(*wu( — YCTaHaBIIMBaET NOJINTUKY «MNO yMON4YaHUO» ONA BCEro ncxoaduiero TpachKa
30HbI (I'IpI/IHI/IMaTb, OTKINOHATb Unn He O6pa6aTbIBaTb);

- MepeHanpaBneHne — ycTaHaBNMUBAET MOMUTUKY «MO YMOINYaHUIO» AN BCEro rnepeHanpasnsemMoro
Tpadmka 30HbI (MPUHUMATL, OTKITOHATL UNN He 0bpabaTtkiBaTh);

* MackapaguHr — BKoYaeT UK OTKMAYaeT TpaHcnaumio IP-agpecos ansa ykasaHHOW 30HbI;

* OrpaHuyeHue MSS — BkrntovaeT nnm oTknyaeT orpaHudeHe MSS npu nepegaye Ang AaHHON 30HBbI.
B nocnegHem ctonbue Tabnumupbl 418 KaXa0W 30HbI pacronoXXeHbl KHOMKW YNpaBreHust:

* = — KHOMKa M3MeHeHus ropsiaka 3anucein B Tabnuue. YaepkuBas HaxaToW AaHHYK KHOMKY MOXHO
nepemMellaTb CTPOKY TabnuLbl, UBMEHSIA TEM CaMbiM €€ NopsAaoK.

* UN3MeHUTb — KHOMKa peaakTMpoBaHUsi MAapaMeTPOB 30HbI.

* Ypanutb — KHOMKa yaoaneHusa 30Hbl.

7.5.2.1 PepaktupoBaHue 30H

OcCHoBHble napamMmeTpbl 30Hbl MOXHO W3MEHUTb B CTPOKE Tabnuupl 30H npnu nNOMOLLKN COOTBETCTBYHOLNX
ANeMeHTOB ynpaslieHusa (CM. PUCYHOK 7.32). Ons n3ameHeHus [OMNOMHUTENbHbIX napamMmeTpoB 30HbI
HeobxoaMMo HaxaTb KHOMKY A3meHnTb B CTpoOKe COOTBeTCTByPOLLI,eIZ 30HblI. I'Ipvl 9TOM OTKpOETCA
BCnsbiBaroLlee OKHO peaakTupoBaHNUA NnapaMeTpoB 30HbI C BKIMaaKaMu:

» O6LLME HACTPOWKY;
* [lononHuTenbHbIE HACTPOWKK;
» OTcnexunBaHue coeamnHeHun (conntrack);

» [lononHuTenbHbIE aprymeHThl iptables.
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Bknapgka O6Lwue HacCTPONKMU

BHelwHWIA BUA OKHa pefakTMpoBaHWS NapaMeTpoB 30HbI MEXCETEBOINO 3KpaHa C OTKpbITOM Bkragkon Obwmue
HACTPOWKM NOKa3aH Ha PUCYHKE:

MemceTeson skpaH - HacTpoiika 3oH

JELLME HACTPORKY | JlIONONHWTENEHBIE HACTPORKK | OTCNeMWBaHWe coefMueHni (conntrack) | [lononHMTENLHLIE apryMedTol iptables

Crpanmua cogepxut obwwe ceoicTea ‘lan’. Pexumeor Brogawmi Tpagux’ n ‘Hexogrwmil Tpagux’ yCTaHaENWEAKOT NOMMTHKA NO YMOM4YaHNI0 ANA TpaguKa, NOCTYNaWero 1
NOKMASIOULEND 3TY 30HY, B TO BPEMA KaK pexumM TapeHanpasneHine’ oNUCHIBAET NONWTHKY NEpeHanpasneia Tpaduka Mesay PasnuuHEIMK CETAMMU BHYTPM 30HLI,
‘Mcnons308aTe CETH YKA3BIBAET, KaKWEe JOCTYMHBIE CeTH ABNAKITCA YNEHAMMU 3TOR 20H5I

Hassatmne an
Bxoaawma Tpaduk MPHHKEMETE s
Wexogawmi Tpaduk NPHHUMETH e
Mepexanpasnexne NpHHUMAETD b

Mackapagunr  []
OrpaHwyeHre M55 [T

OXBATHIBIEMEIE CETH lan: g~ g2 redu: gt

[aHHbie HaCTPORKK YNPaBRRIOT NONWTHKAMUW NepeHanpaBneHus Tpaduea mexay sToi (lan) u ApyriMK 3oHaMiu. TpagHKoM '30H-Ha3HaYEHHA' ABNAESTCA NEPEHaNpaBnNeHHbIA
Tpaduk ‘Mexoaawmii uz lan’. Tpadmkom 30H-HCTOYHMKOS' ABNRETCA Tpaduk Hanpaenexsli g lan’. MepeHanpasneHue ABNRETCA QOHOHANPABNEHHBIM , TO CTh
nepeHanpasnerne U3 lan 8 wan We' JONYCKaET NepeHanpasnerine Tpatduxa us wan & lan.

Pazpewmts nepeHanpasneHAe 8 'SOHB HEIHEYEHHA " wan wan: g:

Pa3|§EI_M"J nepeHanpasnexHye ua '30H HETONHHKOS

PucyHok 7.33 — HacTpoiika 30H MexXceTeBOro akpaHa. [lononHuTenbHbIe HAaCTPOMKMU
Ha Bknagke O6LWMe HacTPOMKU B [OMOMHEHME K YK€ NepevyncrieHHbIM paHee OCHOBHbLIM HaCTpOMKaM 30H
(cM. BblLLE ) 4OCTYMHBI crnegytoLne HacTPONKN:
* AMs1 — yHUKanbHOE CUMBOSIBHOE UMS 30HbI.
* OrpaHuyeHue MSS — BkrntovaeT nnm oTknyaeT orpaHudeHe MSS npu nepegaye Ana AaHHON 30HBbI.
* Aicnonb3oBaTb ceTu — BLIBOP CETEBLIX MHTEPEENCOB, BXOAALLUX B YKa3aHHYHO 30HY.
* OxBaTbIBaeMble CETU — CMNCOK CETEN, BXOASLLUNX B HACTPAMBAEMYHO 30HY.
JononHutensHo, Ha Bknagke OOWMEe HACTPOMKU, AN KaxaoW 30Hbl  yKasblBaeTcs MonuTuka
nepeHanpasneHus Mexay 30HamMu NP NOMOLLU CREAYIOLMX HAaCTPOeK:
* PazpewnTb NnepeHanpaBneHne B 30Hbl Ha3Ha4YeHUs — pa3peLlaeT nepeHanpasneHne Tpadguka 13
peanakTMpyemMon 30Hbl B BbIOpaHHbIE 30HbI-HA3HAYEeHWS.
* Paspewntb nepeHanpasneHne u3 30H UICTOYHUKOB — paspeLlaeT nepeHanpasneHue Tpadpuka ns
BbIOpPaHHbIX 30H-UCTOUYHMKOB B PEAAKTUPYEMYHO 30HY.
m NMPUMEYAHUE
Tpadukom 30H-Ha3HaYeHNs ABMSETCA NepeHanpaBneHHbIN TpaguK, UCXOOALLMIA U3 pefakTupyemom
30HbI.
TpadmKom 30H-UCTOYHMKOB ABMAETCA Tpadymk, HaNpaBneHHbIN B pedakTUPYEMYHO 30HY.

MepeHanpasneHne SBNSAETCA OAHOHaMNpaBneHHbIM, TO eCTb NepeHanpasneHne U3 OAHOMN 30HbI B
APYryto 30Hy He fonyckaeT nepeHanpasrieHne Tpaduka B 0GpaTHY0 CTOPOHY.
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Bknagka [lononHUTenbHbIe HaCTPOWKHU

O6wme HacTpolkK | [lononHuTenbHble HacTpoMky | OTCnemuBaHue coefMyeHun (conntrack) | JlononHuTenbHble aprymedTsl iptables
[laHHble HACTPORKK YNPaBnAIOT NONWTHKaMK NepeHanpasneqns Tpadmka mexgy aton (lan) u gpyrumm 3oHamu. Tpadukom '30H-Ha3HaveHHA' ABNABTCA NepeHanpaeneHHsIn
Tpadux ‘MexogALMA U3 lan’. TpaduroMm 30H-HCTOYHHKOB ABNAETCA Tpaduk 'HanpaeneHbii B lan'. NepeHanpasnedne ABNASTCA 'OHOHEMNDEBAEHHBIM , TO ECTh

nepexanpagneqne uz lan B wan ‘ve' gonyckaeT nepeHanpasnedue Tpadvka W3 wan g lan

OxBaTbhiBaEMbIE YCTPORCTES N

OxBaThiBaeMbie nogceTH

Menons208aTs NPOTOKON IPvé4 w IPVE v
MCNoNb30BaTH MACKAPAAMHT TONLKO ANA YKa3aHHbIX
NoACeTER-OTNPaBMTENSHA
MCNoNbA0BaTL MACKAPAAMHT TONBKO [NA YKAZAHHBIX

nofceTel-nonyyatened

BAOUMTE MYPHANMPOBAHUE B 3TOR 30He [ |

Ha Bknagke [JononHUTeNbHbIe HACTPOMKMU JOCTYMHbI CIEAYOLINE HACTPONKN:

* OxBaTbIiBaeMble YCTPOUCTBA — HACTPOWKa NO3BONSAET KnaccuduumpoBatb Tpadmk 30HbI MO CETEBLIM
yCTpOncTBaM (B TOM YMCIe ceTeBble YCTPONCTBA He yrpaBrisiemble Yepes BeG-nHTepderic).

+ OxBaTbiBaeMble NOACETU — HACTPOMKa NO3BOMSET KnaccuduumpoaTh Tpadmk 30HbI MO UCTOYHUKY
W NOACETU HA3HAYeHNst BMECTO CETU UMW YCTPONCTBA.

* Ucnonb3oBaTb NpPOTOKON — BbIOGOP BEpPCUMM 1CNofb3yeMoro |IP-npoTokona B yka3aHHOM 30HE.
Bo3moxxeH BbIOOp M3 BAapMaHTOB:
— Tonbko IPv4;
— Tonbko IPV6;
— IPv4 n IPv6.

* Ucnonb3oBaTb MackapaauHr TONbKO AJisl YKa3aHHbIX nogceTen-oTnpaBuTenen — no3sonser
OrpaHNYnTb UCNONb30BaHWE TPAHCASALMM aapEeCOB YKa3aHHbIMW NOACETAMMU-OTNPABUTENSAMU;

* Acnonb3oBaTb MackapaAWHI TONbKO ANA yKa3aHHbIX nogceTen-nony4varenen — no3sonser
OrpaHNYnTb UCNONb30BaHWE TPaHCASLMM aapecoB YKa3aHHbIMU NOACETAMMU-NONyYaTensamu,;

* BKIOUYNTb XXypHanMpoBaHue B 3TOW 30He — BKJTKOYAET UIM OTKITHOYAET 3anucb cpabaTbiBaHNs
npaBui MEXCETEBOrO aKpaHa Ansi 4aHHOW 30Hbl B CUCTEMHbIV XypHarT.
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Bknaaka OtcnexuBaHue coeguHeHumn (conntrack)

BHewHun Bug Bknagkm OTcnexuBaHue coeguHeHun (conntrack) nokasaH Ha pUCYHKe:

06LiMe HacTPOKKM | [1ONONHUTENbHbIE HACTPOWKK OTcnexuBaHue coeguHenun (conntrack) | JlononxuTeNbHbIE apryMeHThl iptables

PaspewnTb «<HeAeRCTBUTENbHBIA» Tpaduk [

ABTOMaTHYECKOe HasHaYeHHe NOMOLLHHUKOB

PucyHok 7.34 — OKHO HacTpOeK 30Hbl MeXCceTeBOoro akpaHa. Bknagka OTcnexuBaHue coeAMHEHUN
(conntrack)

Ha Bknagke OTcnexmnBaHue coeguHeHU (conntrack) 4OCTYMHbI CrEeQyHoLLe HACTPONKU:

* Paspewintb «HeAeNCTBUTENbHbINY TPathuK — HaCcTpoWka NO3BONSET HE YCTaHaBNMBaThb
OOMONHWTENbHbIE NpaBuna Ans OTKNOHEHWs NepeHanpaBnsaeMoro Tpaduvka ¢ COCTOAHMEM
«HegencTBuTenbHbINY (invalid). 3To MoXxeT noTpeboBaTbCs, HaNnpUMep, 4518 CHOXHbIX HACTPOEK
aCUMMETPUYHOW MapLUpyTU3aLmun.

+ ABTOMaTM4YeCKoe Ha3Ha4YeHne NOMOLLHMKOB — yNpaBnsieT aBTOMaTUYeCKUM HasHaYeHnem
NMOMOLLHMKOB OTCNEXnBaHuUs coegmHeHnn (conntrack) Ha ocHoBe NpoTokona v nopTa Tpadumka ans
penakTupyemMom 30HbI.

Bknapgka [lononHuTenbHbIe apryMmeHThbl iptables

Ha Bknagke JononHuTenbHble aprymMeHTbl iptables pacnonoxeHbl HaCcTpoWKkW, No3BondlolMe nepeaatb
Npou3BoIbHbIE apryMeHThl iptables B npaBuna knaccndukawmm BXoasLwero u MCXoasiLLero Tpagouka 30Hbl.

A BHMMAHUE

Mepenaya aprymeHTOB iptables B npaBmnax knaccudgukauum BXogsLero n ucxoagdilero tpaduka
MO3BOJISIET COMOCTABNATb NAKETbl, OCHOBaHHbIE Ha APYrMX KPUTEPUAX, HEXENN YeM MHTepPdENChl UK
nogceTw. 3Tu onuum crnegyeT UCMoNb30BaTh C 0COOON OCTOPOXKHOCTLIO, TaK Kak HEBEPHbIE 3HAYEHMUS
MOryT NPMBECTU K HApYyLLUEHNIO paboTbl NpaBM MEXCETEBOIO 3KpaHa, MOMHOCTBLIO OTKPbIBAast 4OCTYM KO
BCeM crnyxbam cuctemsl.

BHewHun Bna Bknagkm JlononHUTenbHble apryMmeHThl iptables nokasaH Ha pucyHke:

MeceTeBoH 3KpaH - HacTpoiiKa 30H
06LuKMe HAacTPoiKK | [loNONHUTENbHbBIE HACTPOAKKM | OTCREXMBaHWE CoeAMHEHWI (conntrack) | JononHWTenbHble aprymenTol iptables
I'Iepe,qaua aprymeHToB ip'.63|95 B nNpaevnax <J‘IGCC#1¢»#1K3L,HA BXOOALWErND U UCXoQALWEro T:la¢u1Ha noseonAeT CONOCTaBNATE NaKeTbl, OCHOBaHHEBIE Ha APYTUX KPUTEDUAX,

HEWENW YEM WHTepDERCH! UMK NOACETH. 3TW ONUWK CRELYeT UCMONbI0BaT C 0CO00M OCTOPOMHOCTEH), TAK KAK HEESDHbIE 3HAUEHWA MOTYT NMPUEBECTU K HADYIWEHWK padoTsl
Npaenn MEXCETEBOMD 3KPaHa, NONHOCTBH OTKPbIBaA AOCTYN KO ECEM CJ'\}'}KEEW CHCTEMbBI

J0NONHWTENbHBIE APTYMEHTbI INA MCTOYHWKS

[ononHuTenbHble aprymMeHTel 4nA HazHa4YeHuAa

EELGENE  CoxpaHuTb

PucyHok 7.35 — OKHO HacTpoeK 30Hbl MeXCceTeBOro akpaHa. Bknagka OTcnexvBaHue coeAMHEHUN
(conntrack)
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Ha Bknagke [lononHuUTenbHbIe apryMeHThbl iptables JocTynHbI crnegytolne HacTPONKu:

» JononHuTenbHbIEe apryMeHTbI ANsi AICTOYHUKA — [OMNOMNHUTENbHbIE apryMeHThl iptables ans
Knaccudukauum Tpaduka 3oHbl UICTOYHWKA. Hanpumep, Ansa knaccugukaumm TonbKO BXOAALWEro
Tpaduka HTTPS (TCP nopt 443):

-p tcp --sportd43

* [lononHuTenNbHbIE apryMeHTbI 4118 HAa3HAYeHNst — OOMONHUTENbHbIE apryMeHThI iptables ans
Knaccudmkaumm Tpadgmka 30oHbl HasHavyeHusl. Hanpumep, ans knaccudmkaumm TonbKo UCXoasiLero
Tpaduka HTTPS (TCP nopt 443):

-p tcp --dportd43
7.5.2.2 lo6aBneHne 30H

[na nobaBneHns HOBOWM 30HbI NpegHa3HavYeHa kHonka JJob6aBuTb, pacnonoxeHHas cHU3y Tabnuubl 30H. Mpu
€€ HaXaTun OTKPOETCS BCMJbIBAlOLLEE OKHO PEedaKTUPOBaHUS NMapameTpoB 30Hbl, KAk U NPU M3MEHEHUU
(pepmakTnpoBaHun) CyLLECTBYIOLLIMX 30H.

7.5.2.3 YnaneHue 30H

YaaneHue cyuwlecTByIoLEn 30HblI BbINOSIHAETCA NPU NOMOLUM KHOMKWU YAanuTb, pPacronoXeHHOW B CTpoOke
COOTBETCTBYHOLLEN 30Hb.

7.5.3 lNepeHanpaBneHne NOpToB

lMepeHanpaBneHne NOPTOB — 3TO COMOCTaBreHWe OnpedenéHHOro nopta Ha BHeLWHeM WHTepdence
KOHTpormnepa ¢ onpedenéHHbIM NOPTOM HY)XXHOrO YyCTPOMCTBA B fOKanbHOW cetu. NepeHanpaBneHne nopTos
Mo3BONSET, Hanpumep, yOanéHHbIM KOMMbTEPaM M3 CETU MHTEPHET COEOUHSTBCS C YCTPOMCTBOM MMM
CNy>x00I BHYTPY YaCcTHOW NOKanbHOM CeTW.

BrewHunn Bua Bknagkum [lMepeHanpaBneHne mnopToB CTpaHuubl MexceTeBOM 3KpaH MOKasaH Ha
pucyHke 7.36.

O6ume HacTPOMKK MNepeHanpaBneHue NOpToB MpaBuna pnA Tpacbnka MpaBuna NAT Monb3oBaTeNnbCKKUE NpaBuna

MejxceTeBoii 3KpaH - MepeHanpasfieHne NopToB

Mepexanpaenexue NopTos

Wmna CooTEeTCTEHE DeicTene BKNOYHTE

Bxogsauwmi IPv4
Forward8080 Ma (wan MepenanpasnaTe Ha [lan nopt 80

m
B 370 ycTposcTBo , nopt 8080
Bxopauwmi IPv4
Forwardg8443 M3 wan MepeHanpasnaTe Ha (lan nopr 443 = m
B sro ycTposcTso , nopt 8443

PucyHok 7.36 — Bknagka «lMepeHanpaBneHue nopToB» cTpaHuubl «MexXceTeBOW aKpaH»

B Havane cTpaHuubl npvBeaeHa Tabnvua MepeHanpaBrneHMe NOPTOB C NEPEYUCIIEHNEM YXKE CO34aHHbIX
npaBwn NepeHanpaeneHuii nopToB. Tabnuua umeeT criedytowmne cTonoLbl:

* UMA — yHuKanbHOe CMBONBHOE MMS NpaBua nepeHanpasneHus.

» CooTBeTCTBME — B IaHHOM CTONGUE npmuBeaeHbl ycnoBua And Bxoadllero Tpaqwu(a, npwn cosnageHunn
KOTOpPbIX AaHHOE npaBuio 6yp,eT NMPUMEHATBLCA.
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* NleicTBMe — B JaHHOM cTonbLe npmBedeHo AencTBMe, KoTopoe ByaeT NpYMeHeHO K BXxogsLemMy
Tpadwmky (agpec v NopT yCTPOWCTBA, Kyaa byaeT nepeHanpaBnaTbca Tpadumk Npy NPUMMEHeHU AaHHOro
npasuna).

* BKNoUYnTb — NO3BOMSET BKAOYUTL UK OTKITOYUTL AaHHOE npaswuIio. Ecnn npaBwI1o BbIKITKOYEHO, TO
OHO He 6y,qu NPUMEHATLCA K BXOAALLEMY Tpacbl/n(y.

7.5.3.1 Mopsaaok npMMeHeHUs1 NpaBun NepeHanpaBneHus NopToB

MpaBuna nepeHanpaBneHnsi NPUMEHSIIOTCSA B TOM Nnopsiake (CBeEpXy BHU3), B KOTOPOM OHW yKa3aHbl B Tabnuue.
[lna n3ameHeHWs1 Nopsiaka NpaBwn NpegHasHayYeHbl KHOMKKU = (CM. pucyHKe 7.36), No3BonsioLLmMe NepeMecTuTb
COOTBETCTBYHOLLEE NPaBUIIO BBEPX UIN BHUS.

7.5.3.2 PegakTupoBaHue nNpaBun nepeHanpasneHus NopTos

Ona pepakTupoBaHUsi NpaBwui MepeHanpaBneHusl NMopToB HeoOXOoAMMO HaxkaTb KHOMKy WM3MeHuTb (cwm.
pucyHke 7.36), pacronoXeHHyld B CTPOKe COOTBeTCTBylollero npasuna. OTKpoeTcs CcTpaHuua
penakTMpoBaHUs NpaBua nepeHanpaBneHus MopPToB, Kak NokasaHo Ha pucyHke 7.37.

MexceTeBoi akpaH - MNepeHanpasnexnue noptos - Forward8080

061Ke HaCTPOMKH LononHHTENbHbIE HaCTpOF‘!KH
Ha3saHue Forward8080
MpoTokon TCP UDP v
30Ha UCTOUHMKAE wan wan: " v

e

BHeWHKA nopT 8080

30Ha Ha3HaYeHuA lan lan: o 2 redu: g v

BHyTpeHHWi IP-agpec .

BHYTpeHHMI nopT 80

EELOEN M CoxpaHuTh

PucyHok 7.37 — HacTpowka npaBus nepeHanpaBneHUs NOPTOB MeXCeTeBOro aKpaHa

[laHHOEe OKHO pa3feneHo Ha ABe BKNaaKu:
» O6LUME HACTPOWKY;

* JONONHUTENbHbIE HACTPOWKN.
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Bknapgka O6Lwme HacCTPONKMU

Ha paHHOM cTpaHuue AOCTYNHbI ANs peAakTUpOBaHUS Criefyloline HacTpOrKKM NpaBuna nepeHanpaBneHus
MopToB:

*Uma — YHUKaribHOe CMMBOJIbHOE UMA NpaBuna;

* MpoTtokon — BbLIGOP NpoToKONa npasmna. BoamoxeH BbIGOp M3 BapuaHTOB:
— nobon — nobon npotokon. MNpu BbIOOpe 4aHHOIO BapuaHTa Apyriue NpoToKombl BbIbpaTh HENb3s;
— UDP;
— TCP;
— ICMP;
— MONb30BaTENbCKUIA (MPON3BONBLHOE NMSI MPOTOKOMA).

B 3aBucumocTn ot Bbl6paHHOI’0 npoToKona Ha6op HaCTpPOEK MOXEeT HECYLLEeCTBEHHO MEHATbCA.

* 30Ha UCTOYHUKA — Bbl60p 30Hbl NICTOYHUKa Tpa(*)VIKa Aana npaBsuna;

* BHeWHW NOPT — NO3BONSAET OrPaHNYUTbL MPUMEHEHUE NPaBuUna 4518 BXOASALUMX NOAKITIOYEHNIA Ha
yKasaHHbIV NOpT UNun ananasoH NopToB. [laHHas HacTporka AocTynHa Tonbko ans UDP u TCP
MPOTOKOSOB;

* BHyTpeHHAA 30Ha — BbIOOP 30HbI HA3HaYeHNs (NnepeHanpasneHns) Tpaduka onsa npasuna;

* BHyTpeHHun IP-agpec — BIGOp IP-agpeca ans nepeHanpaeneHns Tpaduka. Tpaduk npasuna byget
nepeHanpasnaTbCA Ha yka3aHHbIV IP-agpec;

* BHyTpeHHUI nopT — BbIGOp NopTa Ans nepeHanpasneHus Tpaduka. Tpadwuk npasuna byger
nepeHanpaBnATbCA Ha yKa3aHHbIN NOPT BHyTpeHHero IP-agpeca. [JaHHasa HacTporKka JOCTYMNHa TOMbKO
ons UDP n TCP npoTtokonos.
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Bknagka [lononHUTenbHbIe HaCTPOWKHU

BHewwHun By Bknagky [lononHUTEIbHbIe HACTPOMKU NMOKa3aH Ha PUCYHKE:

O6Wme HACTPOAKK |  [LONONHUTENEBHEIE HACTPORKM

MAC-agpec DUHHKE "
|P-aapec HCTOUHHKS .
MopT HCTOUHKKE
Brewrwn IP-agpec "
BinwoumTe NAT Loopback [
P-agpec wetouxuea netnik (Loopback) HCNoNB30BaTE BHYTPEHHHRA |P-agpec hd

COOTBETCTEME NOMOWHWKY .

LOOTEETCTEHE METEH

COOTBETCTEME NO Orp@HWYEHUAM L

LononHWTENLHBIE aprymexTel

PucyHok 7.38 — OkHo HacTpoekK npaBura nepeHanpaBneHns NOPTOB MeXceTeBOro akpaHa. Bknapka
«JononHUTeNnbHbIE HACTPOUKN»

Ha paHHown Bknaake OOCTYNHbI ANdA peaakTupoBaHuA cneagyrwne HaCTpOﬁKMZ

* MAC-agpec UCTOYHMKA — MO3BOJISIET YKa3aTb OAMH UK Heckorbko MAC-agpecoB UCTOYHMKA
Tpacvmka ans npasuna. Ecnn MAC-agpeca 3agaHbl, To npaBuio 0yaeT NpUMEHSITbCS TONbKO AN
BxoasLero Tpaduka ot ykasaHHbix MAC-agpecos;

* IP-appec UCTOYHMKA — NO3BOMSAET YKa3aTb O4MH UK HECKOMbKO IP-agpecoB UCTOYHKUKa Tpadmka onsg
npasuna. Ecnu IP-agpeca 3agaHbl, To npaBuno OygeT NpMMEHSATLCH TONbKO ANst BXxogdwero Tpaduka
OT yKasaHHbIX IP-agpecos;

* MopT ncTOYHMKA — NO3BONSIET YKa3aTb NOPT UK Anana3oH NOPTOB MCTOYHMKA Tpadhmka Ans npasuna.
Ecnv aTOT NapameTp 3agaH, To NpaBuIio byaeT NPUMEHSITLCSA TOSNbKO AN BXOASALLEro Tpadmka ot
yKasaHHOro nopra unm amanasoHa nopToB YCTPONCTBA MCTOYHMKA Tpaduka. [JaHHast HacTpovika
poctynHa Tonbko ans UDP 1 TCP npoTokonos;

* BHewHwuu IP-agpec — no3BonsieT orpaHM4MTb NPUMEHEHNE NpaBuna anst BXOAALLMX NOAKII0YEHNIA Ha
ykasaHHbI IP-agpec. Ecnn He 3apaH (3HavyeHne «ntoboiy ), TO MPaBuIio NPUMEHSIETCS K BXOOSALLMUM
nogkntodeHnam Ha Bce |IP-agpeca ycTponcTBa;

* Bknountb NAT Loopback — BkntounTtb anst gaHHoro npasuna texHonornio NAT Loopback; JaHHas
TEXHONOMMSA NO3BONSAET CHMTATb NakKeT, NpuLLeLWmniA U3 BHyTPEHHEN ceTn Ha BHelHun IP-agpec
YCTPOWCTBA, KaK NakeT npuwieauni n3eHe. Takum obpasom, Angd Takoro naketa paboTtatoT npasuna
MEXCETEBOrO 3KpaHa, OTHOCSLLMECH K BHELLHUM COEOUHEHUSIM.
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Mpw BKMNOYEHUN JAHHOW HACTPOWKN NOABNSAETCHA JONONHUTENBbHas onuus IP-agpec UCTOYHUKA NeTnu
(loopback), npy noMoLLM KOTOPOI MOXHO BblOpaTh kakon IP-agpec 6yaeT ncnonb3oBatbecs AN
OTpaXeHHOro Tpadrka — BHYTPEHHUN NN BHELLHUNA.

+ CooTBeTCTBME NOMOLLHWUKY — HAaCTPOWKa NO3BOSSIET yKa3aTb KOHKPETHOIO MOMOLLHMKA
OTCNexuBaHusa coegnHeHni (conntrack).

» CooTBeTCTBME METKU — HaCTPOVIKa NO3BONIAET YKa3aTb METKY U Anana3oH METOK MeXCeTeBoro
9KpaHa a5id COOTBETCTBUA TpachKa npasuna.

» CooTBeTCTBME NO OrpaHMYeHUsIM — HaCTPOIKa orpaHUYMBaAET COMNOCTaBMNEHNE TpadmKa YKa3aHHOM
CKOPOCTW.

* HOHOHHMTeﬂbeIe ApryMeHTbl — NO3BONAET YKa3atb AOMNONMHUTESNbHbIE apryMmeHTbl ANnA KOMaHAbl
iptables.

7.5.3.3 JobaBneHune npaBun nepeHanpasreHusi NOPTOB

[Ona poGaBneHuss HOBOroO npaBuna nepeHanpaBreHns MnopToB HeobBXoAUMMO 3anofHUTb OCHOBHbIE
napameTpbl HOBOrO NMpaBwusa nepeHanpaeneHnst B Tabnuue nogpasgena HoBoe nepeHanpaBneHue noprta
(cm. pycyHok 7.39) n HaxaTb KHomnky [lo6aBUTD.

Hoeoe nepeHanpaeneHue nopta

Brewnan BuyTpenHan
Wmn MNpoTokon 20Ha BHewHui nopt 30:ap BHyTpenHui IP-agpec BHYTpeHHHI NnopT

TCP+UL |+ wan v lan v T

PucyHok 7.39 — [lo6aBneHue npaBusia nepeHanpaBneH1s NOPTOB MEXCEeTeBOro 3KkpaHa

3HavyeHns napameTtpoB fobaBnsemMoro npaswna onvcaHbl B pasaene pegakTupoBaHMs napameTpoB MpaBun
nepeHanpasneHus NopToB (pasgen 7.5.2).

7.5.3.4 YpaneHne npaBun nepeHanpasreHusi NOpPTOB

[na yoaneHus npaBuna nepeHanpaBneHns NOpPTOB MpefHasHadeHa KHoMka YaanuTb, pacnorioXeHHas B
CTPOKE COOTBETCTBYHOLLIEro NpaBuna.

7.5.4 NpaBuna gns Tpacduka

YnpaBsrneHve npasunamun ans Tpaduka MeXCeTeBOoro aKpaHa ocyllecTensercs Ha Bknagke MNpasuna ans
Tpacbuka ctpaHuubl MexceTeBomn akpaH (CM. puUcyHok 7.40).
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& ple210- Mpasuna aan rpag. X | + _ - =
A ¢ @ @ & 172.16.0.1/cgi-binluci/admin/network/frewal/rule @ wma =
-
OBEEH
-
CocToaHme b plc2io
CucTEMa b
Ofwme HacTpoik | MNepeHanpasnedwe noprTod | MNpasdnz nnA tpaduea | Npaedna NAT | MoNs308STENLCKHE NPEaEKna
NN »

MemceTeBol akpaH - MNpaewna ana Tpaguka

Crymidel b
Cath *

HHTEpheRCE Mpaswna gnA Tpadmka

DHCF # DRS
Hmn CooTEeTeTRINE OefcTERe B HHTE

Bxogmuwi [Pvd, npotokon UDP
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B
B
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n

Cramwseckme mapwpyme Allow-DHCP-Renaw Ha [an Pazpowm T BXGLAUMA Tpaden B4
MesceTEBoR aKpaH
[HarHocTUKS Exogawmil [Ped, npotoken [ICMP = m
Allow-Ping W3 [wan PaspeliMTe BEGIALWA Tpae =]
BoiAth

i
g
:
E

BHO/ALWA [Py, MpoToKon [GMP
Allow-1IGMP W3 [Wan FazpewnTe BoagAui Tpajes B4
B 3o yorpodcToo

I
4

BHOAALIM [PVE, NPOTOKEN LIDP

Ha [, IP-appec fc0d./6 — . =

Allow-DHCPVE = S, IP-a fooov6,nopr | 33PELWNTE BEOLALLARA TRage )
L Apec VAENHTS

548

BuoaRwwi [Py, nporokon [CMP = m
Allow-MLD vz [, 1P-anpec feB0/10 Pazpewn o BXOLAUA Tpatde =i

BnfALHE [Py, MpoToKon [CMP - m
Allow-ICMPYE- Input Ha PaspeuiTe BROIALA Tpae %

B 370 yorpodcTao
Orparmyesne o 1000 NEKETOR B CoKyHIE

s
B
B
a2
H
E|
E

Meperanpainesme [FYE, NpoToKoN ICMP

w3 [ian FPASPETE NEPEHANDAENRE MBI =
B modan sona Tpadgmk

OrpaHniesMe Ao 1000 NEKETOB B CekyHIs

Allow-ICMPvé-Forward

=
=
]
a
H
E]
5

MeperHanpanneawe [Py M (PVE, NPOTORGA =

Allow-1PSec-ESP PaspeinTe NEpEsaipanine bii =
- I
Nepenanpaenesse |Pvd i (PvE, npotokon =
LDF Pazpaum e Nepesanpaninessi - m
Allow-ISAKMP PELIMTE NEPeRaNpIB A =
“a [wan Tpadax .

B/lan, nopr 500

BroaAwmd [Pvd u IPvS, npotokon TCF
Allow-Modbus-TCP W3 [wan FazpemiMTe BXLIAWWA Tpa O
B a0 yerpodcToo , nopr 502

i
s o
] B
1 ]
= =
= 3
E, =

PucyHok 7.40 — NMpaBuna ansa Tpacgmka MmexceTeBoro aKkpaHa
B camom Havane cTpaHuubl npuvBedeHa Tabnuua MpaBuna ana Tpaduka C NepeyvUcrieHHbIMU yxe
co3gaHHbIMK NpaBunamu ans Tpaduka. Tabnuua umeeT cneaytowmne ctonoub:
* AMA1 — yHUKanbHOe CUMBOSIBHOE UMS NPaBuna;

* Bxoasawun Tpacmk — B aHHOM cTonbue NpuBeAeHbl YCroBus ANsi BXOAsSLWEro Tpaduka, npu
COBMaieHnn KOTOPbIX AaHHOE NPaBuIio OyaeT NPUMEHATLCS;

- [leficTBMe — AeiCTBUE, NPUMEHsaemoe Ansa Tpaduka AaHHOro NpaBuna;
* BKNIOYUTb — NO3BOMSET BKMOYUTL UK OTKIIOYUTL AaHHOe NpaBuno. Ecnv npaBumno BbIKMOYEHo, TO
OHO He ByaeT NPUMEHATLCS K BXOAALLLEMY TpaduKy;

7.5.4.1 NMopaaok npumMmeHeHUA npaBun onsa Tpadgpuka

MpaBuna gns Tpaduka NPUMeHsIloTCst B TOM rnopsiake (CBeEpXy BHM3), B KOTOPOM OHU yKasaHbl B Tabnuue. [ns
N3MEHEHUA NopsiaKa NpaBun NpeaHasHadeHa KHoMka «=», Mo3Bonsollas nepeMecTuTb COOTBETCTBYHOLLEee
npaBumo B Tabnuue.
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7.5.4.2 PepaktupoBaHue npaBun ansa tpaduka

[na penakTupoBaHus npaBuna ans Tpadguka Heo6xoOMMO HaxaTb KHOMKy M3MeHUTb, pacrofiokKeHHy B
CTpOKe COOTBETCTBylOWEro npaeuna. lMpyu 3TOM OTKPOETCS BCMIbIBAOWEE OKHO HacTpoek npaBuna ans
Tpaduka, kak NnokasaHo Ha PUCYHKE:

MexceTeBoi aKpaH - NMpasuna gna Tpaduka - Allow-DHCP-Renew

O6Lime HacTponkn | [ONONHUTENbHbIE HACTPOWKM | BpemeHHble OrpaHnYeHus
Haapaue Allow-DHCP-Renew
MpoTtokon UDP v
30Ha UCTOYHKMKE wan wan: v
Agpec UCTOUHKHKE .
MopT UCTOUHKUKE
30Ha HasHaueHun YetpoiicTeo(B804) v
Anpec HasHauyeHun v
MopT HasHayeHun 68

NeAcTaune NPUHUMAETD v

EETOLN I COXpaHUTh

PucyHok 7.41 — OkHO HacTpoek npaBuna ana Tpaduka MexceTeBoro aKpaHa

OkHO HacTpoek pa3buTo Ha HECKONbKO BKIMAAOK:
» OBLMe HACTPOVIKK;
* [lononHuTenbHbIE HACTPOWIKK;

* BpemeHHble orpaHnyeHus.
Bknagka O6wme HaCTPONKMU

Ha gaHHon Bknagke AOCTYMNHbI AN pefakTUpOoBaHUs crieayowme HacTPOKK:
* UMt — yHMKanbHOe CMMBOSbHOE MMS NPaBuUna;
* MpoTtokon — BbLIGOP NPOTOKONOB A5 NpaBuna. Bo3amoxeH BbIGOP OAHOIO UM HECKOSBbKMX MPOTOKOIOB
13 criegyHroLLEero cnmcka:
— Tonbko IPv4;
— TonbKo IPV6;
— IPv4 n IPv6;

Mpotokon — BbLIOOP NpoTOKONa BxoasLero Tpaduka npasuna. BoamoxeH Bbi6op U3 BapuaHTOB:

— Jlobon;

— UDP;

— TCP;

— IGMP;

— ICMP;

— IPSEC-ESP;

— nonb30BaTenbCkuin (MPOM3BOfIbHOE MMS NPOTOKOMA);

B 3aBucrMmMocTr OT BbIGpaHHOro NpoToKona Habop HaCTPOEK MOXET HECYLLIECTBEHHO MEHSATBLCA.
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» 30Ha UCTOYHUKA — BbIOOP MCTOYHMKA Tpadmka Ansa npaBuna. Kpome KOHKPETHOW 30HbI MOXHO
yKasaTb criejyloLime BapuaHThbl:
— YctpoucTBo — nobor ucxogawmin Tpaduk Ha nodom IP-agpece ycTponcTBa;
— Jlvobas 30Ha — MCTOYHMKOM Tpadovka Anst 4aHHOTO NpaBuna sBnseTcs nobon Bxogawmn Tpaduk ot
ntoboro xocTa 6o 30HbI MEXCETEBOIO IKPaHa;

Appec ncTouyHmka — NO3BONSET YKasaTbh OANH UM HECKONbKO |IP-aapecoB ncTovHMKa Tpadmka ons
npasuna. Ecnu IP-agpeca 3agaHbl, To npasuno byget NpMMEHSATLCS TONMbKO AN BXogdALWwero Tpaduka
OT yKasaHHbIX IP-agpecos;

MopT CTOYHMKa — NO3BONSAET yKasaTb NOPT UMK AnanasoH NOPTOB NCTOYHMKA Tpaduka AN npasuna.
Ecnu sToT napameTp 3agaH, To Nnpasuno byaeT NPUMEHATLCSA TONBKO ANA BXOAsLero Tpaduka ot
yKasaHHOro nopta unv guanasoHa nopToB yCTPOWUCTBa UCTOMHUKA Tpadmka. [laHHas HacTpowika
poctynHa Tonbko ang UDP n TCP npoTokornos;

30Ha Ha3HavYeHuss — BbIOOp HaszHa4veHus Tpadmka Ans npasuna. Kpome KOHKPETHOW 30HbI BO3MOXHO
yKasaTb cregyloLine BapnaHThl:

— He onpegeneHo — nobon Tpaduk;

— YctpouncTBo — nobon ucxogawmim Tpadmk Ha nodon IP-agpec ycTpoicTBa;

— Jrob6as 3oHa — nobor ncxogsawmin Tpadmk Ha NboI XOCT B NHOBON 30HE MEXCETEBOTO 3KPaHa;

Apapec HasHavyeHUa — AN nNpasun nepeHanpaesneHus ykasoiBaeTtcs IP-agpec ona nepeHanpasneHus.
Tpadpuk npaBuna BygeTt nepeHanpaBnsaATbLCH Ha ykasaHHbIN IP-agpec;

MopT Ha3HayeHUA — A8 NpaBun NepeHanpaBneHns ykasbiBaeTcs NOPT AN nepeHanpasneHus
Tpaduka. Tpaduk npasuna byaeTt nepeHanpaBnATbCs Ha Yka3aHHbIN NOPT agpeca HasHadeHus. [laHHas
HacTpoWnka goctynHa Toneko ans UDP n TCP npoTtokonos;

OencTBrne — BbIGOP OENCTBUSA, NPUMEHSAEMOrO A1 BXOASLEro (Mnv nepeHanpasnsemoro) Tpadguka

AaHHoro npasuna. BoamoxeH BbIGOp U3 BapuaHTOB:

— NpWHUMATL;

— orBeprarb;

— He obpabartbiBaThb;

— He OTCNeXuBaThb;

— Ha3Ha4YuTb NOMOLLHMKA OTCIEXNBaHUS COeAUHEeHUI — B 3TOM Clydae nosiBnsieTcs
pononHuTensHasa onuus NMOMOLLHMK OTCNeXUBaHusl, B KOTOPON HEOBX0AUMO BbIGpaTh N3 cnucka
MOMOLLHMKA OTCNEXUBaHMSA COeQUHEHUI A4St HA3HAYEeHUsI COOTBETCTBYHOLLIEMY TPadUKy;

— NpPUMEeHUTb MeTKy 6paHamayapa — B 3TOM Criyyae nosiBMseTcs A0NOonHMTENbHas onums
YcTaHOBUTb MeTKY, B KOTOPOW HEOOX0AMMO yKa3aTb METKY, KOTOpPYIo TpebyeTcs yCTaHOBUTb.

— XOR meTka bpaHgmayapa — B 3TOM criyvae nosiensiercsa gononHutensHas onumst XOR meTka, B
KOTOpPOWN He0BXoaNMO yKasaTb 3HaYeHue, ¢ KoTopoM ByaeT npomsseaeHa nobutosas onepaums XOR
HaZ CYLLEeCTBYHOLLMM 3HAYEHNEM METKU;

— DSCP knaccudmkauma — B 3TOM criyyae nosiBnsietcsa gononnutensHas onumsi DSCP meTka, B
KOTOpOW Heobxoanmo BbIOpaTh U3 cnncka 3HavyeHne Tpedbyemon DSCP meTkn.

Bknagka lononHUTenbHble HACTPOMNKHU

Ha naHHoit Bknagke OOCTYMHbI AN peaakTMpoBaHUs criedytolime HacTPOoVKK:

- CooTBeTCTBUE YCTPONCTBY — HaCTpolKa No3BOMSAET NPUBA3aThL NPaBUIO K KOHKPETHOMY BXOASALLEMY
WIn UCXOASILLLEMY CETEBOMY YCTPOMUCTBY. MNpu BbiGOpe 3Ha4eHusi Bxoasiee ycTpoUCTBO M
Mcxopsiee yCTPOMCTBO MOSIBISIETCS AOMNONHMTENbHAs HacTpoiika UMs ycTporcTBa, B KOTOpoi
HeobXoauMOo BblGpaTb KOHKPETHOE YCTPOWCTRO.
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06UiHe HAaCTPOHKK [ononHUTENLHLIE HACTPOWKW BpemMeHHbie orpaHHyeHna
COOTBETCTBHE YCTPOWUCTRY He onpegenexo i
Mcnonb3oeatb NPOTOKON Tonbxo IPv4 v
MAC-agpec UCTOYHHUKE

CooTBeTCTBHE NOMOLHUKY v

CooTBeTCTBHE METKH

CooteeTcTBMe DSCP

CooTBETCTBME NO OF PaHWYEHUAM

[ononHUTENbHbIE apryMeHTDb

PucyHok 7.42 — OkHO HacTpoek npaBuna ansa Tpaduka mexceTeBoro akpaHa. Bknagka
[JononHuTenbHbIe HACTPOMKHU

,00TBETCTBME YCTPOUCTBY Bxogslyee ycTpoicTeo ~

WM~ ycTpoicTea & br-lan N

PucyHok 7.43 — HacTpoika npuBa3Ku npaBua K KOHKPETHOMY CeTeBOMY YCTPOMUCTBY

I'Ipw Bbl60pe 3Ha4YeHNA He onpepeneHo npaBuiio He 6y/J,eT NpmMBA3aHO K KaKoMy nnbo KOHKPETHOMY

CeTeBOMY YCTPOWCTBY.

* Ucnonb3oBaTtb NnpoTokon — BbiGop Bepcuid IP-npoTokona ans AaHHoro npaeuna. BoamoxeH Bbibop

13 BapuaHTOB:
— Tonbko IPv4;
— Tonbko IPV6;
— IPv4 n IPv6.

* CoorBeTcTBOBaTh ICMP Tny — Bei6op Tvnos ICMP nakeTtoB, Ans KOTOpLIX AaHHOEe npaBuno byaet

npUMeHsTbCs. HacTpoika ocTynHa Tonbko B cny4vae Boidbopa ICMP npoTokona.

* MAC-agpec UCTOYHUKA — MO3BOMSET YKa3aTb OAMH Unn Heckonbko MAC-aapecoB MCTOYHMKA
Tpacmka ans npasuna. Ecnn MAC-agpeca 3agaHbl, To npaBuio 0yaeT NpUMEHSITLCS TONbKO AN
BxoasLero Tpaduka ot ykasaHHbix MAC-agpecos.

« CooTBeTCTBME MOMOLUHUKY — HacTpOIika NO3BOSSAET yKa3aTb KOHKPETHOMO MOMOLLHMKA
oTCrnexuBaHusl coefuMHeHni (conntrack).

» CooTBETCTBUE METKU — HaCTpOVIKa NO3BONAET yKa3aTb METKY UMK AMana3oH METOK MeXCceTeBoro

3KpaHa Ansi COOTBETCTBUS Tpadmka npasumna.

» CooTrBeTcTBUE DSCP — HacTpovika no3sonsieT ykazaTe DSCP meTky ¢ koTopon 6yaeT Nnpon3BoanThCs

cornocTtaBneHne Tpa(bvu(a aona npasuna.

» CooTBeTCTBME NO OorpaHn4YeHnsAMm — HaCTDOVIKa orpaHmn4mBaeT conocraslieHne TpaCbVIKa yKa3aHHOVI

CKOpPOCTW.

* lononHuTenbHbLIE ApPrymMmeHTbl — NO3BOJIAET YKa3aTb AONOJTHUTENbHbIE apryMeHTbl And KOMaHabl

iptables
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Bknaaka BpemeHHble orpaHn4yeHus

BHewHnn Bna BrkNagku BpeMeHHble OorpaHu4YeHus Nnoka3aH Ha PUCYHKe:

Oﬁluue HaCTDUﬁKH JlononHuTensHble HBCTDOﬁKH BpemeHHble orpaHuyeHun
OuHu Hegenu
Ouu mecaya v
Bpema Hauana (44.Mm.cc)
Bpemna okoH4YaHWA (44.MM.CC)
[ata Hayana (rof-mMec-geHb)
[aTa oKoHYaHKA (rog-Mec-feHb)
Bpema UTC []
PucyHok 7.44 — OkHO HacTpoeK npaBuna ans Tpaduka mexceteBoro akpaHa. Bknagka «BpemeHHble
orpaHu4eHuns»

Ha paHHoW Bknagke JOCTYMHbI AN peakTMpoBaHWS criefytoLlmne HacTPONKN:

* [1H1 Hepenu, AHN MecsALAa — NO3BOSSAET YKa3aTb OHU Hegenn n/vunu gHn mecsua, B KOTOpble AaHHOEe
npaBno A0IMKHO NPUMEHATBLCA. Ecnun gaHHble HaCTpOﬁKM YKa3aHbl, TO NpaBuio 6y,u,eT NPUMEHATLCA
TONbKO B YKa3aHHbIEe OHN.

- Bpems Havyana, BpeMsi OKOHYaHUs — MO3BOSAET YKasaTh BPeMs Hayana u okoHYaHusl OencTBus
npaewvna. Ecnv gaHHble HacTPOWKK yKkasaHbl, TO NPaBuno GyAeT NPMMEHSTLCS TONbKO B yKa3aHHbIN
nepvog BpeMEHW.

« laTa Ha4yana, gaTa OKOH4YaHUA — NO3BOrSIET Yka3aTb AaTbl HA4Yarna U OKOHYaHWs AeiCTBUS NpaBuna.
Ecnu faHHble HAaCTPOMKM yka3aHbl, TO NpaBuIio OyaeT NPMMEHATLCS TONBbKO B yKa3aHHbIA nepuoa AaT.

* Bpems UTC — ecnu JaHHas HacTpoyka BKIodeHa, TO BpeMs AeCTBUA npasuna ykasbisaetcs B UTC.
B npoTnBHOM cnyyae BpeMsi ykasblBaeTCs B NTIOKanNbHON BPEMEHHON 30HE.

7.5.4.3 lobaBneHne npaBun gns Tpacgpuka

[ns noGaeneHns HOBOro Npaewuna Ans Tpacduka npegHasHadeHa kHonka «[Jo6aBuTby, pacnonoXeHHas CHU3Y
Tabnuubl npasun gns Tpadwmka. Mpu 3TOM OTKPOETCS BCMNIbIBAKOLLEE OKHO PEdaKTUPOBaHWUS NnapamMeTpoB
npaswuna, Kak u Npu N3MeHeHUn (PeLakTMPOBaHNM) CYLLLECTBYHOLLLErO NpaBuna.

7.5.4.4 YpaneHue npaBun ana tpaduka

Ona ynanewus npaBuna ana Tpadwuka npeaHasHayeHa KHoMka Y@anuTb, pacnonoXeHHass B CTPOKe
COOTBETCTBYIOLLIErO Npasuna.

7.5.5 NMpaBnna NAT

MpaBuna NAT no3BonsAwT TOYHO KOHTponupoBaTb |P-agpec  WCTOYHMKA B UCXOAAWIEM  Wn
nepeHanpasnsemMoM Tpaduke.
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& plc210- Mpasuna NAT-LuCl X | + — (m] bs
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CocTosHue b plc210

Cuctema b

06wmke HacTpoiikk | MepewanpaBneHwe noptos | MNpaeuna aonA Tpadmka | Npasuna NAT | Monb30BaTenbCKWE Npasuna
nnK »
MexceTeBoi aKpaH - MNMpasuna NAT
Cnywbbi b
Cetb ¥

) Mpasuna NAT
WHTepteicn

DHCP v DNS s CooTBeTcTBHe OeiicTene BR/IO4HTD

\ Mepexanpasnexue IPv4 _ m
VIME CTOB -
NAT- Wz mobas soHa , IP-agpec ABTOMaTHYECKM nepesannchisars IP-agpec

i
Test 192.168.0.10 WCTOUHWKE
Bllan

CTaTMUECKME MapLUPYThI Yaanats

MexceTeBOMN aKpaH

LoGasuTb

OuarHocTuka

CTaTUcTHKa P
COXPaHHTL M NPUMEHHTL v || Coxpanute

BbiTH

PucyHok 7.45 — lpasuna NAT mexceTteBoro akpaHa

Ha ctpaHuue npusegeHa Tabnuua MpaBuna NAT c nepedncneHnem yxe cosfaHHbix npasun NAT. Tabnuvua
UMeeT crnepytoLimne cTonoubl:

*Uma — YHUKarbHoOe CMMBOJIbHOE UMA NpaBuna.

» CooTBeTCTBME — B IaHHOM CTONnGLUE npuneeneHbl ycnosua ond Tpacbvn(a, npu coenageHnm KoOTopbIX
OaHHOe npaBuno 6y,u,eT NPUMEHATLCA.

- NleficTBUe — [eiCTBUE, NPUMeHsiemMoe AN Tpaduka aHHOro npasuna.
* BKNOUUTb — MO3BONAET BKIOYUTL UMK OTKMIOYUTL AaHHOe npasuno. Ecnv npasunno BbIKMoYeHo, To
OHO He ByOeT NPUMEHATLCS K TPaduKy.

7.5.5.1 NMopsiaok npumeHeHusa npasun NAT

Mpaeuna NAT npumeHsiloTCS B TOM Mopsiake (CBepXy BHM3), B KOTOPOM OHM yKasaHbl B Tabnuvue. Ons

N3MEHEHNs1 Mnopsigka npaBun npegHasHadeHa KHomnka =, Mo3Bofisiiollasl NnepemMecTuTb COOTBETCTBYHOLLEE
npaeuro B Tabnuue.

7.5.5.2 PepaktupoBaHue npaBun NAT

Ona pepaktupoBaHust npasuna NAT HeoOxoouMo HaxaTb KHOMKy W3MeHWTb, pacrnonoXeHHy B CTPOKe
COOTBETCTBYyHOLWEro npasuna. pn 3TOM OTKPOEeTCA BCMnMbiBalolwee OKHO HacTpoek npasuna NAT, kak
NMoKasaHo Ha PUCYHKe:
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MexceTeBOH aKpaH - Mpaeuna NAT - NAT-Test

O61uve HACTPONKKM | [LONOMHUTENBHbIE HACTPOWKM | BpemMeHHble OrpaHu4eHmus
HasBaHue NAT-Test
MNpoTokon NMioGoit v
Wcxopauian 3oHa lan lan: ° % redu: ;o v

Appec UCTOUHHKa 192.168.5.100 (00:17:9A:78:FF:5B) ¥

Afpec HasHaueHuA v

LewcTere MASQUERADE — aBTOMSTHUYECKM NEPEnNUCHIBATD Ha IP-afipec MCXOAALLEro uHTepdeiica | v

3aKkpbiTe WEGERT

PucyHok 7.46 — Bknagka O6wue HacTpOnNKu

OkHO HacTpoek pa3buTo Ha HECKONbKO BKIMAZOK:
» O6LLME HACTPOWKK;
* [lononHuTenbHble HACTPOWKMY;

* BpemeHHble orpaHnyeHus.

Bknapgka O6wue HaCTPOMNKMU

Ha paHHon Bknagke OOCTYMNHbI ANA pefakTUpOBaHNs cneayoLlme HacTpOVKU:

* AMs1 — yHUKanbHOE CUMBOJIBHOE UMS NpaBuna.

* MpoTtokon — BbIGOP NPOTOKONOB AN NpaBuna. Bo3amoxeH BbIGOp OAHOrO UM HECKONbKUX NPOTOKOOB
13 CneayroLLero cnmcka:
— n6on — ntodon npoTtokon. Mpu BbIbOpe AaHHOIO BapuaHTa, Apyrne NpoToKOombl BblIOpaTh HEMb3s;
— UDP;
— TCP;
— ICMP;
— nonb3oBaTeNbCKUM (MPOM3BOSTbLHOE UMS MPOTOKONA).

Ucxopswasn 3oHa — BbIGOp ncxoaaLlen 3oHbl Ang Tpaduvka npasuna.

Anpec MUCTOYHUKA — YKa3aHhe COOTBETCTBUA afpeca MCTOYHUKa nepeHanpasndaemMoro Tpacbvn(a.

Anpec HazHaYeHUs1 — yKasaHue COOTBETCTBUS afpeca HasHa4YeHUs nepeHanpasnsemMoro Tpaduka.

DenctBune — BLIOOP OENCTBUS, NPUMEHSAEMOrO ANs Tpadmka aHHOro npasuna. Bo3amoxxeH BbiGop 13

BapUaHTOB:

— SNAT — nepesanuce IP-agpeca nctodHmka Ha ykasaHHbln. [pu Bbibope gaHHOMO AerNCTBUS
nosiBNSieTCst 4OMNONHMTENbHas HacTponka IP-agpec ana nepesanucy, rae Heobxoanmo ykasaTb
nepesanncobiBaemoe 3HadeHune IP-agpeca nctodHuka.

— MASQUERADE — aBTomatun4yeckas nepesanuck IP-agpeca ncrodHmka Ha IP-agpec ncxogsero
MHTepdenca.

— ACCEPT — oTtkniouuntb nepesanuck |IP-agpeca ncrovHuka.
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Bknagka [lononHUTenbHbIe HaCTPOWKHU

BHewwHun By Bknagky [lononHUTEIbHbIe HACTPOMKU NMOKa3aH Ha PUCYHKE:

O6LLME HACTPORKH | [1OMONHUTENbHBIE HACTPOAKK | BpEMEHHbIE OrPaHUYEHHA

Mcxoanauee yCTPOMCTBO

COOTBETCTBHE METKHN

CoOTBETCTEME MO orpaHu4yeHuAMm v

,D,C-HOI'IHMTQI'IDPDIQ aprymeHTbil

PucyHok 7.47 — Bknagka [lononHUTenbHbIE HACTPOWNKU

Ha paHHol Bknagke 4OCTYNHbI ANA peaakTUpoBaHWs crieaytoLlmue HacTPOMKU:

* Ucxopsiliee yCTPOMNCTBO — HACTPOIKa NO3BONSET NPUBA3aTb NPaBUO K KOHKPETHOMY UCXOASLLEMY
ceTeBoMy ycTpoincTBy. MNpu BbiBope 3HaYeHUs: «He onpeaeneHo» npasuno He ByaeT Npuea3aHo K
KakoMmy fmbo KOHKPETHOMY CETEBOMY YCTPOWCTBY.

+ COOTBeTCTBME METKU — HACcTpoliKa No3BONSAET yka3aTb METKY UK AMana3oH METOK MEXCETEBOIO
3KpaHa Anis COOTBETCTBMSA Tpadmka npasuna.

+ COOTBeTCTBME NO OrpaHNYEHNUAM — HaCTPOIIKa OrpaHNYMBaET COMNOCTaBNeHe Tpadmka ykasaHHoOM
CKOpPOCTW.

* lononHuUTenbHble apPryMeHTbl — MO3BOMSET yKa3aTb AOMONHUTENbHbIE apryMEeHTbI ANs KOMaHabl
iptables.

Bknapgka BpemeHHble orpaHnyeHus

BHelHUn B1A BKNagkm BpeMeHHbIe orpaHun4eHusd noka3aH Ha PUCyHKe:

06Lume HaCTPoiKK | JlONONHUTENbHbIE HACTPOHKKM | BpemeHHble OrpaHuyeHns
[Hwn Hepenwn
OHK MecrAya
EpF‘MH Hayana (Y4y.MmMm.cc)
BpemA OKOHYaHMA (Y4.MM.CT)
[ata Hauana (rog-mec-feHs)
[arta okoH4YaHWA (rog-Mec-AeHb)

BpemaUTC [

PucyHok 7.48 — Bknagka BpemeHHble orpaHM4eHus
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Ha paHHo Bknagke 4OCTYNHbI ANS peaakTUpoBaHWs criegytoLmue HacTPOMKU:

* lHM Heaenw, AHU MecsiLla — MO3BOISIET YKa3aTb AHW HeAenu u/unu AHu Mecsila, B KOTOpble AaHHoe
NpPaBuUIO JOMKHO NPUMEHATLCS. ECnu faHHbIe HAaCTPOMKK yKa3aHbl, TO NpaBuio ByaeT NPUMEHSATLCS
TOMbKO B YKa3aHHbIE JHW.

* Bpems Hayana, Bpemsi OKOH4YaHUA — MO3BOMNSET Yka3aTb BpEMsi Hayana v OKOHYaHUs 4encTBus
npasuna. Ecnu gaHHble HaCTPOKKM yKasaHbl, TO NpaBunno dyaeT NPUMEHATHCS TONbKO B YKa3aHHbIN
nepuos BPEMEHM.

» [lata Hayana, gata OKOH4YaHUs — NO3BOSNSET yKa3atb Aatbl Ha4ana n OKOH4YaHuA nencreus npasuna.
Ecnn gaHHble HaCTp0I7IKI/1 YKa3aHbl, TO npaBuio 6y,1:|,eT NMPUMEHATbLCA TONbKO B yKGSaHHbIVI nepuoa aar.

* Bpemsa UTC — ecnu gaHHasi HacTpoKika BKITloYeHa, TO BpeMs AeNCTBUS npaBunia ykasbiaetcsi B UTC.
B npoTuBHOM cny4ae BpeMms ykasblBaeTCS B TOKaNbHOW BPEMEHHOM 30HE.

7.5.5.3 o6aBneHune npasun NAT

Onsa pobasneHus Hosoro npasuna NAT npegHasHadeHa kHomnka [lo6aBUTb, pacrnonoXeHHas CHU3Y Tabnuupbl
npasun ans Tpaduka. Mpu 3ToM OTKPOeTCs BCMIblBatollee OKHO pedakTUpOBaHNs NapaMeTpoB npasuna, Kak
1 NpU N3MeHeHnn (peaakTMpoBaHUK) CYLLEECTBYHOLLErO NpaBmna.

7.5.5.4 YpaneHue npaBun NAT

Ona ypaneHns npasuna NAT npegHasHadyeHa KHonka YAanuTb, pacrionioXeHHas B CTpoke
COOTBETCTBYIOLLENO NpaBuna.

7.5.6 NMonb3oBaTenbCcKUe npaBuna

Ha Bknagke Monb3oBaTenbckue NpaBuna HaCTPOEK MEXCETEBOTO 3KpaHa (CM. PUCYHOK 7.49) pacnonoXeHo
norne BBOAA, B KOTOPOM MOXHO YyKa3biBaTb MpPOM3BOMbHblE KOMaHApbl iptables. [daHHble komangbl OyoyT
aBTOMAaTU4YECKN BbIMOMHATLCS MOCNEe KaXAoW nepesarpy3ku cryxbObl MEXCEeTeBOro 3KpaHa crefoMm 3a
3arpys3Kkow Npasui No YMONM4YaHuIo.

& plc210 - Monssosarenscxmen; X | + = [m} x
« c o O & 1721600 cifa etwork/firewa g n @& =
(V) [1H ]| "

CocTosHune b ple210

061wme HacTpoikK | MepeHanpaBnedue noproe = MNpasuna anA Tpaduka | Mpaeuna NAT

TENLCKKUE NpaBuna

Me)ceTeBoi aKpaH - Monb3oBaTenbcKue nNpasuna

MonbaosaTenbCKMe NPaBuna NOIBONAIOT BLINONHATL NPOHIBO/BLHBIE KOMaHAbI iptables, KOTopbie He OXBaueHbl PAMKEMM MEXCETEBOO 3KpaHa. KoMaHab
Cetb ¥ BbINOAHAKTCA NOCNE KAXAOA NEPE3arpy3Ku MEXCETEBOr0 3KPaHa, Cpasy Nocne aarpyaku Habopa Npasun NO YMONUaHWIO.
WHTeptheichl # This file is interpreted as shell script.
# Put your custom iptables rules here, they will
DHCP v DNS # be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on relcad, so
HMMeHa XoCToR # put custom rules into the root chains e.g. INPUT or FORWARD or intoc the
# special user chains, e.g. input_wan_rule or postrouting_lan_rule.

CTaTuyeckMe MaplpyTbl

MexceTeBon 3KpaH

CoXpaHHTL
THCTHKA P

PucyHok 7.49 — Nonb3oBaTenbcKkue npaBuna MexceTeBOro aKkpaHa
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7 CeTb

7.6 AnarHocTuka

Ha cTtpaHuue [OuarHoctuka pasgena CeTb peanus3oBaH MHTepdenc K HEeKOTOPbIM AMarHOCTUYECKUM
CeTeBbIM YTUNUTaM:

* Munr-sanpoc (cm. pasgen 7.6.1) — BbINONHEHWe NUHr-3anpoca ykasaHHoro IPv4 nnu IPv6-agpeca (IP-
aZpec UM JOMEHHOE 1MsI).

» TpaccupoBka (cM. pasgen 7.6.2) — BbinonHeHue IPv4 nnu IPv6 TpaccupoBkm ykasaHHoro agpeca (IP-
agpec Unv JOMeHHOe Ums).

* DNS-3anpoc (cM. pasgen 7.6.3) — BbinonHeHne DNS-3anpoca ykasaHHoro agpeca (IP-agpec nnm
[OOMEHHOE UMS).

BHeLwwHun BMA cTpaHuupbl iMarHocTUKa nokasaH Ha pucyHke 7.50.

@ plc210- varvocruka - LuCl - X | == - O X
« c ® © & 172160.1/cgi-t nin/network/diagnost T in @ & =
\ L 2
(L H
CocToRHHE b ple210

Cuctema b

CeTeBble YTWIMTDbI
nngK »
Muur-sanpoc

Cnywbel b

. MMA xocTa WWW.OWen.ru
Ceth ¥

DHCP » DNS
MMeHa XoCToR TpaccupoBka
LTarnueckne MaplipyTbl WMmA xocTa WWW.OWen.ru
MexceTesoil akpaH
AwarHocTKa
Cramm ar DNS-3sanpoc

MmA xocTa WWW.OWEN.ru

DNS-3anpoc

Buewwni IP-agpec

OnpegenyTs BHelWHWi IP-aapec

PucyHok 7.50 — CtpaHuua «[quarHocTuka»

Mpun BbINOMHEHWUM KaKON-NMBO M3 AnarHoCTuK pesyneraT byaeT BbiBedeH B TEKCTOBOM BUAE, KaK NOKa3aHo Ha
pucyHke 7.51.
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7 CeTb

MuHr-sanpoc

WAmn xocTa yaru

IPv4 MNuur-sanpoc v
PING ya.ru (87.250.250.242): 56 data bytes
64 bytes from 87 .250.242: seq=0 ttl=49 time=14.

64 bytes from 87.

64 bytea from 8

ot

64 bytea from 87.

ST ST SR S Y]

[

64 bytes from 87.

--= ya.ru ping statistics ---

.250.242: seg=1 ttl=49 time=14.

250.242: seg=2 ttl=49 time=13.

0.250.242: seq=3 ttl=49 time=13.
2

.250.242: seg=4 ttl=49 time=13.

680 ms
167 ms
585 ms
466 ms
6§04 ms

5 packets transmitted, 5 packets received, 0% packet loas

round-trip min/avg/max = 13.466/13.900/14.680 ms

PucyHok 7.51 — CtpaHuua «[lnarHoctuka». BbiBog pesynbrata AMarHOCTUKU

7.6.1 MuHr-zanpoc

BbInonHeHne anarHOCTUKN NMUHr-3anpoca Aand IPv4-ap,peca COOTBETCTBYET BbINOJIHEHUIO KOMaHObI:

ping -c¢ 5 -W 1 <azmpec>

nnn ans IPv6-agpeca:

ping6 -c 5 <ampec>

Hwxe npuBeaéH npvmMep BbIBOAA YCMELLHOro NMHr-3anpoca ans agpeca ya.ru
PING ya.ru (87.250.250.242): 56 data bytes

64 bytes from 87.250.250.242: seg=0 ttl=48 time=16.959 ms
64 bytes from 87.250.250.242: seg=1 ttl=48 time=17.029 ms
64 bytes from 87.250.250.242: seqg=2 ttl=48 time=17.197 ms
64 bytes from 87.250.250.242: seg=3 ttl=48 time=17.338 ms
64 bytes from 87.250.250.242: seqg=4 ttl=48 time=16.608 ms

--- ya.ru ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss round-trip min/avg/max

7.6.2 TpaccupoBka

BbinonHeHune TpaccupoBkm Ans IPv4-agpeca cOOTBETCTBYET BbINOMHEHUIO KOMaHAbI:

traceroute -g 1 -w 1 -n <anmpec>
unu ans IPv6-agpeca:
traceroute6t -g 1 -w 2 -n <agpec>

Hwxe npuBeaéH npuMep BbiBoAa YCNELLIHOW TPacCUPOBKM ANs aApeca ya.ru:

traceroute to ya.ru (87.250.250.242), 30 hops max, 38 byte packets

192.168.0.1 0.598 ms
10.82.190.5 2.009 ms
212.232.64.221 2.274 ms
212.232.64.209 0.857 ms
212.232.64.85 0.980 ms
212.232.67.218 1.172 ms
188.65.69.56 0.823ms
188.65.69.65 1.152ms

o 9 o U w NdoR
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7 CeTb

9 46.19.184.17 1.225ms

10 46.19.184.5 1.090 ms

11 194.226.100.90 1.319 ms
12 =

13 87.250.250.242 17.069 ms

7.6.3 DNS-3anpoc
BbinonHeHne DNS-3anpoca agpeca COOTBETCTBYET BbINOMHEHNIO KOMaHAbI:
nslookup <ampec>

Hwxe npueenéH npumep BoiBoAa ycnelwHoro DNS-3anpoca ans agpeca ya.ru:

Server: 127.0.0.1
Address: 127.0.0.14#53
Name: ya.ru

Address 1: 87.250.250.242
Address 2: 2a02:6b8::2:242

7.6.4 OnpepgeneHune BHelwHero IP-agpeca

[aHHas koMaHOa BbINOMHAET onpeaeneHve BHelwHero IP-agpeca ¢ ncnonb3osaHnem cepsuca ifconfig.me. B
cryyae ycneLuHoro onpegeneHus, yaeT BbiBedeH TekyLmMi BHeWwHu IP-agpec.
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8 CtatncTtuka

8 CrtatucTtuka

B pasgene rmaBHoro MeHio CTaTUCTMKa copepkaTcsl CTpaHuubl YhpaBneHust M npocmoTpa rpadukoB
CTaTUCTUKK, NOMYYEHHbIX NMPK NoMoLm criyk6bl collectd.

Collectd — 310 Hebonblwas cnyxba, KoTopass C 3adaHHbIM WHTEPBANomM cobupaer cTaTUCTUKy 06
NCronb30BaHNM pecypcoB cuctembl. O6bLEM cobupaeMbix OaHHbIX oOnpedensercs Habopom nnarMHoB
(nogkntovaembIx Mogynen).

Ha pucyHke 8.1 npuBegeHa cTpaHuMua npocMoTpa rpadukoB crtatuctuku. [lpocmoTtp rpacumkos
ocyulectensieTcs B pasgene MNpacdukn pasgena CtatucTuka rmaBHOrO MeHH.

o -
@ ple2i0 - Tpadwsa - LuCl %+ o [IEM
&« c @ @ & 172.16.0.1/cgi-binfuci/admin/statistics/graph e @ o n @O ® 5§ =
- »
“l'llll 3 ABTOEHOBMEHHE BRIKIHEHO
=
CocToRHHE b plec21d
CHCTema b
e CraTncTHka
MK ¥
ple210 -
Cirymbo #
1haur w
CeTb »
KanEe 5 CeKyH w
CTETMCTHRE *
Tpadmsn CPU | WHTepdedcnl | 3arpyssa cMcTeEmbl | OnNepaTMBHaA NamATh (RAM)
Hactpoika - " =
e WuTephenco brlan | WMuTepdeics: ethl | MuTepdencs: usbl
BriATH
plczin: Transfer on ethl
I o - s T " T
&
ao F 3 1 1 H LI E B o -
I 5| : 1 T T i H i} :__ &
20: 14 1 ; ; N | - - F TR
] I ; I 1 I [ 1
& At
= A n I
5 rﬂ LLP.F TLI L\JFULUP LFI.{LIF}J "'urLL ]'LPu"L” de JUJ‘ ]
-0 1 L H e
Wf T
] .b.‘:.l:.!..s.... mb-'ci:';{d” e e
W Eytes (R¥)  Avm: 15,4 (fa. 55.0k Total)
M eytes (TN} Avg: 16,4 (ca. ES.0k Totall
4
o
2
-4
]
<
00:2% 00=30 00=3% 00: 40 00: 4% 00 50 00 5% Mo m:os M [ ERE
WErrors  (TKY  Rvgr 0.0 (Ca. 0.0 Tetal)
MErrars (RRY  fug: 0.0 fca, 0.0 Totald
W Frevessed (RKY  AV§: D2 (fa. B10.7 Tetald
@ Frocessed (TH)  Avg: 02 fca, @07 Tetal)

PucyHok 8.1 — CtpaHuua npocmoTpa rpapmkoB CTaTUCTUKM

8.1 HacTtponku cbopa n otobpaxkeHnsi CTaTUCTUKN

CtpaHunua HacTpoek cbopa 1 oTobpaxeHuss CTaTUCTUKM pacrnonoxeHa B nogpasdene Hactpowka pasgena
CtaTucTrKa rmaBHOro MeHto (CM. pUCYHOK 8.2).
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8 CtatucTtuKka

& ple210 - Haetpeita - LuCl ® |+

<« ¢ o D & 1721601 t e @ Ihn @ ® B =

'''' plcdlo

HacTpo#ku collectd

lacTpodkn collectd | OCHOBHBIE MNAarMHbl | CETEBLIE NNamMHBl | MNarkHbl BoiBoAa

aTh b Hactpo#kn collectd

HmA xocTa
OCHOBHAR NAMNKE NPUNTKEHUA fvar/run/callectd
MNanka c config dainom fetc/oollectd/cont.d
anka ¢ nnarmiamu collectd fust/lib/collectd
Mcnonesyemed PID-ghadn fvarfrun/collectd pid
Daiin ¢ onpegeneHWen Habopa AaHHBL fusr/share/collectd /types.db

WHTepean copa gaHHBx 30

KONWYECTEO NOTOKDE CHOPa faHHBI

MuITaTboA ONPERENATE NONHOE WMA XoCTa ||

copeer

PucyHok 8.2 — HacTtpoinku c6opa n oTobpakeHUs1 CTaTUCTUKU
Ha paHHOW cTpaHuue pacnonoXeHbl criegylolne HacTpovikum cbopa M OTOOPaKeHUA CTaTUCTUKWU CryXObl
collectd:
+ OcHOBHas nanka NnpunoXeHus — NyTb K OCHOBHOW paboyew nanke cnyx6bi collectd;
* Manka c config channom — nyTb k Nanke KOHPUrypauUMOHHbIX dhannos cnyx6bl collectd;
* Manka ¢ nnarnHamum collectd — nyTb K nanke ¢ nnarHamm cnyx6ei collectd;
* Ucnonb3yembin PID-chainn — nytb k PID-channy cnyx6ei collectd;
» ®ann c onpeneneHnemM Habopa AaHHbIX — NyTb K danny onpeaeneHnii HabopoB AaHHbIX CITYXObl
collectd;
* UuTepBan c6opa AaHHbIX — MHTepBan cbopa AaHHbIX cnyx6oi collectd (B cekyHaax);
* KonnyecTBO NoTOKOB cOOpagaHHbIX — KONNYECTBO OAHOBPEMEHHO paboTaloLmx NoTokoB cbopa
OaHHbIX;
* Umsa xocTta — 1Msa gaHHoro xocTa. Ecnun He 3agaHo, nms xocTta ByaeT onpegeneHo aBToMaTuyecku;
* MbITaTbCA ONpeaenATbL NOMHOE MMA XOCTa — HACTPOViKa, yKa3blBatoLas, TpebyeTcs nu nbiTaTbes
onpenenuTb nonHoe nms xocta (FQDN) nnu ncnonssosaTtb kKopoTkoe. [laHHast HacTpoika JOCTynHa
TONbKO €Crnin He 3agaHo 3HavyeHune napameTtpa Uma xocTa.

8.2 MnaruHbl (Nnoakno4YyaemMmble Moaynu)

B camom Bepxy cTpaHuubl HacTpoek (cMm. pasgen 8.1) pacnonoxeHbl BKMNagku ynpasreHus nnarmHamu
(nogkmntodaembiMu Modynsamu) cnyxoel collectd.

BoNbLMHCTBO NNarMHOB MOXHO TOSBbKO BKITHOYUTL NMBO0 BbIKMOYMTL. Ho HEKOTOpble N3 nNnarmHoB UMET CBOU
COBOCTBEHHbIE AOMONHUTENbHbIE HaCTDOIZKVI, BIAOWLNE Ha C60p n 0T06pa)KeHVIe baHHbIX. Ecrnn Yy nnarnHa
MMEINTCA Takme [OONOJIHUTENbHbIE HaCTpOIZKM, nx onuncaHume npuBoanUTCA B pas3fene COOTBETCTBYHOLLEro
nnarnHa.
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8 CtatucTtuKka

8.2.1 OCHOBHbI€e NnaruHbl
MepeknoyeHUs1 KOHTEKCTa
[aHHbln nnarmH cobupaeT CTaTUCTUKY O KONMYECTBE MEPEKIOYEHMA KOHTEKCTa npoueccopa. [Mpumep

rpachmka gaHHbIX, NOMYYEHHbIX NPV NOMOLLM NfiarMHa, NokasaH Ha pucyHke 8.3.

openwrt: Context switches

2208 |m
208
188
L
- 1668
i
2 148
o
o 128
3
w 188
aa
6A
40 .
17:28 17:38 17:48 17:56 18:86 18:18
B Context switches Avg: %] Last: 174
PucyHok 8.3 — Ctatnctuka. Npadmk nepekniovyeHMn KOHTEKCTa npoLeccopa
CPU

MnarnH CPU cobupaet cTatucTnky 06 nsmeHeHun Harpysku npoLeccopa.

MpuMep rpadmka AaHHbIX, NOSyYeHHbIX NPY NOMOLLM NfarMHa, nokasaH Ha pucyHke 8.4.

openwrt: Processor usage on core #0

11
1a
9
8
= 7
U 6
& 5
4
| Mg
2
1
B r
18:18 18:28 18:38 18:48 18:58 19:68
B User Avg: B.8% Last: B.3%
E Nice Avg: B.0% Last: B.0%
Bl System Avg: 1.0% Last: B.7%
W Softirg Avg: B.1% Last: 0. 0%
B Interrupt Avg: B.0% Last: B.0%
PucyHok 8.4 — Ctatuctuka. Mpadmk ncnonb3oBaHuA npoueccopa
Entropy

MnaruH Entropy cobupaet cTaTMcTUKy 0 4OCTYNHOW SHTPONUN.

MpuMep rpadmka AaHHbIX, MOSyYeHHbIX NPY NOMOLLM NfarMHa, nokasaH Ha pucyHke 8.5.
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8 CtatucTtuKka

openwrt: Available entropy
LT

a0a
700
600

300

bits

400
300
200 Irw

186 -
17:28 17:38 17:48 17:58 18:88 18:16
Avg: Last:

@ Entropy 643 715

PucyHok 8.5 — Ctatuctuka. Npacduk gocTtynHom aHTponum
MpepbiBaHuA
MnarvH MpepbiBaHusA cobrnpaeT CTaTUCTUKY NO BbiOpaHHbIM NpepbiBaHNSIM. [1narMH MMeeT AOMNONHUTENbHbIE
HaCTPOMKMU:

* MOHUTOPUTL NpepbIiBaHUsA — CMMCOK HOMEPOB NpepbiBaHWi (pa3aenéHHbIX CUMBOIOM npoGena), s
KOTOpbIX TpebyeTca cobupaTb cTaTUCTUKY. ECnv HM 0gHO NpepbiBaHUE He yKa3aHo, cbop CTaTUCTUKK
OyaeT NPOBOAMTLCS MO BCEM NPepbIBAHUSIM.

« CobupaThb CTaTUCTUKY CO BCeX KpoMe yKa3aHHbIX — eCNni Onuust BKItoYeHa, To c6op CTaTUCTUKM
OyOeT Npon3BoANTLCS TOMNbKO AN NMpepbiBaHUA, HOMepa KOTOPbIX He yYka3aHbl B cniucke MoHUTOPUTL
npepbIiBaHUS.

3arpy3KaCMCTeMbl

MnarnH 3arpy3ka cucTeMbl COOMpPaET CTAaTUCTUKY O CpeadHel 3arpy3ke cuctembl 3a 1, 5u 15 MUHYT
(load average). lNpumep rpaduka OaHHbIX, MOMNYYEHHbIX MPU MOMOLUM [AaHHOrO MnarvHa, fnokasaH Ha
pucyHke 8.6.

plc210: Load

Load

W 1 winute hug:
0 15 winutes Avg:
B 5 winutes nug:

0.57
0. &0
0. E0

14140

Last:
Last:
Last:

PucyHok 8.6 — Ctatuctuka. Mpadmk cpegHen 3arpy3km cUcTemMbl

14 66
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8 CtatucTtuKka

OnepaTtuBHasa namatb (RAM)

MnarnH OnepatnBHaa namatb (RAM) cobupaeT ctatuctmky 06 ncnonb3oBaHun namaTu. Npumep rpaduka
OaHHbIX, NOMYyYEHHbIX NPY MOMOLLM NarMHa, nokasaH Ha puUcyHke 8.7.

openwrt: Memory usage

290 m T
220 M
200 M
188 M
160 M
140 M
2 178 m
180 M
B0 M = s
68 M
40 M
28 M e
16:20 16:30 16:40 16:50 17:80 17:18
[ Free Avg: 138.3M Last: 137.4M
B Buffered Avag: 4.1M Last: 4.2M
M Cached Avg: 52.2M Last: 53.1M
W Used Avg: 24.2M Last: 23.9M
PucyHok 8.7 — CtatucTtuka. Mpacdmk ncnonb3oBaHusA onepaTtMuBHON NamMsTh
Mpouecchbl

MnarvH Mpoueccbl coGupaet creaytoLLyo MHGOPMaLWIo:

» Bpems CPU,

* OLLUNGKW CTPaHULLbI,

* ncnonb3oBaHMe NamMAaTn ana Bbl6paHHbIX npoueccos.

MnarnH nmeet HacTporiky MOHMTOPUTL NpoLecchl, KOoTopas npeacTaBnsieT cobon CnMCOK MpOLeCccoB
(paspenéHHbix cMmBonoM npobena), Ans KoTopbix TpebyeTcs cobupaTb CTaTUCTUKY.

[ns kaxgoro Bbl6paHHOFO npouecca CTponTcAa HECKOINbKO Fpa(bMKOBZ

» Bpemsi CPU, otBegéHHoe BbiOpaHHOMY npoueccy. Mpumep rpadmka npuBeaéH Ha pucyHke 8.8;

* MOTOKMN U A0YepPHUE NPoLecChl, NpuHaanexaiume soilopaHHomy npoteccy. Mpumep rpacmka
npuBegéH Ha pucyHke 8.9;

* olWwMObKK cTpaHuL BeibpaHHoro npotecca (page faults). MNMpumep rpaduka npuseaéH Ha pucyHke 8.10;

* pas3mep CTpaHUL, NaMATH, BbIAEMNEHHbIX NPOLECCY ONEePaLNOHHON CUCTEMON M B HAacTOsILLEE BPEMS
HaxogsLwmxca B onepatmeHon namatn (RSS). MNMpumep rpadmka npuBeaéH Ha pucyHke 8.11;

* pa3mep BUPTYyasibHbIX CTPAHUL, NAaMATH, BbiAENEHHbIX MPOLIECCY onepaunoHHon cuctemon (VSZ).
Mpumep rpaduka NnpmBeaéH Ha pucyHke 8.12.

159



8 CtatucTtuKka

openwrt: CPU time used by uhttpd

Jiffies
{553
o
-

E

e A J I

17:-28 17:38 17:48 17:58 18:848 18:18
B System Avg: 320.4 Last: 2822.2
W User Avg: 71.4 Last: 744.4

PucyHok 8.8 — Cratuctuka. Npacdmk BpemeHn CPU ans npouecca

openwrt: Threads and processes belonging to uhttpd
2.8
1.9
1.8
L7
1.6
15
1.4
1.3
1.2
1.1
1.8
8.9

6.8 *
17:28 17:38 17:48 17:58 18:08 18:18

E Threads Avg: 1.8 Last: 1.8
B Processes Avg: l.@ Last: 1.8

Count

PucyHok 8.9 — Ctatuctuka. Npacduk noTokoB npouecca

openwrt: Page faults in uhttpd

Page faults
w
o

N rﬂJ‘Hﬂ
9.0 1 >
17:28 17:38 17:48 17:58 18:648 18:1a

W Minor Avg: 4 Last: 4,
W Major Avg: 1] Last: 1]

L= =)

a.
a.

PucyHok 8.10 — Ctatuctuka. Mpadmk olumbok cTpaHuL npouecca
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8 CtatncTtuka

openwrt: Resident segment size (R55) of uhttpd %
samt &
4.9 M a
4.8 H B
4.7TH E
B
- 46H -
-lE 4.5 M
o4
[:=]
4.4 M
4.3 M
4.2 H
4.1 M
4.8 H
17:28 17:38 17:48 17:58 18:88 18:18
M Resident segment Avg: 4., 9MB Last: 4.9MB
PucyHok 8.11 — CtaTtuctuka. Npacdmk RSS npouecca
openwrt: Virtual memory size (VSZ) of uhttpd %
samt g
39 M ;
38 M E
a7 M 4
B
w 36HM =
8
= 35 M
[:=]
34 M
33 M
32 M
38 M
17:28 17:38 17:48 17:58 18:88 18:18
W Virtual memory Avg: 31.1MB Last: 31.1MB
PucyHok 8.12 — Ctatuctuka. N'padmk VSZ npouecca
Bpems pabotbl
MnarvH Bpems pa6oTbl cobMpaeT CTaTUCTUKY O BpEMEHM paboTbl CUCTEMBI.
Mpumep rpadhmka gaHHbIX, NOMYyYEHHbIX MPY NOMOLLM JAHHOIO NnarnHa, nokasaH Ha pucyHke 8.13.
openwrt: Uptime %
s . S g
124 k :
122 k E|
120 k E
118 k ]
w 116k E
2 114 k
S 112k
ﬁ 118 k
188 k
186 k
184 k
182 k ]
168 k *
17:28 17:38 17:48 17:58 18:88 18:18
H Uptime Avg: 107k Last: 108k

PucyHok 8.13 — Cratuctuka. Npacdhmk BpemeHu paboTbi
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8 CtatucTtuKka

8.2.2 CeTeBble NNaruHbI
OTcnexunBaHue NoaKNOYeHUN

MnarvH OTcnexuBaHue nogkntoyeHun (Conntrack) cobupaer cTaTMCTUKY O KOMMYECTBE OTCNEXMBAEMbIX
COE€OVNHEHNI.

Mpumep rpadhmka gaHHbIX, NONYyYEHHbIX NPY NOMOLLM JAHHOrO NnarnHa, nokasaH Ha pucyHke 8.14.

openwrt: Conntrack entries
28

18
16

14

= 12
=}
= 18
a
6
: rriIinlj__ﬁ J__jl__Jf_ﬁ
2 -
17:28 17:38 17:48 17:58 18:88 18:18
B Tracked connections Avg: 4 Last: 15
PucyHok 8.14 — Ctatuctuka. Npadumk otcnexuBaembix nogknoyeHun (conntrack)
UHTepdeincnl

MnarmH WUHTepcdpencbl cobupaeT CcTaTtUCTMKy BblOpaHHbIX CETEBbLIX WHTepdencoB. [narmH wumeer
OOMOSHUTENbHBIE HACTPOWKN:

* MoHuTOPUTL MHTEpPdENChbl — CNUCOK UHTEPENCOoB, ANA KOTOPbIX TPeByeTcs cobmpaTb CTaTUCTUKY;
» CobupaTb CTaTUCTUKY CO BCEX KPOMe YKa3aHHbIX — eCrv onums BKIoYeHa, To cOop CTaTUCTUKK
OyoeT Npon3BoANTLCS TONbKO ANst UHTEPAENCOB, KOTOPbIE HE yKa3aHbl B cncke MOHUTOPUTDL
nHTepcencobl.
[ns kaxxaoro BbIOpaHHOIo MHTepdelica cTpouTcs ABa rpaduka:

* KONMYECTBO NPUHATBIX U OTMPaBIEeHHbIX AaHHbIX (6anT/c). MNpumep rpaduka NnpuBegéH Ha
pucyHke 8.15;

* KOFNIMYECTBO NPUHATLIX U OTMPaBIEHHbIX MAKETOB, BKMOYas owmnbku npuéma n otnpaeku (MakeTos/c).
Mpumep rpacmka npuBeaéH Ha pucyHke 8.16.

openwrt: Transfer on br-lan

7.0 k¥
6.8 k
5.8 k
':ﬂ 4.8 k
W
& 38k
)
[:=]
2.8 k
1.8 k
. . AT
16:28@ 16:38 16:44a 16:58 17:88 17:1a
O Bytes (TX) Avg: 1435.7 (ca. 5.1M Total)
B Bytes (RX) Avg: 3089.7 (ca. 1.1M Total)

PucyHok 8.15 — Ctatuctuka. lpadmk npuéma n otnpaBku JaHHbIX Yepe3 ceTeBon MHTepdenc (6amt/c)
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8 CtatucTtuKka

openwrt: Packets on br-lan

28
15
18
£ 5 : I I
= .
o
i 8
(¥}
o -5
-1a
-13
-2a *
16:28 16:38 16:48 16:58 17:68 17:18
M Errors (TX) Avg: 8.8 (ca. 8.8 Total)
O Processed (TX) Avg: 3.8 (ca. 13.3k Total)
B Processed (RX) Avg: 4.2 (ca. 14.7k Total)
W Errors (RX) Avg: B.8  (ca. 8.8 Total)

PucyHok 8.16 — Ctatuctuka. N'padmk npuéma n otnpaBku gaHHbIX Yepe3 ceTeBOM UHTepdenc
(nakeToB/c)

MexxceTeBom 3kpaH

MnarnH MexceTeBon akpaH cobnpaeT CTaTUCTUKY C onpeaenéHHbIX NpaBuil MeXCceTeBoro akpaHa.
MuHr-sanpoc

MnarvH Muur-sanpoc noceinaet ICMP-3anpochkl BeIGpaHHbIM XOCTaM U U3MepsieT Bpems oTknuka. [naruH

MMeeT OONOJTHUTESbHbIE HaCTDOVIKMZ

* MOHUTOPUTBL XOCTbI — CMNCOK XOCTOB (pa3aenéHHbIX CUMBONOM npobena), ans koTopbix Tpebyetca
cobupartb ctatuctuky ICMP-3anpocos;

* TTL gnsa ping-naketoB — 3HayeHne TTL ansa naketos ICMP-3anpocos;

* UuTepBan ansa ping-sanpocoB — MHTepBan (B cekyHaax) otnpasku ICMP-3anpocoB BbIGpaHHbIM
xocTtam. MNpumep rpadmka AaHHbIX, MOMYYEHHbIX MPU NOMOLLM AaHHOrO NnarvHa, nokasaH Ha
pucyHke 8.17.

openwrt: ICMP Round Trip Time

2.8
1.5
1.8
8.3
Ly L -

17:20 17:38 17:48 17:58 18:88 18:18@
[ 127.0.0.1 Avg: 8.6 ms Last: 0.7 ms

ms

PucyHok 8.17 — Ctatuctuka. Npacdumk BpemeHu otknuka ICMP-3anpoca
TCPConns
MnarmH TCPConns cobupaetr uHdopmaumio 06 oTKpbITbiX TCP-coegnHeHnsix Ha BblOpaHHbIX MOpTax.
MnarvH umeeTt JONONHUTENbHbLIE HACTPONKN:

* MOHUTOPUTb NOKanbHbIe NOPTblI — CMNUCOK HOMEPOB MOPTOB (pPa3aenéHHbIX CMMBOSIOM nNpobena),
ans koTopbix TpebyeTca cobupatb ctatuctuky TCP-coeanHeHun;

» CobupaThb CTaTUCTUKY CO BCeX MOPTOB AN BXOAALMNX COeAUHEHUN — MNPU BKIMHOYEHUN JaHHOW
onuum ctatucTuka GyaeT cobupaTbCs CO BCEX MOPTOB AN BXOAALLMX NOOKTHYEHN;

163



8 CtatucTtuKka

Mpumep rpadmka AaHHbIX, NOMyYeHHbIX NPY NOMOLLM AaHHOrO NiarvHa, nokasaH Ha pucyHke 8.18.

Connections/s

openwrt: TCP connectiens to pert 88-local

1.4

6.8
17:28 17:36

[ dt=tcp_connections/di=SYN_SENT/ds=value
O dt=tcp_connections/di=SYN_RECV/ds=value
O dt=tcp_connections/di=LISTEN/ds=value

O dt=tcp_connections/di=ESTABLISHED/ds=value
O dt=tcp_connections/di=LAST_ACK/ds=value
O dt=tcp_connections/di=TIME_WAIT/ds=value
B dt=tcp_connections/di=CLOSING/ds=value

[l dt=tcp_connections/di=CLOSE_WAIT/ds=value
B dt=tcp_connections/di=CLOSED/ds=value

O dt=tcp_connections/di=FIN_WAIT1/ds=value
B dt=tcp_connections/di=FIN_WAIT2/ds=value

PucyHok 8.18 — Cratuctuka. Npacdhuk oTkpbIThIX coeamHeHun ans TCP nopTa

17:48
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Avg:
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Mpoeepka goctyna Kk koHconu yctponctea MNK210 no npotokony SSH

NMpunoxeHne A. lNpoBepka aoctyna K KoHconu yctpouctea MJIK210 no
npotokony SSH

B npumepe npoBepka OOCTyna BbINOMHAETCA Ha KOMMbIOTEPE C YCTAHOBMEHHOW OMepauyMOHHON CUCTEMOMN
Ubuntu 18.04.4 LTS npu nomowm ytunut ssh, scp n sftp nakera OpenSSH Bepcun 7.6.

K koHdurypauum koMmnboTepa, KPOME Hann4ums CeTEBOW KapThbl C NOAAEPKKON NoAKoYeHus Ha ckopocTtu 100
M6uT/C 1 NoNHLIM AYNEeKCOM, AONOMHUTENbHBLIX TPEBOBaHMIN He NpeabABNAETCS.

Mpennonaraetcqa, uto Ana AaHHom nposepku [1J1IK210 ckoHcurypupoBaH € MCMNONb3oBaHWEM MacTepa
HacTpoWkKM (CM. pasaen 2) u npu kKoHurypaumm deina BeilbpaHa cxema ceteBbix noptoB Ne1 (cm. pasgen 2.5).
MocTtoBomy LAN-nogkntoderuto MJIK210 HasHayveH cTtatudeckui IP-agpec 192.168.0.58 n macka nogcetu
255.255.255.0.

KomnbtoTepy HasHa4eH IP-agpec ns Ton xe noacetu (255.255.255.0).

BbiBog komaHapl Isb_release -a Ha KomnbloTepe BbIMMSAMT cnegyowmm obpasom:
No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 18.04.4 LTS
Release: 18.04
Codename: xenial

BbiBog komaHabl apt-cache policy openssh-client Ha komnbloTepe BbIrmMAaUT cneayrowmm odpasom:
openssh-client:
Installed: 1:7.6pl-4ubuntu0.3
Candidate: 1:7.6pl-4ubuntu0.3
Version table:
***% 1:7.6pl-4ubuntu0.3 500
500 http://ru.archive.ubuntu.com/ubuntu xenial-updates/main amd64 Packages
500 http://security.ubuntu.com/ubuntu xenial-security/main amd64 Packages
100 /var/lib/dpkg/status
1:7.2p2-4 500

500 http://ru.archive.ubuntu.com/ubuntu bionic/main amd64 Packages

CxeMa noaknoyeHns MHCTpPYMeHTanbHOro Komnbetotepa u yctponctaa NMJ1IK210 nokasaHa Ha pucyHke A.1.

-
. LAN
1 :':E
gy
' FIHCTpYMEHTANEHLIA
MAKk210 KOMMLIOTED
(SSH-cepaep) (SSH-knueHT)

PucyHok A.1 — Cxema noakntoveHUs NpoBepKu AocTyna Kk kKoHconu yctpounctia MNJ1K210 no npotokony
SSH

MHCTpYMeHTanbHbIA KOMMbIOTEP MOAKIIOYEH Hanpsimyto B ntobon 13 3-x noptoB (noptbl Ethernet 1, 2 n 3)
mocTtoBoro LAN-nogkntoyeHns npu nomowim craHgaptHoro 4-x napHoro UTP-naty-kopga kateropumn Se
npsiMoro o6mnma ¢ koHHekTopamu RJ-45 Ha 06ounx KoHLax.
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Mpoeepka goctyna Kk koHconu yctponctea MNK210 no npotokony SSH

A.1 flocTyn K KOHCONM yCTPOMCTBa Npu NOMOLLU YyTUNUTLI Ssh

IOna poctyna kK koHconu yctponctea [MJ1K210 npu nomowwm ytmnutel ssh Ha komnbioTepe HeobxogvMmo
BbINOMTHUTb B TEPMMHANE KOMaHAy:

ssh root@192.168.0.58

B Tom cnydyae, ecnu paHee He BbINOMHANOCH MogkmntodeHne no SSH-npoTokony K 4aHHOMY YCTPOWCTBY C

AaHHOro KoMmnbioTepa, OydeT BblBEOEHO COOOLEeHMe O HeobxoouMOCTU MNOATBEPKAEHWUS MNOMYYeHUs Wt
COXpaHeHus kntoya ¢ BblBogom otnevatka (fingerprint):

The authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
RSA key fingerprint i1isSHA256:r47nRb5cjz741ePHp7AVMsdLOndGfZS71sYA/hTOSNS.

Are you sure you want to continue connecting (yes/no)?

B cny4yae BO3HUKHOBEHWUA nogo6Horo 3anpoca Heobxoanmo noaTBepaAnTb NonydYeHue Krkoda. [Ons atoro
HeobxoaMmo BBECTU yes.

[anee GyneT BbiBedeH 3anpoc napons AJfisi nonb3oBaTtens root Ha YCTPOMCTBE, K KOTOPOMY BbINOSHAETCS
NOZKIOYEHMeE:

root@192.168.0.58"'s password:

Ecnu naponb BBegeH NpaBuiibHO (MO yMOMYaHUio YCTaHOBIIEH Napofib owen), OyaeT BbIBEAEHO NpurnalleHme
KomaHHow cTpoku ycTtporctea MNJ1K210, kak noka3aHo Ha pucyHke A.2.

ilished.

¥a.

st of known hosts.

"a
OFENWRT_TAINTS
OPENWRT _DE\

PucyHok A.2 — [loctyn k KoHconu ycTponuctia NJ1K210 npu nomowm ytunutel ssh

YUTobbl y6eanTbCs B TOM, YTO NOAKIHOYEHWE BbINOSTHEHO UMEHHO K ycTponcTay MITK210, MOXHO BbINOMHUTL
BbIBOA coaepxumoro ¢harina /etc/os-release ¢ NoOMOLLbIO KOMaHAbI:

cat /etc/os-release

Mpumep BbIBOAA coaepxmmoro carina «/etc/os-release» Takke NnpuBeaéH Ha pucyHke A.2.
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Mpoeepka goctyna Kk koHconu yctponctea MNK210 no npotokony SSH

A.2 focTyn K channioBon cucteMe yCTpomcTBa Npy NOMOLLU YTUITUTBI SCP

B maHHOM npoBepKe BLINOMHAETCA konupoBaHue danna /etc/os-release 13 ainoBon cMcTeMbl yaanéHHoro
YCTPONCTBA B AOMALLHIOK Narnky nonb30oBaTens Ha KoMMboTePe NPy MOMOLLW YTUINTLI SCP.

[na atoro HeO6X0.lJ.I/IMO BbINONTHUTL B TEPMUHANIE KOMMNbOTEPA KOMaHAY:

scp root@192.168.0.58:/etc/os-release ~/os-release

Mpy nogkniodeHUn ByaeT BbiBeAeH 3anpoc naposst AJfis Mnofib3oBaTtens root Ha yCTPOMCTBE, K KOTOPOMY
BbINOHAETCA NOAKMIOYEHNE:

root@192.168.0.58"'s password:
Ecnu naponb BBeAeH NpaBuiibHO, NOSBUTCHA COOBLLIEHNE O CKONMMPOBaHHOW MHGOPMaLIMK:
os-release 100% 539 0.5KB/s

Mocne Toro, kak cain Gbin ycnewHo CKONMpoBaH B AOMALUHIOW Manky rnosib3oBaTens Ha KoMmnbloTepe, Ans
€ro NpocMoTpa Heo6XoANMO BbINOSTHUTL KOMaHAYy:

cat ~/os-release

Mpumep BbIBOAA AaHHOW KOMaHAbl NPUBEAEH Ha pUCYHKe A.3.

fos=release

446 128.8KB/s

ENWRT_TAINTS
DEN

W . OWeN. ru”

PucyHok A.3 — floctyn k ¢phannoBom cucteme yctponcrea MIIK210 npu noMowm yTunuThbl scp

A.3 flocTyn K hannoBon cucteme ycTpomcTBa npy NoMoLwwm yTunurbl sftp

B gaHHOM npoBepke BbINOMHAETCA NPOCMOTP NIMCTUHIA KOPHS yaanéHHoW dhansioBoN CUCTEMbI YCTPOMCTBA
npv NoMoLLM yTunuthl sftp.

[nsa 3Toro He06Xxo4NMO BbINOMHUTL B TEPMUHANE KOMMbOTEPA KOMaHAY:
sftp root@192.168.0.58

Mpn nogkntodeHMn OyadeT BbIBEAEH 3anpoc Mapons Ans nonb3oBaTtens root Ha YCTPOWCTBE, K KOTOPOMY
BbIMONHSAETCSA NOAKITIOYEHME:

root@192.168.0.58"'s password:

Ecnu naponb BBegeH npasBunbHO, OyaeT BbiBegeHa UWHGopmaums 006 yCnewHoOM NOAKMIoYEeHUN W
npurnalleHve ons BBoga Komang ytunutbl sftp:

Connected to 192.168.0.58.

sftp>
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Mpoeepka goctyna Kk koHconu yctponctea MNK210 no npotokony SSH

[ns BblBOOA NMUCTUHIA KOPHS yaan€HHOW ainioBon cUCTeMbl HEOBXOAUMO BbINOMHUTE KOMaHAYy:
1s -1 /

Mpumep BbIBOAA AaHHOW KOMaHAbl NPUBEAEH Ha pUCYHKe A.4.

5
=
5
g
5
3
5
S

L

== s e D B B e e

PucyHok A.4 — [loctyn Kk channoBon cucrteme yctponctea MIK210 npu nomowm ytunutsl sftp
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MpoBepka goctyna k cogepxmmomy FTP-cepeepa Ha ycTponctse MJ1K210

NMpunoxeHne b. NMpoBepka goctyna Kk copepxumomy FTP-cepBepa Ha
yctpouctse MNJ1K210

lMpoBepka goctyna OyaeT OCYLIEeCTBNATbCS Ha KOMMbIOTEPE C YCTAHOBIIEHHOW OMepaLyOHHON CUCTEMOW
Ubuntu 16.04.4 LTS npwu nomowm ytunuthl ftp Bepcun 0.17.

K koHp1rypaumm koMmnbloTepa, KpoMe Hanmynst CETEBOM KapThbl C MOAAEPXKKOW NOAKITIoYeHNs Ha ckopocTtu 100
M6uT/C 1 NonHBIM AYNNEeKCOM, AONONHUTENbHBIX TPe60oBaHWI He NpeabABNAETCS.

Mpegnonaraetca, 4to Ana AaHHow nposepku [1JIK210 ckoHdurypmpoBaH € uMcnonb3oBaHWeM MacTepa
HacTponkmM (CM. pasgen 2) n npu koHdurypauum beina BeibpaHa cxema cetesbix noptos Ne1 (cMm. pasgen 2.5).
MocTtosomy LAN-nogkntoveHuto MJIK210 HasHayveH ctatudeckun IP-agpec 192.168.0.58 n macka noacetn
255.255.255.0.

KomnbroTepy HasHauveH IP-agpec u3 ton xe nogcetn (255.255.255.0).

BbiBog kKoMaHapl «Isb_release -a» Ha koMMbloTEPE BLIMMSAMT CreayloLwmm obpasom:
No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 16.04.4 LTS
Release: 16.04
Codename: xenial

BbiBog komaHgbl apt-cache policy ftp Ha komnbloTepe BbIrMAANT criegyowmm obpasom:
ftp:
Installed: 0.17-33
Candidate: 0.17-33
Version table:
***% 0.17-33 500
500 http://ru.archive.ubuntu.com/ubuntu xenial/main amd64 Packages

100 /var/lib/dpkg/status

Cxema nogkrtodeHus koMmnbtotepa u yctpornctaa MJ1K210 nokasaHa Ha pucyHke B.1.:

*t

.'|
-
e
[
i

LAN

b
' MHCTpYMEHTAMNE HbIA
MnK210 KOMMeTED
(FTP-cepsep) (FTP-knueHT)

PucyHok 5.1 — Cxema nogkntoyeHus NpoBepKu goctyna Kk cogepxumomy FTP-cepBepa ycTtponcrtea
NinK210

KomnbloTep nogkntoyéH Hanpsimyto B nobon n3 3-x noptoB (moptbl Ethernet 1, 2 n 3) moctoBoro LAN-
NOAKIOYEHNST MPU MOMOLWM cTaHgapTHoro 4-x napHoro UTP naty-kopga kateropumn 5e npsimoro obxuma ¢
KoHHekTopamn RJ-45 Ha 06oumx KoHUaXx.
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MpoBepka goctyna k cogepxmmomy FTP-cepeepa Ha ycTponctse MJ1K210

B.1 NoarotoBka

[na TectnpoBanus nepegayn danvnoB no nportokony FTP Heobxoammo MogrotoButhb oann ¢ TeCTOBbIMU
OaHHbIMK.

B TepMmuHane komnbloTepa crieqyeTt BBECTU KOMaHAY:

# dd if=/dev/urandom of=/tmp/data.bin bs=1024 count=1024
102440 records in

1024+0 records out

1048576 bytes (1,0 MB, 1,0 MiB) copied, 0,00610422 s, 172 MB/s

[aHHas komaHga co3gacTt davin«/tmp/data.bin» pasmepom 1 Mub (1048576 6ainT) co cny4anHbiMM AaHHBIMU.

HeobxogmMmMo nogcymTaTth U COXpPaHUTb KOHTPOMbHYHO cymmy (MD5) AaHHbIX aToro danna:
# md5sum /tmp/data.bin 25853ed8e4d3518e72f310feb0f86c4d
/tmp/data.bin

,El,anee 9TO 3Ha4YeHune 6y,qu MCNoJib30BaTbCA A4 NMPOBEPKN KOPPEKTHOCTU nepenayvn AaHHbIX No NMpOTOKOy
FTP.

f BHUMAHME
KoHTponbHas cymma Anst Kaxxaoro BHOBb CreHepuMpoBaHHOIo darna AaHHbIX ByaeT oTnnyaTbes ot
npuBeaEHHON B JaHHOM JOKYMEHTE.

b.2 NoakntoyeHue Kk FTP-cepBepy
Ha komnbtoTepe ansa 3anycka FTP-knveHTa He06Xx0aAMMO BbINOMHUTL B TEPMUHANE KOMaHAY:

# ftp 192.168.0.58

Bynet otobpaxeHo coobLeHne 06 ycnewwHoM NOAKMHYEHMM U 3anpoc MMEHW NONb3oBaTeNs:
Connected to 192.168.0.58.220 (vsFTPd 3.0.3)

Name (192.168.0.58:user): ftp

Heobxogumo BBeCcTn MMs nonb3osaTtens «ftp», mocne yero nocnegyeT 3anpoc Napons:

331 Please specify the password.

Password:

Ecnu B macTepe HacTponkn napornb goctyna k FTP He meHsinca (pasgen 2.8), To naponb no ymonyanuio ftp.
B npoTuBHOM cry4yae crieqyeT BBECTU YCTaHOBIEHHbIN MNaporb.

Ecnu naponb BBedeH npaBunbHoO, 6yaetr oTobpaxeHo coobuleHve 06 ycnewHon asTopusauum u
npurnawleHue onga BBoga KOMaHAa:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>

B.3 3arpy3ka (upload) danna Ha FTP-cepBep

CHavana cnegyeT MOAroToBUTbH haln AaHHbIX COrMacHO MHCTPYKUMU u3 pasgena b.1., 3aTem BbINONHUTL
noakntoyeHne kK yctporictay MJIK210 cornacHo MHCTpykummn u3 pasgena b.2.

3aTtem Heobxoanmo BbINONMHUTL B FTP-knneHTe koMaHay:
ftp> put /tmp/data.bin data.bin
roe:

* tmpl/data.bin — nyTb kK nepegaBaemomy panny Ha nokansHon annoBon cucTteme
(MHCTpYMEHTarbHbIA KOMMbIOTEP);
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MpoBepka goctyna k cogepxmmomy FTP-cepeepa Ha ycTponctse MJ1K210

+ data.bin — nyTb k daniny Ha FTP-cepepe oTHocuTenbHo kKopHA FTP-cepsepa (M1J1K210).

Ecnu dann ycnewHo nepenaH Ha FTP-cepBep, nosBATcA cneayoLme Coo0LEeHs:

local: /tmp/data.bin remote: data.bin

200 PORT command successful. Consider using PASV.

150 Ok to send data.

226 Transfer complete.

1048576 bytes sent in 0.09 secs (11.6982 MB/s)

Takum obpasom, NnepedaHHbIv darn byaeT coxpaHeH B KopHeBow nanke FTP-cepeepa nog umeHem data.bin.

Tak kak no ymonyaHuto kopHeM FTP-cepeepa siensetrca nanka /mnt/ufs/home/ftp, To nonHbIN NyTb K danny
Ha dhannosou cucteme yctponctsa [J1K210 6ynet /Imnt/ufs/homel/ftp/data.bin.

KOHTpOJ'IbHaﬂ CyMmMma [OaHHOro cbaﬂna OOIMKHa coBnagatb C KOHTpOJ'IbHOVI CyMMOVI ncxoagHoro
creHepupoBaHHoro ¢anna (cm. pasgen b.1.):

[root@plc210 ~]# md5sum /mnt/ufs/home/ftp/data.bin 25853ed8e4d3518e72f310feb0f86c4d
/mnt/ufs/home/ftp/data.bin

5.4 CkaunBaHue (download) ¢painna ¢ FTP-cepBepa
Mpumep ckaumBaHus cpanna c gaHHeiMu ¢ FTP-cepBepa, KoTophkin Obin Tyaa 3arpyeH B pasgene b.3.

B FTP-knueHTe cneayeT BbINOMHUTL KOMaHAY:
ftp> get data.bin /tmp/data-received.bin
roe:
« data.bin — nyTb k hanny Ha FTP-cepBepe oTHocuTenbHO kKopHa FTP-cepeepa (MJ1K210);
* tmpl/data-received.bin — nyTb Kk ckaunBaemMomy danny Ha nokanbHoOW annoBon cucTteme
(komniboTEP).
local: /tmp/data-received.bin remote: data.bin
200 PORT command successful. Consider using PASV.
150 Opening BINARY mode data connection for data.bin (1048576 bytes).
226 Transfer complete.
1048576 bytes received in 0.17 secs (5.7856 MB/s)
Takum obpasom, ckadaHHble AaHHble OygyT coxpaHeHbl B (haiine /tmp/data-received. bin. KoHTponbHble

CYMMbl MCXOAHOrO creHepupoBaHHoro dainna /tmp/data. bin n ckayaHHoro ¢parina /tmp/data-received. bin
OOMXKHbI COBNagaTh:

# mdSsum /tmp/data.bin /tmp/data-received.bin
25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin
25853ed8e4d3518e72£f310feb0£f86c4d /tmp/data-received.bin
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Mpumep HacTpowku cnyx6bl DDNS gnst npoeangepa no-ip.com

MpunoxeHue B. NMpumep HacTponku cnyx6bl DDNS ansa nposanaepa no-
ip.com

B.1 Pernctpauunsa gomeHa B naHenu ynpasneHus DDNS npoBangepa

[nsa pernctpauumn gomeHa B naHenu ynpaenennst DDNS npoavigepa cnegyeT BbiNOMHUTL 4EACTBUS:

1. Mepeiitn Ha canT DDNS-npoBaiigepa no-ip.com no ccbinke https://noip.com v BbINONHUTE BXOA B
CUCTEMY C UCMONb30BaHWEM NOTMHA 1 Naponsi.

m NMPUMEYAHUE

B naHHOM JOKyMeHTe He paccMmaTpmBaeTCs BONPOC CO34aHMs U HaCTPOWKN YY4ETHON 3anuncu
DDNS nposangepa no-ip.com.

[aHHyto nHdopmauuio MOXHO HanTu no agpecy https://www.noip.com/support/.

2. Nepentn B meHio Dynamic DNS (cm. pucyHok B.1.).

1" My No-IP :: Hostnames. ¥ | 2 Free Dynamic DNS - Managed 3 | 2 My No-IP :: Hostnames X |+ .l - ©
&« c o @ @ nttps://my.noip.com/#!/dynamic-dns wee [nd bInD @ B =
= ﬂﬂg © Support o - @ Language A namedun «

@ Dashboard
@ Hostnames

@ Dynamic DNS
No-IP Hostnames
s [ — 0of3 * Free Hostnames expire every 30 days.
g= 5 es

Enhanced Hostnames never expire.
Groups

Upgrade to Enhanced

Dynamic Update Client

Device Configuration

Feedback

ant
L My Services Q

4 Account

Hostname « Last Update IP / Target

® support Center

PucyHok B.1 — Pasgen «Dynamic DNS» naHenu ynpaBneHusi DDNS npoBangepa no-ip.com

3. HaxaTtb kHonky Create Hostname. B oTkpbiBLLEMCS OKHE (CM. pUCyHOK B.2.) BbIGpaTh NpoM3BONbHOE
nMs gomeHa (B JaHHOM npuMepe BbibpaHo nMsi myplctest.ddns.net).
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Create a Hostname

Hostname Domain
myplctest ddns.net w
Record Type IPv4 Address
.;.-.'-!' ' A Eabg
S l"
Wildcard
MX Records

| Cancel l

PucyHok B.2 — CospgaHne Hosthame B naHenu ynpaBneHusi DDNS npoBangepa no-ip.com

4. BecTun nobon npounseBornbHbii IPv4-agpec ansa gaHHoro gomMmeHa (B 4aHHOM NpuMepe JOMeEHY Oblin
npuceoeH agpec 8.8.8.8). Heobxoammo BBecTM 3aBegomo HeBepHbin IPv4-aagpec, utobbi MJ1IK210
aBTOMaTU4eckun Nposepun n obHoBUN agpec.

5. Haxatb kHonky Create Hostname. B pasaene Hostnames ctpaHuusl Dynamic DNS 6yaet

0oTOBpaXEH BHOBb CO3[@aHHbI JOMEH, KaK NMOKa3aHo Ha puCyHke B.3.
Hostname « Last Update IP/ Target

EEEZ £ Modify x

PucyHok B.3 — Tabnuua «Hostnames» B naHenu ynpaBneHuss DDNS npoBangepa no-ip.com

B.2 Hactpoiika cnyx6b1 DDNS Ha MJ1K210

Ins HacTporkn cnyxobl DDNS Ha MNMJIK210 cnenyer:
1. Mepeiitn B BeG-uHTepdenc ynpasneHus MNJ1K210 1 BeINONHUTL BXOA, B CUCTEMY.
2. Nepentn Ha cTpaHnuy DDNS pasgena Cny0bl rnaBHOMo MeH!O.

3. Ha ctpaHnue DDNS HaxmuTte kHornky [lo6aBUTb HOBYHO CIyX0y... B nogpasgene Cnyxo6bl. B
OTKPbIBLUEMCS BCMMbIBatoLLEM OkHe B nore Umsa BBeanTe nponsBonbHoe nMs HoBoi DDNS cryx6bl (B
AaHHOM npumepe «myplctest») n HaxkmuTe kHonky Co3aaTtb cnyxoy:

Do6aBuTb HOBYIO ClyXGy...

HaseaHue ‘ myplctest]

[ 'EEEM Coapats cnyxby

PucyHok B.4 — lo6aBneHne HoBo DDNS cnyx6bl
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4. B oTKpbIBLLUEMCS OKHE pefakTupoBaHust HacTpoek HoBoi DDNS crnyx0bl Ha Bknagke OCHOBHbIe
HaCTPOMKMN YCTaHOBUTE CreaytoLLMe HACTPOKK (CM. pucyHok B.5.):

» BkntoyeHo — fa;

* MpoBangep cnyx6b61 DDNS — no-ip.com;

* Mounck umeHmn xocta — BbIOpaHHOE UMS AomeHa (B JaHHOM npumMepe — myplctest.ddns.net);
* lomeH — BbIOpaHHOE MMs JOoMeHa (B 4aHHOM npumepe myplctest.ddns.net);

* Umsa nonb3oBaTensa — nmMs nonb3oBatenst ydéTHom 3anmcn DDNS-npoBangepa no-ip.com

* Maponb — naponb y4éTtHon 3anncu DDNS-npoBangepa no-ip.com

* Ucnonb3oBatb HTTPS — f3;

* MyTb kK CA-cepTudpmukaty — /etc/ssl/certs.

Cnyxwiba DDNS » myplctest
HBCTRORKH | JONONHATENEHBIE HACTPORKK | HAcTpoAka TadMmepa | NPoCMOTD CHCTEMHOND MypHaNa

BrnioweHo [
MOMCK HMEHN XOCTS mypictsst.ddns net
Bepcwn IP-agpeca |Ped-anpec -

Nposaigep chymbor DDNS [IPv4] no-ip.com -

Aosew

WA NoNEa0saTena

Mapane smsssnas

HeolasaTensHbIA KOQMPOBAHHEIR NapaMeTh

i MapaMeTn

Henoncaogate HTTPS [

YT K CA-CEpTMEMKaTy atc/sslicerts/ca-certificates.ort

PucyHok B.5 — OcHoBHble HacTponku HoBo DDNS cnyx6bI
5. Ha Bknagke [lononHuTesibHble HACTPOMKM 3a4aTb CreaytoLLmne HaCTPONKK:
* IP-agpec ucrouyHunka — URL;
* URL gansa o6HapyxeHusi — http://checkip.dyndns.com
Bce npoune HacTponkm cnegyeT OCTaBUTb CO 3HAYEHUAMW NO YMOMNYaHWIO.
6. Haxatb kHonky CoxpaHuTb U NPUMEHUTD.

Ha ocHoBHol cTpaHuue DDNS B Tabnuue DDNS cnyx6 gomkHa otobpaxaTtbecs HoBass DDNS cnyx6a,
Kak nokasaHo Ha pucyHke B.6.
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Cnyw6bi
Nocnepgxee

Monck MMeHH XocTa
Umn 3aperucTpMpoBaHHbIN IP- BrNOYEHO o6ko e CocTosHKe

R Cnepyiowee

ec

it obHoBneHne
myddns_ipvd yourhost.example.com 0 Hukorga He -

ourhost.example.com Hukorga He -
myddns_ipv6 yH P O o A .

myplctest.ddns.net Hukorga He

myplctest H B 6

PucyHok B.6 — CospgaHHasa DDNS cnyx6a

7. HaxaTtb kHoMnky CtapT 1 nogoxaaTe HekoTopoe Bpems (He 6onee 1 muHyThl). Ctpoka DDNS cnyx6b1 B
Tabnvue [oMmKHa N3MEHUTLCS, Kak Noka3aHo Ha pucyHke B.7.

b MepesanycTuTo =
myplctest.ddns.net il Hukorga PaboraeT:

myplctest

PucyHok B.7 — CosaaHHas DDNS cnyx6a ¢ 3anyweHHbIM CKpUNTOMm

A BHUMAHUE

[na aBTomaTtmyeckoro 3anycka ckpuntoB cnyx6el DDNS npu 3arpyske cuctemsl Heo6xoanmo
BKITHOYMTb HACTPOWKY aBTo3arpy3ku cny6bl npu nomoLum kHonku 3anyctute DDNS Ha cTpaHuue
DDNS B nogpasgene UHdopmanums.

CocTtosaHme AsTo3anyck DDNS oTKmoYéH

3anyctuTe DDNS

Mepesanyctuto DDNS

Kak BngHo Ha pucyHke B.8., npu nocnegHen nposepke 6bin onpegenéH IP-agpec 8.8.8.8 (nmeHHo aT10T agpec
yKasblBarcsa npu permctpauumn goMmeHa B naHenu ynpaeneduss DDNS npoBangepa) ons gomeHa myplctest.
ddns.net.

B Hactporikax DDNS cnyxbel pgns  onpegenenns IP-agpeca Obima  ykasaHa — CcTpaHuua
http://checkip.dyndns.com. NoTtom npu BbinonHeHun ckpunta ang DDNS-3anvcy nonyyeHHbIN TeKyLnin agpec
ans gpomeHa (8.8.8.8) v agpec, onpenenéHHbin ctpanuuen http://checkip.dyndns.com 6binn npoBepeHbI, 1 Tak
Kak OHM He coBnagatoT, cTpanuua http://checkip.dyndns.com otnpaeuna DDNS-nposaiiaepy nHdopmanmio ¢
HoBbIM IP-agpecom.

B Tabnmue DDNS-3anuceit Ha ctpaHuue DDNS HoBbili IP-agpec 6yaet oTobpakéH(cM. pucyHok B.8.) Tonbko
Npw BbINONTHEHWUM CIEAYHOLLEN NNAHOBOW NPOBEPKM (MO YMONYaHUIO NpoBepKa BbINOMHAeTCs pas B 10 MUHYT).

MNepezanycTuTs =
myplctest.ddns.net 2020-02-19 04:27 PabBoTaeT:

myplctest '

PucyHok B.8 — CozaaHHass DDNS 3anuckb ¢ o6HoBnéHHbIM IP-agpecom
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B.3 [lononHuTenbHbIE NPOBEPKU

MpoBepnTb NpaBunbHOCTL OOHOBNeHust IP-agpeca ans gomeHa DDNS 3anucu MOXHO crnegyrolmmn
[OMNONMHUTENBHLIMK cnocobamu:

1. B cucteMHoM xxypHane Ha yctpounctse [J1K210 (cm. pasagen 3.5.2) AomkHbI NPUCYTCTBOBATL 3anuci,
nogoOHble NpMBeaEHHbIM:

053637 info : Starting main loop at 2019-06-06 05:36
053639 : Detect local IP on 'web'
053640 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr

/var/run/ddns/myplctest.— err --capath /etc/ssl/certs —--noproxy '*' 'http://checkip.d
053645 : Local IP '"XXX.XXX.108.190'

detected on web at 'http://checkip.dyndns.com'

053647 : Update needed - L: 'XXX.XXX.108.190' <> R: '8.8.8.8"
053649 : parsing script '/usr/lib/ddns/update no-ip com.sh'
053650 : sending dummy IP to 'no-ip.com'

053652 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat

--stderr /var/run/ddns/myplctest.

—~ err --capath /etc/ssl/certs --noproxy'*'
'"https://***USERNAME* ** : ***PJ***@dynupdate.no-ip.com/

—~ nic/update?hostname=myplctest.ddns.net&myip=127.0.0.1"
053659 : 'no-ip.com' answered:
good 127.0.0.1
053702 : sending real IP to 'no-ip.com'
053703 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat
--stderr/var/run/ddns/myplctest.

—~ err --capath /etc/ssl/certs --noproxy'*'
'https://***USERNAME* * * : ***P[{* **@dynupdate.no-ip.com/

—~ nic/update?hostname=myplctest.ddns.net&myip=XXX.XXX.108.190"' 053710

'no-ip.com' answered:

053712 info : Update successful - IP 'XXX.XXX.108.190' send
053713 info : Forced update successful - IP: 'XXX.XXX.108.190' send
053715 : Waiting 600 seconds (Check Interval)

B nucTtuHre peanbHbi nyonnyHbin IP-agpec 3ameHéH Ha XXX. XXX.108.190.

2. B naHenu ynpasnexus DDNS-npoBavigepa gomkeH otobpaxaTtscs 06HOBNEHHLIN IP-agpec, kak
nokasaHo Ha pucyHke B.9.

Hostname a Last Update IP / Target
Jun 6, 2019 .108.190 £ Modify ®
05:35 MSK

PucyHok B.9 — Tabnuua «Hostnames» c o6HoBNéHHbIM IP-agpecomMm goMeHa B naHenu
ynpaeneHus DDNS npoBangepa no-ip.com

3. DNS-3anpoc c nio6oro komnboTepa gomKeH BepHyTb 06HOBNEHHbIN IP-aapec:
# nslookup myplctest.ddns.net
Server: 127.0.1.1
Address: 127.0.1.1453

176



Mpumep HacTpowku cnyx6bl DDNS gnst npoeangepa no-ip.com

Non-authoritative answer:
Name: myplctest.ddns.net
Address: XXX.XXX.108.190

B nucTtuHre peanbHbI nyonnyHbin IP-agpec 3ameHéH Ha XXX. XXX.108.190.
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MpunoxeHue I. Mpumep HacTpoukn OpenVPN knueHTa

B paHHOM npunoxeHun B KavyecTBe Npumepa NMpPUBELEHO OnucaHue Mpoueaypbl HAaCTPOWMKM ak3emnnspa
OpenVPN knueHTa ¢ ncnonb3oBaHnem cepauca 6ecnnatHoro VPN goctyna freeopenvpn.org.

1 YyéTHble paHHble u KoHduUrypaumoHHbsin ¢pann OVPN

1. MepenanTe Ha canT cepsuca freeopenvpn.org no ceolinke https://www.freeopenvpn.org ¢
ncnonb3oBaHneM ntoboro gocTynHoro 6pay3sepa. Ha oTkpbIBLUENCSA CTpaHuLEe Heobxoammo BblOpaTb
nobon goctynHeii VPN-cepeep B pasgene Cnucok 6ecnnatHbix VPN-cepBepoB. B faHHOM
MPUIOXEHWM B Ka4ecTBe npuMepa 6bin BeibpaH cepBep HugepnaHabl.

[ Free OpenVPN - Becnnarheii - X | 4+ [m}
« C o © & hitpsy//www freecpenvpn.org . w m o & =
Cnncok GecnnatHeix VPN-cepeepoB "
E TNonyunTs pocryn ONLINE o

>
*

i
f
3
!

ONLINE

ONLINE

1
!

=
%
=

LEATE]ARE
!

ONLINE
ONLINE

ONLINE l '

ONLINE

epMaHua*

naeprangn®

01.09.2020 |
B 05:00

01.09.2020
8 16:00

o}

01.09.2020
Anoxmua B 16:00

01.09.2020

01.09.2020
B 16:00

.t
|49,

HHan Kopen
— =

=

—_—
Tamnaup

PucyHok 1 — Cant cepBuca 6ecnnatHoro VPN goctyna

2. Ha otkpbiBLLecs cTpaHumLe B pasgene foctyn k 6ecnnatHomy VPN-cepBepy B Hugepnangax
ByayT pacnonoxeHbl ABE CCbINKN AN cKadnBaHus kKoHdUrypaumoHHoro ganna B oopmate OVPN un
YYETHbIE JaHHbIe B Bue uMeHu nonb3osaTtens n napons/PIN:

[nsa ckaunBaHuA 4OCTYNHO ABa KOHGUrypaLnoHHbIX danna:
* Ang ncnonb3oBaHus npotokona UDP — cceinka UDP;

 Ansa ucnonb3doBaHusa npotokona TCP — ccbinka TCP.

B oaHHOM OOKyMeHTe paccMaTpuBaeTcsi NpMMep ¢ ncnonb3oBaHneM npotokona TCP. MNoatomy 6bin ckavaH u
coxpaHéH caiin no ccbinke TCP.

Y4éTHble AaHHble (MMS MONb30BaTeNs M Naposib) Ha AAHHOM Llare HeobXxoAMMO 3anoOMHUTb. ATU OaHHbIe
noTpebyloTCs Ha Lare HaCTPOWMKM NOAKIIOMEHNST HA YCTPOWCTBE.
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[G] Free OperVPN - focrynu e X | == - m] s
« > ¢ o ©@ & https//www.freeopenvpn.org/logpass/netherlands.php 5] - @ + I M & =
L]
Jloctyn k 6ecnaatHomy VPN-cepeepy B Hugepnanpax
© % Buumanne! Npn obHapyxennn mobeix dopm

HE3AKOHHOWM NERATENbHOCTH (xanep(.me aTakm, _ | _

pasanuHoro poga HECTBO, CNAM M T.0.),

ol 31om dpakTe GyayT HeIAMELTHTENBHO

POMHGOPMUPOBAHBI NP pannT opraHbl,

Ckayatb: UDP | TCP (o6uoaneso 05.01.2020)
Wwms nonb3osarens: freeopenvpn

ﬂ:'{pO."I bf‘me &5’{8@3\&&3@ 00H0BMTE)

Bo abemanne anoynotpeGneHnii co cTopoms
- nonk3oBaTened, Naponk K GecnaaTtHomy _
L]

UDN-(.GPBGFI}' 63"]197 NePpHOAMUYECKH MEHATLCA,

Maponk Gein Mameren 01.09.2020 8 08:22 (MOCKOBCKOE BPEMA) W NEGrTRUTANGAH WA WekAe T YAC0B.

Cneaywiwas cMeHa napons GyeT NpoM3BEGEHa HE paHe:  Yem 01.09,2020 B 15:22

PucyHok I.2 — CanT cepBuca 6ecnnatHoro VPN pocrtyna freeopenvpn.org

.2 NMoaroTroBKka ceTeBOro NOAKMIO4YEHUs

1. Mepenante B Web-nHTtepdence ynpasneHus ycTpoicTBoM Ha cTpaHuuy UHTepdencol pasgena
rmaBHoro MeHio CeTb. Ha OTKpbIBLUENCS CTpaHULE HAaXXMUTE KHOMKY [lo6aBUTbL HOBbIN

A .
uMHTepdenc...:
@ plc210 - Misrepdpeiicnr - LuCl - X | + = o X
« > C @ © & 172.16.0.1 /cgi-bin/lud/admin/network/network LN +{ m o e =
- ~
v l.l-ll c ABToOGHOBNEHHE BIUTIOYEHO
-
CocronaHwe b A ple2io
Cucrema b
WuTepd i1 Des ceTH
nnK »
[ WuTepdenco
Cetn ¥ NpoTokon: CTaTUUECKWA aapec
LAN Bpemn patoTe:: 24 51m 54c
M i - A0-B0IO .
V- Nonysenwe (RX): 0 6 (0 nakeTos)
DHCP u DNS br-lan

Mepegata (TX): 0 B (0 nakeTos)
IPv4: 192.168.0.1/24

MpoToxon: CTaTH4eckwi agpec

WMena xoCcToB

CTaTHueckne MapwpyTbi Bpemn paoTei: 24 44m 56¢
MexceTesol akpat & Monyvexwe (RX): 0 6 (0 nakeTo)
ethd Mepepa4a (TX): 0 & (0 nakeTos)
[uarHocTika IPv4: 192.168.11.10/24
CratncTuka b MpoTokon: CTaTuecKui agpec

Bpemn paboTe:: 0y 19Mm 46C

BoiTH MAC: 40:BD:32:2E:47:8C 7 -
= Monysenwe (RX): 4.52 ME (39113 naxertoa) _

Mepepaua (TX): 31.54 ME (44509 naketoaz)
IPvd: 172.16.01/16

MpoTokon: Knueut DHCP

_ Bpemn patoTe:: 7y 44m 47C
MAC: 40:BD:32:2E:47:BA Mepesanyenims [T e——

Monyyenwe (RX): 7.16 ME (25405 naketos)
pepava (TX): BBE 77 KB (7642 naxkeTos)
IPv4: 192.168.10.157/24

COXpaHWUTB W MPHMEHHTE CoxpaHnTs

PucyHok I.3 — CosnaHue ceteBoro uirepdenca OpenVPN nogkntoyeHus
2. Hactpoiite ceteBo untepdenc ans OpenVPN nogknoyeHus:

* UMa — npomn3BonbHoe UMs MHTepderca (B AaHHOM NPUITOXKEHWUN B Ka4ecTBe npumepa
ycTtaHaBnusaetcs nmst OpenVPN);

* MMpoTokon — HeynpaensemMbI;
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* O6beauHUTb B MOCT — BbIKIMIOYEHO;

* UHTepdenc — nmsa suptyansHoro untepdgenca OpenVPN nogkntoyeHns. Cneayert BoiGpaTh
NpPon3BOSbHOE, He KOHANUKTYIOLLIEE C ApYruMu nHTepdencamm nva B oopmate tunX, roe X —
NPOU3BOSIbHLIN HOMep. B AaHHOM NpunoXeHun B ka4ecTBe Npumepa Obifio BbiGpaHo nMs
tun100. Tak kak Ha MOMEHT co3flaHusa nHTepdenca ero eLé He CyLLLecTBYET, TO UMS
nHTepdernca HeobxoaumMo BBECTU BPYYHYHO B NMosie — Nofib3oBaTeNbCKUi—, KOTopoe
NOSIBNSAETCA NPU PACKPbITUKN CNUCKA OOCTYMHbLIX UHTEP(ENCOB.

NobaBuTb HoBBIA MHTepdeic...
HassaHwe OpenVPN
Mpotokon Heynpasnaembiit v

OfbearHMTL B MOCT I

WHTephenc * tun100 M

[9"E0E] | Coapatb wwTepdeiic

PucyHok 4 — HacTpowku ceteBoro nitepdernica OpenVPN nogknroueHums
3. MNocne BBOAA HACTPOEK HOBOIO MHTEpdEeica HeoOXoaAMMO HaxaTb kKHonky Co3aaTb MHTepdenc.

4. B oTKpbIBLLEMCS OKHe NepenTy BO BKNagky HacTponkun mexceTeBoro akpaHa v BblopaTts 30Hy wan B
cnucke Cosgathb / HA3HaYMTb 30HY CeTeBOro AkpaHa. Haxatb KHONKy CoxpaHUTb.

WnTepdeiicel » OPENVPN

O61MEe HACTPORKK | JlONONHWTENLHLIE HACTPOIKK | HacTpoiku kawanall HacTponkw MemceTeBoro skpaqa

Co20aTh / HE3HAYNTH 30HY CETEBOMD 3KPaHa wan wan: ‘:_

3akpoiTe [ECHERTY

PucyHok .5 — HacTpoika 30HbI MexceTeBoro akpaHa nHrepdenca OpenVPN nogknioveHus
5. Ha ocHOBHOW CTpaHuLie HACTPOWKM CETEBLIX MHTEP(ENCOB HaxaTb KHOMKY COXpaHUTb U MPUMEHUTb.

.3 Hactpouka ak3emnnsapa OpenVPN knueHTa

1. Nepenante B Web-nHtepderice ynpasneHust ycTponcTBoM Ha cTpaHuly KoHdurypauuma pasgena
rmaBHOro MeHo Cnyx6bl -> OpenVPN knueHT. Ha OTKpbIBLLEACS CTPaHWULLE OTMETLTE (DIIaXKoK
Bkntouutb aBTo3anyck OpenVPN u HaxxmuTe kHonKy [106aBUTL HOBbIN 3K3eMNAIsp...:.
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@ ple210 - Kongurypaun - LuCl X | + u]

<« c @ © & 172.16.0.1/ogi-bin/lud/admin/services/ovpnclient/configuration g nee& =

UBEH

CocToRHme b plc210

CucTema b
Coctoaune | Koudwrypaums

nng »
Kondurypaums OpenVPN KnueHToB

Cywbm *

MobanbHbie HACTPOMKK

STP/RSTP

OpenVPN KNueHT I BKNIOUHTE aBToaanyck OpenvPN O I

FTP
HTTF/HTTFS
Iksemnnapbi

Cets b
Wmn BrmoveHo Koupurypaumonusii gain OVPN Wmn yeTpoiicTea

3TOT Paafien He CORENMHT [aHHBIX

BuidTi
COXPaHHTE M NPUMEHUTD v CoXpaHnTL

PucyHok I.6 — HacTponka aksemnnsipa OpenVPN knueHTa

2. B oTKpbIBLIEMCS BCNSbIBAKOLLEM OKHE HEOBXOAMMO BBECTU NPOU3BOSIBHOE MMS HOBOIO 3K3emMnnspa
OpenVPN knueHTa. B gaHHOM NpunoXxeHuu B Ka4ecTBe nprMepa Tak Kak paHee 6bin BbibpaH VPN-
cepBep B Huaepnangax, 4ns HarnsagHocTn ucnonb3yetca nvs netherlands:

[No6aBuTk HOBbI ak3emnnap OpenVPN KnueHTa...

Hassanue

A OXwaeTca: He NycToe 3HaYeHue

(o, "ELEEM Cosparb aksemnnsp

[o6aBuTb HOBbIM aksemnnap OpenVPN knueHTa...

HasBaHue netherlandsg

PucyHok I.7 — BBog umeHu HoBoro ak3emnnspa OpenVPN knueHTa

3. B oTkpblBLLIEMCH OKHE HacTpoek ak3emnnsapa OpenVPN knveHTa He06XoAMMO YyCTaHOBUTL
criegylolime 3HavyeHus:

* BKno4yeHo — BKIIHOUNUTD;

* KoHdpurypaumoHHsbie chainn OVPN— BbIGpaTh (3arpy3antb) KOHUrypaumoHHbIn dainn B
dopmate OVPN. NMpoueaypa ckadmBaHusa nogobHoro danna Ha npumMmepe cepsuca freeopenvpn.
org paccmoTpeHa Bbiwwe B pasgerne 1. O6was npoueaypa 3arpy3ku KOHPUIYPaunoOHHbIX
dannoe OVPN nogpobHo paccmoTpeHa B pasgene 6.3.2.

* Umsa ycTponcTBa — BBECTU UMS YCTPONCTBA, KOTOPOE ObINo BbIGpaHO Npu NOAroTOBKE CETEBOMO
nHtepdpenca OpenVPN nogknodeHus (Hanpumep, tun100);

* AyTeHTUdUKaLMA NO UMEHU Nofnb3oBaTenA U Naposio— BKITHOYUTD;

* Umsa nonb3oBartens, NMaponb— y4éTHble OaHHbIE, NONyYeHMEe KOTOPbIX PACCMOTPEHO B
pasgene I.1.
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KoHdwmrypauyua OpenVPN knueHToB » netherlands
BkmoueHo  [¢]

KoHbmrypauMoHHbii haitn OVPN - [ /etc/openvpn/Netherlands_freeopenvpn_tcp.ovpn (2.01 KE)

mate OVPN. BoiSpaHHbii KoHD aLy it aiin fonxe NepHaTh B S0GXOMMBIE IAHHD

[ Konpurypauma koppekTHan (2 npeaynpexieHus) ]

Mpeaynpemaexns:
> CTpoka 46: HewasecTHan onuymMA «max-routess
o CTpoka 48: Onuyua «comp-lzo» ycTapena u MoXeT GbiTb yaaneHa B Gyayuux sepcuax OpenVPN

WMmMA ycTpoHcTEa tun100

AyTeHTUUKELMA NO MMEHN NONb30BaTENA W Naponk [V

WMA nonb3oeatens freecpenvpn

Mapons sesssscscse =

seee

PucyHok I8 — BBog HacTpoek HoBoro ak3emnnsipa OpenVPN knueHTa
4. Haxatb kHonky CoxpaHuTb. Ha ocHOBHOW cTpaHuLe HacTpoek ak3emnnspo OpenVPN knueHToB
HaxkaTb KHOMKy CoxpaHuUTb U NPUMEHUTb:

Cocronnue | Kondurypauma

KoHdpurypauus OpenVPN KMeHTOB

MnobanbHble HacTPoOMKK

BrniounTb agTozanyck OpenVPN

x3emMnnapbl
Uma Brno4eHo KoHpurypauuoxHbin aiin OVPN WMA ycTpoicTEa
netherlands Netherlands freeopenvpn_ tcp.ovpn tun100 =

No6GaBWTb HOBBIW 3K3EeMNNAP...
Coxpanure

PucyHok I'9 — CoxpaHeHue M NpMMeHeHMe HacTpoeKk HoBoro ak3emmnisipa OpenVPN knueHTa

.4 NMpoBepka noaknoveHna aksemnnsapa OpenVPN knueHTa

1. Mepenigute B Web-nHTepdence ynpasneHuns ycTponcTBoM Ha cTpaHuuy CoctosiHue pasgena
rmaBHoro MeHio Cnyx6bl -> OpenVPN knueHT. Ha OTKpbIBLUENCA CTpaHWLIE A0IMKHO 0TOOpaxaTbes
cocTosiHMe co3gaHHoro (cM. pasgen I1.3.) aksemnnsipa OpenVPN knveHTa:
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CocToAHWe | KoHburypauua

CoctoAHue U ynpaeneHue OpenVPN KnueHTamu

Ha 3Tol CcTpaHWUE Bbl MOMETE N POCMOTPETH COCTOAHUWE 3aNylleHHbIX 3K2EMNNAPOB OpenVPN knueHTa
3K3eMnnapsbl
HazeaHue Pafoyee cocTOAHME CTaTMCTHKa NeAcTEnA

openvpn O6HoBNEHo: 2024-05-16 11:37:41
Yetpo#icTeo: tun100
MpuuaTo: 1.43 Knb

OTtnpaeneno: 1.02 Kub

PucyHok 10 — CocTosiHue aksemnnsapa OpenVPN knueHTa

2. MNpw nomoLLmn ceTeBOW AMarHOCTUKM (CM. pa3gen 7.6.4) MOXXHO NOCMOTPETb peanbHbIN BHELWHWI [P-
agpec:

Buewwnn |P-agpec

OnpagsnMTh BHeUHAR IP-aapec

[ 185.80.53.16

PucyHok 11 — BHewHun IP-agpec npu BkntoyéHHom OpenVPN nogkntovyeHun

3. Ha ctpaHuue O630p B pasgene CoctosiHue NOpToB ceTeBbIX MHTepdencoB byaeTt otobpaxaTbes
ceTeBoy nHTepdenc cosgaHHoro ak3emnnspa OpenVPN knueHTa:

CocTofiHne NOpPTOB CeTeBbIX HHTGdeeﬁCOB
Wma n MAC-agpec  CocTosHHe WHTepdeic B cocTaee 30HbI MEXCETEBOTD MNonyyexne (RX) Mepepaua (TX)
NOAKNIOYeHHA mocTa IKpaHa
Ethernet 1 @ eth1 br-lan (LAN), lan - -
40:BD:32:2E:47:B7 nopt 1
Ethernet 2 @ eth2 br-lan (LAN), lan = =
40:BD:32:2E:47:B9 nopt 2
Ethernet 3 w 100 M6uT/c, eth3 (WAN) - wan 6.91 Mub 896.86 Knub
40:BD:32:2E:47:BA - NONAHbIA Aynnexkc (26144 naketoB) (7887 nakeToB)
Ethernet 4 @ eth4 (REDU) = lan = =
40:BD:32:2E:47:B8
USB RNDIS NoaxnioueHo usb0 (USBO) - - 4.44 Mub 30.59 Mub
40:BD:32:2E:47:BC B (40035 naketoB) (45462 nakeToB)
VPN n 10 M6uT/c, tun100 = wan 2.85 Kub 3.22 Kub
) =N nonubin gynnekc  (OPENVPN) (35 naketos) (40 nakeToB)

PucyHok .12 — CocTosiHMe NopToB ceTeBbiXx MHTEPdEeNCcoB
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